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1. Scope

This is a document that contains a temporal resolution to problems identified in OMA LightweightM2M V1.0 Enabler package after being finally approved.

According to the OMA-ORG-Process document, this ERRATA document will only contain issues that can be resolved by Class 2 or Class 3 change request. The rest of issues will require the creation of a new Enabler Release.

· Class 2: bug fixes - corrects technical issues that SHALL NOT include significant changes, amendments or additions to the behavior, form, fit, or functionality.
· Class 3: editorial corrections or amendments - corrects spelling errors, typographical errors and other minor editorial errors or moves text from one section to another; any change has no normative effect on the document.
With the content of this document OMA will release a new version (V1.0.2) of the OMA LightweightM2M specifications.
2. Introduction

This is a temporal document that will be kept with the last approved version of LightweightM2M v1.0.1
2.1 Version 1.0.1
List of problems rectified in this document:
3. Erratas in OMA-TS-LightweightM2M-V1_0_1-20170704-A

3.1 OMA-DM-LightweightM2M-2017-0198R01-CR_TS_101_IMEI_IMSI_URN

Change 1:  Sec 6.3.1
Endpoint Client Name

Endpoint Client Name

Following formats are RECOMMENDED for this identifier to guarantee uniqueness:

	Format

	UUID URN: Identify a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is 
urn:uuid:########-####-####-############

OPS URN: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in Section 3.4.4 of [TR-069]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>.

OS URN: Identify a device using the format <OUI> "-"<SerialNumber> as defined in Section 3.4.4 of [TR-069]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>.

IMEI URN: Identify a device using an International Mobile Equipment Identifiers [3GPP-TS_23.003]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:###############

ESN URN: Identify a device using an Electronic Serial Number. The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:########

MEID URN: Identify a device using a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:##############
IMEI-MSISDN URN: Identify a device using a combination of International Mobile Equipment Identifier [3GPP-TS_23.003] and MSISDN. IMEI is 15 digits and MSISDN is 15 digits. The format of the URN is urn:imei-msisdn: ###############-###############

IMEI-IMSI URN: Identify a device using a combination of International Mobile Equipment Identifier [3GPP-TS_23.003] and IMSI. IMEI is 15 digits and IMSI is 15 digits. The format of the URN is urn:imei-imsi: ###############-###############


If a URN identifier from the above table is used, it MUST adhere to the specified format.

Other URN formats MAY be used. In particular, URN formats defined in [DMREPPRO] Section 5.5 can be used.
3.2 OMA-DM-LightweightM2M-2017-0199R01-CR_TS_101_VersionNumberClarification
Change 2:  Sec 5.3.1
Register

Register
Registration is performed when a LwM2M Client sends a “Register” operation to the LwM2M Server. After the LwM2M Device is turned on and the bootstrap procedure has been completed, the LwM2M Client MUST perform a “Register” operation to each LwM2M Server that the LwM2M Client has a Server Object Instance. Table 7 describes the parameters used for the “Register” operation.
The “Register” operation includes the Endpoint Client Name parameter along with other parameters listed in Table 7. The “Register” operation MUST include a value for the Endpoint Client Name parameter that is unique on that LwM2M Server.

Upon receiving a “Register” operation from the LwM2M Client, the LwM2M Server records the connection information of the registration message (e.g., source IP address and port or MSISDN) and uses this information for all future interactions with that LwM2M Client.

If the LwM2M Client sends a “Register” operation to the LwM2M Server even though the LwM2M Server has registration information of the LwM2M Client, the LwM2M Server removes the existing registration information and performs the new “Register” operation. This situation happens when the LwM2M Client forgets the state of the LwM2M Server (e.g., factory reset).
The LwM2M Server MUST support all the parameters listed at Table 7 and the LwM2M Client MUST support Endpoint Client Name, LwM2M Version, Lifetime, and Object and Object Instances and MAY support Binding Mode and SMS Number.
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 147138816.6.3

	Lifetime
	Yes
	
	Indicates the expected lifetime of the registration for this LwM2M client. This value MUST be the same as the value held in the Resource named “Lifetime” of the corresponding instance of Server Object (ID #1): /1/x/1.

	LwM2M Version
	Yes
	
	Indicates the version of the LwM2M Enabler that the LwM2M Client supports.
The LwM2M version number reported MUST correspond to the approved version number of this document.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LwM2M Client. This value MUST be the same as the value held in the Resource named “Binding” of the corresponding instance of Server Object (ID #1): /1/x/7. 
The valid values of the parameter are listed in the Section 5.3.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the LwM2M Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the LwM2M Client (Security Object ID:0 MUST not be part of this list).


Table 7: Registration parameters
A LwM2M Server MUST refuse a Client’s Registration request, if it doesn’t support the LwM2M Enabler version indicated by the Client (i.e. major digit of the LwM2M versions in Client and Server are different, or the LwM2M version supported by the Client – e.g., 1.1 -  is superior to the LwM2M version supported by the Server – e.g., 1.0.1 -).

The list of Objects and Object Instances is included in the payload of the registration message. Except the Security Object (ID:0), all the mandatory Objects defined in the LwM2M Enabler (i.e. Server Object ID:1 and the Device Object ID:3) MUST be part of the registration payload list. The Security Object ID:0 MUST NOT be part of the Registration Objects and Object Instances list.

When an Object defined outside of a LwM2M Enabler has to-be-registered by the Client, but is not supported by the Server (unknown Object or unsupported Object version) it MUST be silently ignored by this Server and will not prevent the Client’s Registration request to be accepted.

The payload Media-Type of that registration message MUST be the Core Link Format (application/link-format) defined in [RFC6690], so that each Object is described as a Link according to that format. The Target component of the link is required, and consists of the Object path augmented of the Object Version Core link parameters “ver” if required as it is defined in section 6.2 of this document. Any other parameters included in the link MUST be silently ignored, unless specified for use by the LwM2M Enabler.
The payload for a LwM2M Client supporting LwM2M Server, Access Control, Device, Connectivity Monitoring and Firmware Update Objects from Appendix E would simply be:

</1>, </2>, </3>, </4>, </5>

If Objects Instances are already available on the LwM2M Client at the time of registration, then the format would be (for the example client of Appendix F):

</1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>
If the LwM2M Client supports the JSON data format for all the Objects it SHOULD inform the LwM2M Server by including the content type in the root path link using the ct= link attribute. An example is as follows (note that the content type value 11543 is the value assigned in the CoAP Content-Format Registry for the LwM2M JSON format).

</>;ct=11543, </1/0>,</1/1>,</2/0>,</2/1>,</2/2>,</2/3>,</2/4>,</3/0>,</4/0>,</5>

3.3 OMA-DM-LightweightM2M-2017-0206R01-CR_TS1.0.2_Minor_Fixes    
Change 3:  Typo I

The section 7.3.1 and its sub-sections specify what MUST be applied in multiple LwM2M Servers environment. For consistency and for reducing the efforts of the LwM2M Client when switching from single to multiple LwM2M Servers environment after deployment, the Access Control Object MAY also be instantiated in a single LwM2M Server context. In the case the Access Control Object is instantiated in a single LwM2M Server context, section 7.3.1 and its sub-sections MUST also be applied that context.
Change 4:  Typo II

7.3.2 Authorization

The LwM2M Client MUST authorize a CREATE operation requested by a LwM2M Server for instantiating a certain Object, only if the associated Access Control Object Instance exists and contains an ACL Resource Instance for that LwM2M Server set with the Access Right “Create” (section 7.3.1.2.1).

The LwM2M Client MUST authorize other operations than CREATE requested by a LwM2M Server either on an Object Instance, or on Resource after performing a two-steps check:

· 1st step: the LwM2M Client gets the access right of the targeted Object Instance (as described in section 7.3.2.1) - and checks whether this access right is sufficient – according to the following table - to perform the LwM2M Server requested operation.

	LwM2M Operations
	Minimum Access Right

	READ – OBSERVE – WRITE-ATTRIBUTE
	R

	WRITE
	W

	DISCOVER
	-

	DELETE
	D

	EXECUTE
	E


· 2nd step: if at step 1, the LwM2M Server is authorized to perform the operation, the LwM2M Client still needs to check if the LwM2M Server requested operation is supported by the targeted Resource or Object Instance (details are provided in section 7.3.2.2, 7.3.2.3, and 7.3.2.4).
The LwM2M Object specification defines which operations are allowed to be performed on Resource within an Object Instance (Refer to Supported Operations in Appendix D LwM2M Object Template and Guidelines). The operations allowed on a given Resource MUST apply to all the Resource Instances of that Resource.
The LwM2M Client MUST support the authorization procedure described in Section 7.3.2 and its sub-sections.
Change 5:  Figure 21 Fix
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Figure 21: Example register, update and de-register operation exchanges (shorthand in [CoAP] example style, actual messages using CoAP binary headers)
3.4 OMA-DM-LightweightM2M-2017-0208-CR_stop_attribute_example_change
Change 6:  Section 8.2.5 example change 

As example:

a) Write-Attributes /3/0/9?pmin=1 means the Battery Level value will be notified to the Server with a minimum interval of 1sec; this value is set at the Resource level.

b) Write-Attributes /3/0/9?pmin means the Battery Level will be notified to the Server with a minimum value (pmin) given by the default one (resource 2 of Object Server ID=1), or with another value if this Attribute has been set at another level (Object or Object Instance: see section 5.1.1).

c) Write-Attributes /3/0?pmin=10 means that all Resources of Instance 0 of the Object ‘Device (ID:3)’ will be notified to the Server with a minimum interval of 10 sec; this value is set at the Object Instance level. 

d) Write-Attributes /3/0/9?gt=45&st=10 means the Battery Level will be notified to the Server when:

a. old value is 20 and new value is 35 due to step condition  

b. old value is 45 and new value is 50 due to gt condition

c. old value is 50 and new value is 40 due to both gt and step conditions

d. old value is 35 and new value is 20 due to step condition

e) Write-Attributes /3/0/9?lt=20&gt=85&st=10 means the Battery Level will be notified to the Server when:

a. old value is 17 and new value is 24 due to lt condition  

b. old value is 75 and new value is 90 due to both gt and step conditions

c. old value is 50 and new value is 10 due to both lt and step conditions

d. old value is 87 and new value is 99 due to step condition

	Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET Accept: Content Format ID (see section 6.4)
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Discover
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write
	PUT Content Format:
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed

2.31* Continue
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed, 4.15 Unsupported content format

4.08* Request Entity Incomplete
4.13* Request entity too large

	
	POST Content Format:
	/{Object ID}/{Object Instance ID}
	
	

	Write-Attributes
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID}?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&st={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Execute
	POST
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Create
	POST Content Format:
	/{Object ID}
	2.01 Created
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.15 Unsupported content format

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed


Note (*): 2.31, 4.08, 4.13 response messages, are relevant only when the CoAP Blockwise Transfer option is supported (see Section 8.1).

3.5 OMA-DM-LightweightM2M-2017-0209R01-CR_editorials
Change 7:  Table 7 
	Parameter
	Required
	Default Value
	Notes

	Endpoint Client Name
	Yes
	
	See Section 6.3

	Lifetime
	Yes
	
	Indicates the expected lifetime of the registration for this LwM2M client. This value MUST be the same as the value held in the Resource named “Lifetime” of the corresponding instance of Server Object (ID #1): /1/x/1.

	LwM2M Version
	Yes
	
	Indicates the version of the LwM2M Enabler that the LwM2M Client supports.

	Binding Mode
	No
	U
	Indicates current binding and Queue mode of the LwM2M Client. This value MUST be the same as the value held in the Resource named “Binding” of the corresponding instance of Server Object (ID #1): /1/x/7. 
The valid values of the parameter are listed in the Section 5.3.1.1.

	SMS Number
	No
	
	The value of this parameter is the MSISDN where the LwM2M Client can be reached for use with the SMS binding.

	Objects and Object Instances
	Yes
	
	The list of Objects supported and Object Instances available on the LwM2M Client (Security Object ID:0 MUST not be part of this list).


Change 8:  Section 6.1 
6.1 Resource Model

The LwM2M Enabler defines a simple resource model where each piece of information made available by the LwM2M Client is a Resource. Resources are logically organized into Objects, and each Resource is given a unique identifier within that Object.

Figure 15 illustrates this structure, and the relationship between Resources, Objects, and the LwM2M Client. The LwM2M Client may have any number of Resources, each of which belongs to an Object; for example the Firmware Update Object contains all the Resources used for firmware update purposes. 
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Figure 15: Relationship between LwM2M Client, Object, and Resources 
Each Object, defined for the LwM2M Enabler, is assigned a unique OMA LwM2M Object identifier allocated and maintained by the OMA Naming Authority (OMNA). The LwM2M Enabler defines standard Objects and Resources (Appendix E). Further Objects may be added by OMA or other organizations to enable additional M2M Services.
As an Object only specifies a grouping of Resources, an Object MUST be firstly instantiated so that the LwM2M Client can use the Resources of such an Object and the associated functionalities.

When an Object is instantiated – either by the LwM2M Server or the LwM2M Client – an Object Instance is created with a subset of the Resources defined in the Object specification; a LwM2M Server can then access that Object Instance and its set of instantiated Resources.
A Resource which is instantiated within an Object Instance is a Resource which can either:

· contain a value (if the Resource is Readable and/or Writeable)

· or can be addressed by a LwM2M Server to trigger an action in the LwM2M Client (if the Resource is Executable)
The Object specification defines the operations (Read, Write, Execute) which are individually supported by the Resources belonging to that Object; this specification also defines the Mandatory or Optional characteristics of such Resources. 

A Resource specified as Mandatory within an Object MUST be instantiated in any Instance of that Object.

A Resource specified as Optional within an Object MAY be omitted from some or even all Instances of that Object.

As illustration, the following example using the DISCOVER command on the Server Object, exposes a configuration in which the Server Object (ID:1) has 2 Instances (ID:0, ID:1): the Optional Resources ID:2, ID:4 are only instantiated in the Instance 1 of the Object, while the Optional Resources ID:3 and ID:5 are not instantiated in either of the Server Object Instances. In Server Object ID:1, the Resources 0,1, and 6,7,8 are Mandatory Resources.

According to the DISCOVER /1 request, the following payload is returned:

</1/0/0>,</1/0/1>,</1/0/6>,</1/0/7>, </1/0/8>, </1/1/0>,</1/1/1>,</1/1/2>,</1/1/4>,</1/1/6>,</1/1/7>, </1/1/8>

Objects and Resources have the capability to have multiple instances. Multiple-Instances Resources can be instantiated by LwM2M Server operations in using JSON or TLV formats (Section 5.4). The LwM2M Client also has the capability to instantiate Single or Multiple-Instances Resources.
The LwM2M Server performs operations on an Object, Object Instance and Resources as described in Section 5 Interfaces. These operations are conveyed as described in Section 8 Transport Layer Binding and Encoding and how to convey the Operation data is defined in 6.4.

The LwM2M Enabler defines an access control mechanism per Object Instance. Object Instances SHOULD have an associated Access Control Object Instance. An Access Control Object Instances contains Access Control Lists (ACLs) that define which operations on a given Object Instance are allowed for which LwM2M Server(s). 

Figure 16 shows an example of the operations the Resources support and how Object Instances and Resources are associated with Access Control Object Instance. In the example, Object Instance 0 for Object 1 has 2 Resources. Resource 1 supports the ”Read”, “Write” operations, while Resource 0 supports only the “Read” operation. The associated Access Control Object Instance has ACL of Object Instance 0 for Object 1. Server1 is authorized to perform “Read” and “Write” operations to the Object Instance 0 for Object 1 and Resources of the Object Instance. However, due to the supported operations of each Resource, Server1 can perform the “Read” operation on Resource 1 and 0, and also can perform the “Write” operations on Resource 1, but Server1 cannot perform the “Write” operation on Resource 0. The detailed access control mechanism is defined in Section 7.3 Access Control.
Change 9:  Appendix B.1.5 
B.1.5 Data Format
	Item
	Function
	Reference
	Requirement

	LwM2M-DF-001-C-O
	Support of Plain Text format
	Section 6.4, 6.4.1
	

	LwM2M-DF-002-C-O
	Support of Opaque format
	Section 6.4, 6.4.2
	

	LwM2M-DF-003-C-M
	Support of TLV format
	Section 6.4, 6.4.3
	

	LwM2M-DF-004-C-O
	Support of JSON format
	Section 6.4, 6.4.4
	


Change 10:  Table 14 
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance.

	Resource ID
	Yes
	-
	Indicates the Resource to execute.

	Arguments
	No
	-
	The arguments of the “Execute” operation are expressed in Plain Text format (syntax below).


Table 14: Execute parameters
3.6 OMA-DM-LightweightM2M-2017-0215R01-CR_TS_102_Discover
Change 1: Sec 5.1.1
Attributes Definitions and Rules

5.1.1 Attributes Definitions and Rules

Attributes are metadata which can be attached to an Object, an Object Instance or a Resource. The value of an Attribute is LwM2M Server specific. These attributes can fulfil various roles: from just carrying information (e.g., Discover), up to containing parameters for Notification for example.

Attributes attached to Object, Object Instance, Resource, are respectively named O-Attribute, OI-Attribute, R-Attribute.

These Attributes MAY be carried in the message payload of Registration and Discover operations; they also MAY be updated - when writable - through the “Write-Attributes” operation. 

Regardless to the LwM2M entity a given Attribute is attached to, the value of such an Attribute can be assigned at various levels: Object, Object Instance, Resource levels. Additionally, precedence rules apply when the same Attribute receives a value at different levels.

Several rules govern usage of LwM2M Attributes

· The value of an O-Attribute MAY only be set at the Object level.

· The value of an OI-Attribute MAY be set at the Object Instance level, and at the Object level.

precedence rules:

· Rule 1: When set at both levels, the value of the OI-Attribute set at Object Instance level will prevail.

· Rule 2: When the Attribute value is set at the Object level, the scope of the OI-Attribute value extends to all the Instances of that Object, as long as the Rule 1 is respected.

· An R-Attribute MAY be set at 3 different levels: the Resource level, the Object Instance level and the Object level.

precedence rules:

· Rule 3: When set at the Resource level, the value of an R-Attribute prevails for that Resource whatever a value for this R-Attribute is also specified at an upper level (Object or Object Instance level).

· Rule 4: When set at the Object Instance level, the scope of an R-Attribute value extends to all the Resources of that Object Instance as long as the Rule 3 is respected.

· Rule 5: When set at the Object level, the scope of an R-Attribute value extends to all the resources of any Instance of that Object, as long as the Rule 4 is respected.

An attribute is fully determined by several characteristics which are listed in the table below:

	Attribute characteristics
	Description

	Name
	Attribute Name used to reference a specific Attribute in that Enabler (e.g., “Minimum Period”)

	CoRE Link Param
	the string used when this Attribute is transferred to CoAP as a CoRE link parameter (ex pmin)

	Attachment
	The Object, Object Instance or Resource, to which an Attribute is logically applied

	Assignation Level
	The Level (Object, Object Instance, Resource) where the value of the Attribute is set (by WRITE-ATTRIBUTE).

	Class
	Attributes are organized according to their purpose;

2 Class of Attributes are supported in LwM2M TS 1.0

<NOTIFICATION> gather Attributes regarding Notify operations parameters

<PROPERTIES> gather Attributes regarding general information

	Access Mode
	R, W, RW: operation allowed by the LwM2M Server.

	Applicability
	Condition to fulfil for allowing to attach such an Attribute

	Default Value
	<value> or “-” or “ ”

	Value Type
	Data Type (Refer Appendix C)

	Value
	The Value carried by this Attribute : its data type must be of “Value Type”


Table 2: Attribute Characteristics
Some Attributes MAY be exposed to the LwM2M Server in the payload response to a “Discover” command (Section 5.4.2).

The value of some Attributes MAY be changed by the LwM2M Server in using the “Write-Attributes” command (Section 5.4.4); which Attribute are concerned are marked as “W” (writable) in the table of the next Section.

Note: A payload response to a “Discover” command is a list of application/link-format CoRE Links [RFC6690] which will include the LwM2M Attributes.
Change 11:  Sec 5.4.2
Discover

The “Discover” operation is used to discover LwM2M Attributes attached to an Object, Object Instances, and Resources. This operation can be used to discover which Resources are instantiated in a given Object Instance. The returned payload is a list of application/link-format CoRE Links [RFC6690] for each targeted Object, Object Instance, or Resource, along with their assigned or attached Attributes including the Object Version attribute if required (see section 6.2 “Object Versioning” and Table 3 of this document <PROPERTIES> Class Attributes).

The “Discover” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	No
	-
	Indicates the Object Instance.

	Resource ID
	No
	-
	Indicates the Resource.


Table 11: Discover parameters
· If Object ID is only specified, the LwM2M Client MUST respond to the “Discover” operation with the list of Object Instances and the list of their respective instantiated Resources. In addition, the list of Attributes which have be assigned to this Object level (see section 5.1.2 Attribute Classification) are also returned.
For example:
 when the “Discover” operation targets an Object with Object ID of 3, the response to the operation could be
</3>;pmin=10,</3/0>,</3/0/1>, </3/0/2>, </3/0/3>, </3/0/4>, </3/0/6>,</3/0/7>,</3/0/8>,</3/0/11>,</3/0/16>

which means that the LwM2M Client supports the Device Info Object (Instance 0) Resources with IDs 1,2,3,4 6,7,8,11, and 16 among the Resources of Device Info Object, with an R-Attributes assigned to the Object level.

· If Object ID and Object Instance ID are only specified, the list of Attributes assigned to that Object Instance MUST be reported, and the list of instantiated Resources and their assigned Attributes MUST be returned in the response as well.
 For example: if Object ID is 3 and Object Instance ID is 0, then
</3/0>;pmax=60, </3/0/1>, <3/0/2>, </3/0/3>, </3/0/4>, </3/0/6>;dim=8,</3/0/7>;dim=8;gt=50;lt=42.2,</3/0/8>;dim=8,</3/0/11>,</3/0/16>

means that regarding the Device Info Object Instance, an R-Attribute has been assigned to this Instance level. And the LwM2M Client supports the multiple Resources 6, 7, and 8 with a dimension of 8 and has 2 additional Notification parameters assigned for Resource 7.
· If  Object ID, Object Instance ID and Resource ID are specified, the attached Attributes of that Resource MUST be returned (includes the assigned R-Attributes and the R-Attributes inherited from the Object and Object Instance). 
For example: if Object ID is 3, and Resource ID is 7, then
</3/0/7>;dim=8;pmin=10;pmax=60;gt=50;lt=42.2 

with pmin assigned at the Object level, and pmax assigned at the Object Instance level.
· If a Resource, an Object Instance, or an Object has attributes for multiple LwM2M Servers, then the Attributes returned in the link, MUST only be related to the Server which performed the DISCOVER request. As example, for the Device Object (ID:3) having the Resource ID:7 with two Observe operations from two Servers 1 & 2, then the answers to DISCOVER command on both Servers will be differentiated e.g.,
from Server 1:   DISCOVER /3/0/7   could provide the answer:       </3/0/7>;dim=8;gt=50;lt=42.2
from Server 2:   DISCOVER /3/0/7   could provide the answer:       </3/0/7>;dim=8;pmax=300;gt=80;lt=75.5
3.7 OMA-DM-LightweightM2M-2017-0218R01-CR_Read_clarification
8.2.5 Device Management & Service Enablement Interface

The Device Management & Service Enablement Interface is used to access Resource, an array of Resource Instances, an Object Instance or all the Object Instances of an Object. An Object Instance is identified by the path /{Object ID}/{Object Instance ID}. If Object doesn’t support multiple Object Instances, the Object Instance is identified by the path /{Object ID}/0. A Resource is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID}.

An Object Instance or Resource is Read by sending a CoAP GET to the corresponding path. The response includes the value in the corresponding Plain Text, Opaque, TLV or JSON format according to the specified Content-Format (see section 6.4). The request MAY specify an Accept option containing the preferred Content-Format to receive. When the specified Content-Format is not supported by the LwM2M Client, the request MUST be rejected.
Note that the response payload may be empty, for instance when performing a Read operation on an Object with no Object Instance. In this case the response code is still 2.05 Content.  
An Object Instance or Resource is Written to by sending either a CoAP PUT or a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding Plain Text, Opaque, TLV or JSON format according to the Content-Format option which MUST be specified [CoAP]. The Write request MUST be rejected when the specified Content-Format is not supported by the LwM2M Client
A CoAP PUT is used for the Replace and CoAP POST is used for Partial Update mechanism of the “Write” operation as described in 5.4.3.
A Resource is Executed by sending a CoAP POST to the corresponding path. The request MAY include a list of arguments as value of the payload expressed in Plain Text format. The definition of the Executable Resource and its arguments is given in Appendix D.

The list of argument can be empty, 2 arguments of the arguments list are separated by a comma. The syntax of the arguments is provided in Section Execute (5.2.4).

Note that the behaviour of the “Execute” operation, whether it uses arguments and how those are interpreted, and how it returns values is specified in the Resource description of the Object.
An Object Instance is Created by sending a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding TLV or JSON format according to the Content-Format option which MUST be specified. The rules governing the creation of Resources in the targeted Object Instance are specified in section 7.3.2.3 (Operation on Object Instance). If Object Instance is not listed at the request, the LwM2M Client MUST assign ID of that Object Instance and send back Object Instance ID with “2.01 Created” to the LwM2M Server when Object Instance is Created.
An Object Instance is Deleted by sending a CoAP DELETE to the corresponding path.
When a Resource supports multiple instances the Resource value is an array of Resource Instances.

<NOTIFICATION> class Attributes MAY be set by a LwM2M Server using the “Write-Attributes” operation by sending a CoAP PUT on the corresponding path, and can be accessed using the “Discover” operation. The Discover operation (uses a CoAP GET on the corresponding path along with the application/link-format Content type, to retrieve a list of Objects, Object Instances, Resources and their attached attributes, from the LwM2M Client (see Section 5.4.2 for more details on DISCOVER command). With the “Write-Attributes” operation one or more Attributes can be written at a time. The values of these Attributes are used by the Information Reporting interface to determine how often Notifications are sent regarding that Resource. A LwM2M Client MAY support a set of these Attributes for each LwM2M Server it is configured for.
A Write Attribute command specifies which value is set to which Attribute and at which level (Object / Object Instance / Resource). In a similar way, the same command without value for the specified Attribute, MUST be used to unset this Attribute for the given level; then the precedence rules applies when notification occurs (section 5.1.1 Attributes definitions and Rules)

3.8 OMA-DM-LightweightM2M-2017-0219R01-CR_Added_missing_reference_to_SCR_Rules_and_fixed_PKCS_15_Reference
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2.1 Normative References
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	“PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.cert.dfn.de/pub/pca/docs/PKCS/ftp.rsa.com/pkcs-15/pkcs-15v1_1.pdf
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3.9 OMA-DM-LightweightM2M-2017-0222-CR_UUID_Fixing
6.3.1 Endpoint Client Name 

Following formats are RECOMMENDED for this identifier to guarantee uniqueness: 
(2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document. 
[OMA-Template-Spec-20170101-I] 
OMA-TS-LightweightM2M-V1_0_1-20170704-A Page 46 (141) 
	Format 

	UUID URN: Identify a device using a Universally Unique IDentifier (UUID). The UUID specifies a valid, hex digit character string as defined in [RFC4122]. The format of the URN is 
urn:uuid:########-####-####-####-############
OPS URN: Identify a device using the format <OUI> "-" <ProductClass> "-" <SerialNumber> as defined in Section 3.4.4 of [TR-069]. The format of the URN is urn:dev:ops:<OUI> "-" <ProductClass> "-" <SerialNumber>. 
OS URN: Identify a device using the format <OUI> "- "<SerialNumber> as defined in Section 3.4.4 of [TR-069]. The format of the URN is urn:dev:os:<OUI> "-"<SerialNumber>. 
IMEI URN: Identify a device using an International Mobile Equipment Identifiers [3GPP-TS_23.003]. The IMEI URN specifies a valid, 15 digit IMEI. The format of the URN is urn:imei:############### 
ESN URN: Identify a device using an Electronic Serial Number. The ESN specifies a valid, 8 digit ESN. The format of the URN is urn:esn:######## 
MEID URN: Identify a device using a Mobile Equipment Identifier. The MEID URN specifies a valid, 14 digit MEID. The format of the URN is urn:meid:############## 
IMEI-MSISDN URN: Identify a device using a combination of International Mobile Equipment Identifier [3GPP-TS_23.003] and MSISDN. IMEI is 15 digits and MSISDN is 15 digits. The format of the URN is urn:imei-msisdn: ###############- ############### 


Other URN formats MAY be used. In particular, URN formats defined in [DMREPPRO] Section 5.5 can be used. 
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Figure 25: Example of Device Management & Service Enablement interface exchanges for Queue Mode
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Figure 26: Example of an Information Reporting exchange for Queue Mode
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Section 5.1.1

	Attribute characteristics
	Description

	Name
	Attribute Name used to reference a specific Attribute in that Enabler (e.g., “Minimum Period”)

	CoRE Link Param
	the string used when this Attribute is transferred to CoAP as a CoRE link parameter (ex pmin)

	Attachment
	The Object, Object Instance or Resource, to which an Attribute is logically applied

	Assignation Level
	The Level (Object, Object Instance, Resource) where the value of the Attribute is set (by WRITE-ATTRIBUTES).

	Class
	Attributes are organized according to their purpose;

2 Class of Attributes are supported in LwM2M TS 1.0

<NOTIFICATION> gather Attributes regarding Notify operations parameters

<PROPERTIES> gather Attributes regarding general information

	Access Mode
	R, W, RW: operation allowed by the LwM2M Server.

	Applicability
	Condition to fulfil for allowing to attach such an Attribute

	Default Value
	<value> or “-” or “ ”

	Value Type
	Data Type (Refer Appendix C)

	Value
	The Value carried by this Attribute : its data type must be of “Value Type”


Section 7.3.2
	LwM2M Operations
	Minimum Access Right

	READ – OBSERVE – WRITE-ATTRIBUTES
	R

	WRITE
	W

	DISCOVER
	-

	DELETE
	D

	EXECUTE
	E


Section 5
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3.10 OMA-DM-LightweightM2M-2018-0008-CR_TS1.0.2_Bootstrap_SC_Annex_G_Fixes
Change 1:   Annex G revisited 
Appendix G Storage of LwM2M Bootstrap Information on the Smartcard (Normative)

This appendix aims at specifying the storage of the LwM2M Bootstrap Information in a PKCS#15 file structure within an UICC Smartcard platform [ETSI TS 102.221].


G.1 File structure

The information format is based on [PKCS#15] specification. The Bootstrap data is located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. 
· 
· 

The [PKCS#15] specification defines a set of files. 
MF (3F00) 

|-EF DIR (2F00) --> reference PKCS-15 Application & DF PKCS-15 

|

|-DF PKCS-15 

|-ODF           --> ref to DODF            (Default:5031)

|-DODF          --> ref EF LwM2M Bootstrap (Default:6030)
|-EF LwM2M Bootstrap --> Contains LwM2M Bootstrap Data 
Within the PKCS#15 application, the starting point to access the PKCS#15 files is the Object Directory File (ODF). The EF (ODF) contains pointers to other files, each one containing a directory over PKCS#15 objects of a particular class (authentication objects, data objects, keys, certificates ..). For the purpose of LwM2M Bootstrap capability, the EF (ODF) MUST contain an EF Record describing a DODF(Data Object Directory Files) in which is found the reference pointing to the LwM2M Bootstrap data.. 
· The EF (ODF) is described in Appendix G.3.2 and [PKCS#15].

· The EF (DODF) is described in Appendix G.3.3 and [PKCS#15].
· The EF (LwM2M Bootstrap data) is described in Appendix G.3.4.







G.2 Bootstrap Information on UICC 
G.2.1 Access to the file structure

The selection of the PKCS#15 file structure or application is not within the scope of the specification and can be managed in different ways by the devices (Direct File Access using PCCS#15 AID , Indirect Access using EF Dir information).

However, the following sequence is a recommended way to perform the selection of the PKCS#15 application:

1. With only one PKCS#15 application present in the UICC, the device may send a SELECT command with the PKCS#15 AID (A0 00 00 00 63 50 4B 43 53 2D 31 35) as parameter (Direct Access). If the selection is successful, the device can start reading PKCS#15 files (ODF, DODF ..)

2. If the previous selection fails (or if it might have several PCCS#15 applications present in UICC), the device sends SELECT commands to access EFdir to locate an entry with the PKCS#15 AID). If a matching entry is found, the device MUST select the PKCS#15 DF path, and then can start reading PKCS#15 files (ODF, DODF…)


· 
· 
· 

G.2.2 Files Overview  (example)
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Figure 32: Example of a 3G UICC File Structure embedding a specific PKCS#15 file structure containing LwM2M Bootstrap data location
G.2.3 Access Method

UICC Commands Read Binary and Update Binary, as defined in [ETSI TS 102.221], are used to access bootstrap data.

G.2.4 Access Conditions

The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The Device must evaluate the PIN references that must be verified as defined in [ETSI TS 102.221] (i.e. evaluate FCP)
G.2.5 Requirements on the UICC

To retrieve the Bootstrap Information from the UICC, the Device MUST perform the following steps:

· Select PKCS#15 file structure as recommended in G.2.1.

· Read EF (ODF) to locate the DODF-bootstrap,

· Read EF (DODF) and look of the OMA-LwM2M OID to locate the file containing the LwM2M Bootstrap data,

· Read the LwM2M_Bootstrap file

G.3 Files Description

All files defined are binary files as defined in [ETSI TS 102.221]. These files are read and updated usingUICC Commands related to the application they belong to.

G.3.1 EF (DIR) - optional
When the optional EF (DIR) is used to locate the PKCS#15 files structure, one of its logical record must be of the following ASN.1 type with the specified [PKCS#15] tags :

· Application template   Tag 0x61

· Application Identifier  Tag 0x4F

· Path                              Tag 0x51

· Application label         Tag  0x50

DIREcord ::= [APPLICATION 1] SEQUENCE {

                    aid    [APPLICATION 15] OCTET STRING,

                    label [APPLICATION 16] UTF8STRING OPTIONAL

                    path  [APPLICATION 17] OCTET STRING OPTIONAL

                    ddo   [APPLICATION 19] DDO OPTIONAL

                    }

Coding  example :

         aid PKCS#15  =  A0 00 00 00 63 50 4B 43 53 2D 31 35    (Tag : 0x4F)

         label                = “BOOTSTRAP”                                        (Tag : 0x50)

         path                 = 3F00/7F60                                                 (Tag : 0x51)

         61 22

              4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35

              50 08  42  4F 4F 54 53 54 52 41 50
              51 04  3F  00 7F 60

G.3.2 Object Directory File, EF (ODF)
The mandatory Object Directory File (ODF) ([PKCS#15], Section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (Keys, Authentication, Data, ….)). The EF(ODF) File ID is specified in [PKCS#15](0x5031). The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.
The EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:  

READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM

	Description Binary coding example (DER format)

A7 06 30 04 04 02 64 30   (reference DODF = 0x6430)

	See [PKCS#15]


G.3.3 Data Object Directory File, EF (DODF-bootstrap)
This Data Object Directory File used as the entry point to the LwM2M Bootstrap data, MUST contains an oidDO entry [PKCS#15]  with an OID that MUST be in the OMA-LwM2M scope.

The registered OID for this specification is: {joint-isu-itu-t(2) international-organizations(23) oma(43) oma-lwm2m(9) lwm2m_bootstrap(1)}  (2.23.43.9.1)

According to [PKCS#15], the DODF MUST include a DataType with the oidDO entry. The DataType oidDO entry is defined as PKCS15Object {CommonDataObjectAttributes, NULL, OidDO}.

· The CommonDataObjectAttributes structure of the DODF DataType oidDO entry MAY contain an applicationName or an applicationOID. The applicationName and the applicationOID are informative in this specification (may be omitted).

· The OidDO structure of the DODF DataType oidDO entry MUST be present and MUST contain an id value set to the registered OID defined above and a value that is a path structure to the EF (LwM2M Bootstrap data).

This path structure is defined with the following ASN.1 syntax [PKCS#15] : 

Path ::= SEQUENCE { 

          path OCTET STRING, 

          index INTEGER (0..65535) OPTIONAL, 

          length [0] INTEGER (0..65535) OPTIONAL 

         }( WITH COMPONENTS {..., index PRESENT, length PRESENT}| 

            WITH COMPONENTS {..., index ABSENT,  length ABSENT}) 

with “path” being the path to the EF (LwM2M Bootstrap data) 

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.
	Identifier: (0x6430), See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:   
                 READ
ALW 

     or Universal / application / Local  PIN (UICC, See Appendix G.2)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description : Binary coding example (DER format) 

Label = “LwM2M Bootstrap”  HEX : 4C774D324D20426F6F747374726170
OID OMA-LwM2M Bootstrap “2.23.43.9.1”  (HEX DER) 06 04 67 2B 09 01
Path  = 0x6432
A1 27 30 00 30 11 0C 0F 4C 77 4D 32 4D 20 42 6F 6F 74 73 74 72 61 70 A1 10 30 0E 06 06 06 04 67 2B 09 01 30 04 04 02 64 32

	See [PKCS#15]



· 
· 
· 
· 
G.3.4 EF (LwM2M_Bootstrap)
Only the card issuer can modify EF LwM2M_Bootstrap
	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:   

READ                  ALW

or Universal / application / Local  PIN (UICC, See Appendix G.2)

UPDATE
                            ADM

INVALIDATE                    ADM

REHABILITATE                ADM



	Description

	Contains Bootstrap data (encapsulated LwM2M Objects)


This file size is limited to 32KB; the effective file size, in Bytes, is accessible from the File header.

In this file, the Bootstrap data relies on LwM2M TLV Data format specification.

The LwM2M specification already describes the TLV format for coding multiples instances and Resources of a given Object (§6.4.3), this section will only detailed how to store a collection of LwM2M Objects in this EF LwM2M_Bootstrap file; each Object is coded with a header containing a LwM2M Object ID and its Object Version coded in one or 2 Bytes, a LwM2M-TLV coding the Object Instances as payload, and a length being the size in bytes of this payload (LwM2M-TLV of the Object Instances). Data are represented in network byte order (big endian).
Additionally, this Bootstrap data will have a 2 Byte header indicating the number of Objects contained in that file and another 2 Bytes for indicating the size of the full payload (size of the collection of LwM2M Objects).

Using a BNF-like description:

<bootstrap_data>              ::= <number of objects> <size> <collection_of_lwm2m_objects>
<number of Objects>           ::= HWORD
<size>                        ::= HWORD
<collection_of_lwm2m_objects> ::= <single_lwm2m_object>*

<single_lwm2m_object>  
 ::=  <lwm2m_object_ID> <object_version> <length_of_object> <lwm2m_object_instances>

<lwm2m_object_ID>             ::=  HWORD
<object_version>              ::=  IMPLICIT_VERSION | <other_version>

<other_version>               ::=  MAJOR_VERSION MINOR_VERSION  ; value %x0205 means version 2.5
<length_of_object>            ::=  HWORD
<lwm2m_object_instances>      ::= TLV data format as described in §147138816.6.4.3
HWORD                         ::= %x00-FFFF
IMPLICIT_VERSION              ::= %x00     ; means version 1.0 or the Object is defined in the LwM2M Enabler
MAJOR_VERSION                 ::= %x01-FF

MINOR VERSION                 ::= %x00-FF
In reading and processing the data of this file, the LwM2M Client is then able to be configured with the Bootstrap Information and thus to access the LwM2M Server(s). 
3.11 OMA-DM-LightweightM2M-2017-0227R01-CR_Security_Object_Clarification
5.4 Device Management & Service Enablement Interface

The LwM2M Server and the LwM2M Client MUST support all the operations in this interface.
The Device Management and Service Enable Interface
 is used by the LwM2M Server to access Object Instances and Resources available from a registered LwM2M Client. The interface provides this access through the use of “Create”, “Read”, “Write”, “Delete”, “Execute”, “Write-Attributes”, or “Discover” operations. The operations that Resource supports are defined in the Object definition using the Object Template. The Object Template is described in Appendix D.1 Object Template. The Normative Objects defined by the LwM2M Enabler are described in Appendix E.
The LwM2M Client MUST ignore LwM2M Servers operations on this interface during a Server Initiated Bootstrap.
The LwM2M Client MUST ignore the LwM2M Server operation on this interface until it received its Registration acknowledgement.
The LwM2M Client MUST reject with an “Unauthorized” response code any LwM2M Server operation on the Security Object (ID: 0).
5.5 Information Reporting Interface

The LwM2M Server and the LwM2M Client MUST support all the operations in this interface.
The Information Reporting Interface
 is used by a LwM2M Server to observe any changes in a Resource on a registered LwM2M Client, receiving notifications when new values are available. This observation relationship is initiated by sending an “Observe” operation to the L2M2M Client for an Object, an Object Instance or a Resource. An observation ends when a “Cancel Observation” operation is performed.

The LwM2M Client MUST ignore LwM2M Servers operations on this interface during a Server Initiated Bootstrap.
The LwM2M Client MUST ignore the LwM2M Server operation on this interface until it received its Registration acknowledgement.

The LwM2M Server SHOULD NOT perform any operation on this interface before replying to the registration of this LwM2M Client.
The LwM2M Client MUST reject with an “Unauthorized” response code any LwM2M Server operation on the Security Object (ID: 0).
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Figure 13: Example flow for Information Reporting Interface for the RSSI Resource of the Connectivity Monitoring Object of the example client (Appendix E)
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5.4.1 Write

The “Write” operation is used to change the value of a Resource, the values of an array of Resources Instances or the values of multiple Resources from an Object Instance.
The request includes the value to be written encoded in one of the data format defined in section 6.4.

The TLV or JSON data format MUST be used in a “Write” request:

· when more than a single value of a Resource has to be changed 

· when one or several Instances of a Multiple-Instance Resource have to be deleted or added

The Write request MUST be rejected:

· when the specified data format is not supported by the LwM2M Client

· when the deletion or addition of an Instance of a Multiple-Instance Resource is not allowed by the LwM2M Client

LwM2M Client and LwM2M Server MUST support the following mechanisms to change multiple Resources or an array of Resource Instances:

· Replace: replaces the Object Instance or the Resource(s) with the new value provided in the “Write” operation. When the Resource is a Multiple-Instance Resource, the existing array of Resource Instances is replaced under the condition that the LwM2M Client authorizes that operation.
· Partial Update: adds or updates Resources provided in the new value and leaves other existing Resources unchanged. When the Resource is a Multiple-Instance Resource, the existing array of Resource Instances is updated meaning some Instances may be created or deleted under the condition that the LwM2M Client authorizes such operations 
The “Write” operation has the following parameters:
	Parameter
	Required
	Default Value
	Notes

	Object ID
	Yes
	-
	Indicates the Object.

	Object Instance ID
	Yes
	-
	Indicates the Object Instance to write.

	Resource ID
	No
	-
	Indicates the Resource to write. The payload is the new value for the Resource.

If no Resource ID is indicated, then the value included payload is an Object Instance containing the Resource values.

	New Value
	Yes
	-
	The new value included in the payload to update the Object Instance or a single Resource.


Table 12: Write parameters
Change 13:  Clarification on Write  (Transport) 

8.1.1 Device Management & Service Enablement Interface

The Device Management & Service Enablement Interface is used to access Resource, an array of Resource Instances, an Object Instance or all the Object Instances of an Object. An Object Instance is identified by the path /{Object ID}/{Object Instance ID}. If Object doesn’t support multiple Object Instances, the Object Instance is identified by the path /{Object ID}/0. A Resource is identified by the path /{Object ID}/{Object Instance ID}/{Resource ID}.

An Object Instance or Resource is Read by sending a CoAP GET to the corresponding path. The response includes the value in the corresponding Plain Text, Opaque, TLV or JSON format according to the specified Content-Format (see section 6.4). The request MAY specify an Accept option containing the preferred Content-Format to receive. When the specified Content-Format is not supported by the LwM2M Client, the request MUST be rejected. 
Note that the response payload may be empty, for instance when performing a Read operation on an Object with no Object Instance. In this case the response code is still 2.05 Content.
An Object Instance or Resource is written to by sending either a CoAP PUT request to the corresponding path. The request includes the value to be written in the corresponding Plain Text, Opaque, TLV or JSON format according to the Content-Format option which MUST be specified [CoAP]. In addition, an Object Instance can be written by sending a CoAP POST request; in that case the specified Content-Format MUST be the LwM2M TLV or LwM2M JSON. A CoAP PUT is used for the Replace and CoAP POST is used for Partial Update mechanism of the “Write” operation as described in 5.4.3.
The Write request MUST be rejected:

· when the specified Content-Format is not supported by the LwM2M Client (error code 4.15)

· when a requested operation on a Multiple-Instance Resource is not authorized by the LwM2M Client (error code 4.01) as described in section 5.4.3.

A Resource is Executed by sending a CoAP POST to the corresponding path. The request MAY include a list of arguments as value of the payload expressed in Plain Text format. The definition of the Executable Resource and its arguments is given in Appendix D.

The list of argument can be empty, 2 arguments of the arguments list are separated by a comma. The syntax of the arguments is provided in Section Execute (5.2.4).

Note that the behaviour of the “Execute” operation, whether it uses arguments and how those are interpreted, and how it returns values is specified in the Resource description of the Object.
An Object Instance is Created by sending a CoAP POST to the corresponding path. The request includes the value to be written in the corresponding TLV or JSON format according to the Content-Format option which MUST be specified. The rules governing the creation of Resources in the targeted Object Instance are specified in section 7.3.2.3 (Operation on Object Instance). If Object Instance is not listed at the request, the LwM2M Client MUST assign ID of that Object Instance and send back Object Instance ID with “2.01 Created” to the LwM2M Server when Object Instance is Created.
An Object Instance is Deleted by sending a CoAP DELETE to the corresponding path.
When a Resource supports multiple instances the Resource value is an array of Resource Instances.

<NOTIFICATION> class Attributes MAY be set by a LwM2M Server using the “Write-Attributes” operation by sending a CoAP PUT on the corresponding path, and can be accessed using the “Discover” operation. The Discover operation (uses a CoAP GET on the corresponding path along with the application/link-format Content type, to retrieve a list of Objects, Object Instances, Resources and their attached attributes, from the LwM2M Client (see Section 5.4.2 for more details on DISCOVER command). With the “Write-Attributes” operation one or more Attributes can be written at a time. When several Attributes are specified in the same “Write-Attributes” command, they SHOULD be consistent to each other’s according to the rules defined in Section 5.1.2, otherwise the  “Write-Attributes” command SHOULD be rejected (4.00 Bad Request). The values of these Attributes are used by the Information Reporting interface to determine how often Notifications are sent regarding that Resource. A LwM2M Client MAY support a set of these Attributes for each LwM2M Server it is configured for.
A Write Attribute command specifies which value is set to which Attribute and at which level (Object / Object Instance / Resource). In a similar way, the same command without value for the specified Attribute, MUST be used to unset this Attribute for the given level; then the precedence rules applies when notification occurs (section 5.1.1 Attributes definitions and Rules)

As example:

f) Write-Attributes /3/0/9?pmin=1 means the Battery Level value will be notified to the Server with a minimum interval of 1sec; this value is set at the Resource level.

g) Write-Attributes /3/0/9?pmin means the Battery Level will be notified to the Server with a minimum value (pmin) given by the default one (resource 2 of Object Server ID=1), or with another value if this Attribute has been set at another level (Object or Object Instance: see section 5.1.1).
h) Write-Attributes /3/0?pmin=10 means that all Resources of Instance 0 of the Object ‘Device (ID:3)’ will be notified to the Server with a minimum interval of 10 sec; this value is set at the Object Instance level. 
i) Write-Attributes /3/0/9?gt=45&st=10 means the Battery Level will be notified to the Server when:

a. old value is 20 and new value is 35 due to step condition  
b. old value is 45 and new value is 50 due to gt condition
c. old value is 50 and new value is 40 due to both gt and step conditions
d. old value is 35 and new value is 20 due to step condition
j) Write-Attributes /3/0/9?lt=20&gt=85&st=10 means the Battery Level will be notified to the Server when:

a. old value is 17 and new value is 24 due to lt condition  
b. old value is 75 and new value is 90 due to both gt and step conditions
c. old value is 50 and new value is 10 due to both lt and step conditions
d. old value is 87 and new value is 99 due to step condition
	Operation
	CoAP Method
	Path
	Success
	Failure

	Read
	GET Accept: Content Format ID (see section 6.4)
	/{Object ID}/{Object Instance ID}/{Resource ID} 
	2.05 Content
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.06 Not Acceptable

	Discover
	GET Accept: application/link-format
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.05 Content
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Write
	PUT Content Format:
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
2.31* Continue
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed, 4.15 Unsupported content format
4.08* Request Entity Incomplete
4.13* Request entity too large

	
	POST Content Format:
	/{Object ID}/{Object Instance ID}
	
	

	Write-Attributes
	PUT
	/{Object ID}/{Object Instance ID}/{Resource ID}?pmin={minimum period}&pmax={maximum period}&gt={greater than}&lt={less than}&st={step}
	2.04 Changed
	4.00 Bad Request, 4.04 Not Found, 4.01 Unauthorized, 4.05 Method Not Allowed

	Execute
	POST
	/{Object ID}/{Object Instance ID}/{Resource ID}
	2.04 Changed
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed

	Create
	POST Content Format:
	/{Object ID}
	2.01 Created
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed, 4.15 Unsupported content format

	Delete
	DELETE
	/{Object ID}/{Object Instance ID}
	2.02 Deleted
	4.00 Bad Request, 4.01 Unauthorized, 4.04 Not Found, 4.05 Method Not Allowed


Note (*): 2.31, 4.08, 4.13 response messages, are relevant only when the CoAP Blockwise Transfer option is supported (see Section 8.1).
Table 25: Operation to Method Mapping
Change 14:  Identifiers

6.3 Identifiers

The LwM2M Enabler defines specific identifiers for entities used within the LwM2M Protocol. These identifiers are defined in Table 20.
	Identifier
	Semantics
	Description

	Endpoint Client Name
	URN
	Identifies the LwM2M Client on one LwM2M Server (including LwM2M Bootstrap-Server).
Provided to the LwM2M Server during Registration, also provided to LwM2M Bootstrap-Server when executing the Bootstrap procedure.

Recommended URN formats are documented in Section 6.3.1 Endpoint Client Name.

	LwM2M Bootstrap-Server URI
	URI
	Uniquely identifies the LwM2M Bootstrap-Server. Provided to the LwM2M Client during the Bootstrap procedure.

	LwM2M Server URI
	URI
	Uniquely identifies the LwM2M Server. Provided to the Client during Bootstrap procedure.

	Short Server ID
	16-bit unsigned integer
	Uniquely identifies each LwM2M Server configured for the LwM2M Client. The identifier is assigned during the Bootstrap procedure.

The values '0' and MAX_ID 65535 are reserved values and MUST NOT be used for identifying the LwM2M Server.

	Human Readable Object URN
	URN for the OMA Management Object
	Assigned by the Object specification.

	Object ID
	16-bit unsigned integer
	Uniquely identifies the Object in the LwM2M Client. This identifier is assigned by OMA.

	Object Instance ID
	16-bit unsigned integer
	Uniquely identifies the Object Instance of the Object within the LwM2M Client. This identifier is assigned by LwM2M Client or LwM2M Server.
MAX_ID 65535 is a reserved value and MUST NOT be used for identifying the Object Instance.

	Resource ID
	16-bit unsigned integer
	Uniquely identifies the Resource within the Object. Short integer ID, with a range assigned by the Object specification and unique to that Object, and a Reusable Resource ID range assigned by OMA and re-usable between Objects.

	Resource Instance ID
	16-bit unsigned integer
	Uniquely identifies the Resource Instance in the Resource. This identifier is assigned by LwM2M Client or LwM2M Server.


Table 20: LwM2M Identifiers
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Appendix G. Storage of LwM2M Bootstrap Information on the Smartcard (Normative)

This appendix aims at specifying the storage of the LwM2M Bootstrap Information in a PKCS#15 file structure within an UICC Smartcard platform [ETSI TS 102.221].

G.1 File structure

The information format is based on [PKCS#15] specification. The Bootstrap data is located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. 

The [PKCS#15] specification defines a set of files. 
MF (3F00) 

|-EF DIR (2F00) --> reference PKCS-15 Application & DF PKCS-15 

|

|-DF PKCS-15 

|-ODF           --> ref to DODF            (Default:5031)

|-DODF          --> ref EF LwM2M Bootstrap (Default:6030)
|-EF LwM2M Bootstrap --> Contains LwM2M Bootstrap Data 
Within the PKCS#15 application, the starting point to access the PKCS#15 files is the Object Directory File (ODF). The EF (ODF) contains pointers to other files, each one containing a directory over PKCS#15 objects of a particular class (authentication objects, data objects, keys, certificates ..). For the purpose of LwM2M Bootstrap capability, the EF (ODF) MUST contain an EF Record describing a DODF(Data Object Directory Files) in which is found the reference pointing to the LwM2M Bootstrap data.. 
· The EF (ODF) is described in Appendix G.3.1 and [PKCS#15].

· The EF (DODF) is described in Appendix G.3.3 and [PKCS#15].
· The EF (LwM2M Bootstrap data) is described in Appendix G.3.4.

G.2 Bootstrap Information on UICC 

G.2.1 Access to the file structure

The selection of the PKCS#15 file structure or application is not within the scope of the specification and can be managed in different ways by the devices (Direct File Access using PKCS#15 AID , Indirect Access using EF Dir information).

However, the following sequence is a recommended way to perform the selection of the PKCS#15 application:

3. With only one PKCS#15 application present in the UICC, the device may send a SELECT command with the PKCS#15 AID (A0 00 00 00 63 50 4B 43 53 2D 31 35) as parameter (Direct Access). If the selection is successful, the device can start reading PKCS#15 files (ODF, DODF ..)

4. If the previous selection fails (or if it might have several PKCS#15 applications present in UICC), the device sends SELECT commands to access EFdir to locate an entry with the PKCS#15 AID. If only one matching entry is found, the device MUST select the PKCS#15 DF path from that entry, and then can start reading PKCS#15 files (ODF, DODF…). If several entries are matching, the device MUST look for the entry containing the OID  related to LwM2M (“2.23.43.9” see G.3.3) and MUST then select the associated DODF where it will find the path for the searched EF (LwM2M Bootstrap)  
G.2.2 Files Overview  (example)
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Figure 32: Example of a 3G UICC File Structure embedding a specific PKCS#15 file structure containing LwM2M Bootstrap data location
G.2.3 Access Method

UICC Commands Read Binary and Update Binary, as defined in [ETSI TS 102.221], are used to access bootstrap data.

G.2.4 Access Conditions

The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure [PKCS#15]. 
For the M2M context, the above mentioned flags can be unset to preventcardholder verification step through pin code. When more control is needed, the Secure Channel SHOULD be used (Appendix H) 
G.2.5 Requirements on the Device
To retrieve the Bootstrap Information from the UICC, the Device MUST perform the following steps:

· Select PKCS#15 file structure as recommended in G.2.1.

· if needed (single PKCS#15 application case)  Read EF (ODF) to locate the EF(DODF-bootstrap),

· Read EF (DODF) and look for the OMA-LwM2M OID to locate the file containing the LwM2M Bootstrap data,

· Read the LwM2M_Bootstrap file

G.3 Files Description

All PKCS#15 files defined, are binary files as specified  in [ETSI TS 102.221] and encoded in DER Format [PKCS#15]. These files are read and updated using UICC Commands related to the application they belong to.
G.3.1 EF (DIR) - optional
When the optional EF (DIR) is used to locate the PKCS#15 files structure, one of its logical record must be of the following ASN.1 type with the specified [PKCS#15] tags :

· Application template   Tag 0x61

· Application Identifier  Tag 0x4F

· Path                              Tag 0x51

· Application label          Tag  0x50
· Data Object                  Tag 0x73    (Multiple PKCS#15 Applications case)
DIREcord ::= [APPLICATION 1] SEQUENCE {

                    aid    [APPLICATION 15] OCTET STRING,

                    label [APPLICATION 16] UTF8STRING OPTIONAL

                    path  [APPLICATION 17] OCTET STRING 
                    ddo   [APPLICATION 19] DDO OPTIONAL       // used in Multiple PKCS#15 Applications case and containing
                                                                                                    // OID & associated DODF path (see G2.5 & [PKCS#15])                        
                    }

Coding  example :

         aid PKCS#15  =  A0 00 00 00 63 50 4B 43 53 2D 31 35    (Tag : 0x4F)

         label                = “BOOTSTRAP”                                        (Tag : 0x50)

         path                 = 3F00/7F50                                                 (Tag : 0x51)

         61 22

              4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35

              50 08  42  4F 4F 54 53 54 52 41 50
              51 04  3F  00 7F 50

G.3.2 Object Directory File, EF (ODF)

The mandatory Object Directory File (ODF) ([PKCS#15], Section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (Keys, Authentication, Data, ….)). The EF(ODF) File ID is specified in [PKCS#15](0x5031). The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.The EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:  

READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM

	Description Binary coding example (DER format)

A7 06 30 04 04 02 64 30   (reference DODF = 0x6430)

	See [PKCS#15]


G.3.3 Data Object Directory File, EF (DODF-bootstrap)

This Data Object Directory File used as the entry point to the LwM2M Bootstrap data, MUST contains an oidDO entry [PKCS#15]  with an OID that MUST be in the OMA-LwM2M scope.

The registered OID for this specification is: {joint-isu-itu-t(2) international-organizations(23) oma(43) oma-lwm2m(9) lwm2m_bootstrap(1)}  (2.23.43.9.1)
According to [PKCS#15], the DODF MUST include a DataType with the oidDO entry. The DataType oidDO entry is defined as PKCS15Object {CommonDataObjectAttributes, NULL, OidDO}.

· The CommonDataObjectAttributes structure of the DODF DataType oidDO entry MAY contain an applicationName or an applicationOID. The applicationName and the applicationOID are informative in this specification (may be omitted).

· The OidDO structure of the DODF DataType oidDO entry MUST be present and MUST contain an id value set to the registered OID defined above and a value that is a path structure to the EF (LwM2M Bootstrap data).

This path structure is defined with the following ASN.1 syntax [PKCS#15] : 

Path ::= SEQUENCE { 

          path OCTET STRING, 

          index INTEGER (0..65535) OPTIONAL, 

          length [0] INTEGER (0..65535) OPTIONAL 

         }( WITH COMPONENTS {..., index PRESENT, length PRESENT}| 

            WITH COMPONENTS {..., index ABSENT,  length ABSENT}) 

with “path” being the path to the EF (LwM2M Bootstrap data) 

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smartcard. Thus, the card issuer decides the file size.
	Identifier: (0x6430), See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:   
READ
                               ALW   or Universal / application / Local  PIN (UICC, See Appendix G.2.4)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description : Binary coding example (DER format) 

Label = “LwM2M Bootstrap”  HEX : 4C774D324D20426F6F747374726170
OID OMA-LwM2M Bootstrap “2.23.43.9.1”  (HEX DER) 06 04 67 2B 09 01
Path  = 0x6432
A1 27 30 00 30 11 0C 0F 4C 77 4D 32 4D 20 42 6F 6F 74 73 74 72 61 70 A1 10 30 0E 06 06 06 04 67 2B 09 01 30 04 04 02 64 32

	See [PKCS#15]


G.3.4 EF (LwM2M_Bootstrap)

Only the card issuer can modify EF LwM2M_Bootstrap
	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:   

READ                                  ALW  or Universal / application / Local  PIN (UICC, See Appendix G.2.4)
UPDATE
                ADM

INVALIDATE                    ADM

REHABILITATE                ADM



	Description

	Contains Bootstrap data (encapsulated LwM2M Objects)


This file size is limited to 32KB; the effective file size, in Bytes, is accessible from the File header.

In this file, the Bootstrap data relies on LwM2M TLV Data format specification.

The LwM2M specification already describes the TLV format for coding multiples instances and Resources of a given Object (§6.4.3), this section will only detailed how to store a collection of LwM2M Objects in this EF LwM2M_Bootstrap file; each Object is coded with a header containing a LwM2M Object ID and its Object Version coded in one or 2 Bytes, a LwM2M-TLV coding the Object Instances as payload, and a length being the size in bytes of this payload (LwM2M-TLV of the Object Instances). Data are represented in network byte order (big endian).
Additionally, this Bootstrap data will have a 2 Byte header indicating the number of Objects contained in that file and another 2 Bytes for indicating the size of the full payload (size of the collection of LwM2M Objects).

Using a BNF-like description:

<bootstrap_data>              ::= <number of objects> <size> <collection_of_lwm2m_objects>
<number of Objects>           ::= HWORD
<size>                        ::= HWORD
<collection_of_lwm2m_objects> ::= <single_lwm2m_object>*

<single_lwm2m_object>  
 ::=  <lwm2m_object_ID> <object_version> <length_of_object> <lwm2m_object_instances>

<lwm2m_object_ID>             ::=  HWORD
<object_version>              ::=  IMPLICIT_VERSION | <other_version>

<other_version>               ::=  MAJOR_VERSION MINOR_VERSION  ; value %x0205 means version 2.5
<length_of_object>            ::=  HWORD
<lwm2m_object_instances>      ::= TLV data format as described in §6.6.4.3
HWORD                         ::= %x00-FFFF
IMPLICIT_VERSION              ::= %x00     ; means version 1.0 or the Object is defined in the LwM2M Enabler
MAJOR_VERSION                 ::= %x01-FF

MINOR VERSION                 ::= %x00-FF
In reading and processing the data of this file, the LwM2M Client is then able to be configured with the Bootstrap Information and thus to access the LwM2M Server(s). 
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Appendix H. Secure channel between Smartcard and LwM2M Device Storage for secure Bootstrap Data provisioning (Normative)

During LwM2M Bootstrap procedure, sensitive data have to be provisioned in LwM2M Device.

When Bootstrap information comes from Smartcard, a secure channel SHOULD be established. When required this secure channel MUST follow the following procedure based on [GLOBALPLATFORM] [GP SCP03] which is illustrated below. The Bootstrap information will be retrieved from Smartcard in a similar procedure as described in Appendix F of this document but in including the channel securisation:  in particular a specific OMA-LWM2M Bootstrap application – instead of the PKCS#15 - MUST be selected in the  Smartcard  (SELECT command) .The File Structure where the LwM2M Bootstrap Data is located, MUST only be accessible if the Mutual Authentication of the SCP03 process has been satisfied.
The AID (0xA00000041200020000000000) of the OMA-LwM2M Bootstrap Application is composed of the OMA RID code  (0xA000000412),and  the OMA PIX code containing the LwM2M Application code (0x0002) followed by the specific code used by the application and relative to the  Bootstrap data retrieval (00 00 00 00 00)  
Pre-requisite: the Smartcard and the LwM2M device have to share the same static Keys KEY_ENC, KEY_MAC, KEY_DEK as specified in [GLOBALPLATFORM] [GP SCP03]
These keys are provisioned in the devices in using out-of-band methods.

The steps for the secure transfer are the following and are illustrated below (Figure 33):

· The  OMA-LWM2M Bootstrap application used for transferring the Bootstrap information is selected

· Secure channel (mutual authentication) is established

· PKCS#15 flow as described in Appendix F takes place for selecting and transferring the Bootstrap file from Smartcard to the device: the sensitive Bootstrap data are transferred crypted using the GP SCP03 secure channel. When the Mutual Authentication is not satisfied, access to the file structure will return an error code 6982 to the Device (Security status not satisfied).  
As a general recommendation, in the process for retrieving the Bootstrap data from the Smartcard, the Device SHOULD firstly try to select the OMA-LwM2M Bootstrap application to activate the [GP SCP03] Secure Channel procedure; if such an application is not present, the  Device SHOULD then try to get this Bootstrap Data by selecting the PCKS#15 application as described in Annex G.   
· 
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Figure 33: Bootstrap Information transfer from Smartcard to LwM2M Device using Secure channel according to [GLOBALPLATFORM] [GP SCP03] [GP AMD_A]
Note 1: The INITIALIZE_UPDATE specifies the logical channel to use (CLA: 80H / 83H)

Note 2: The security level (P1) of the EXTERNAL_AUTH command is C-DECRYPTION, R-ENCRYPTION, C-MAC and R-MAC (P1=0x33)
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Appendix A. Secure channel between Smartcard and LwM2M Device Storage for secure Bootstrap Data provisioning (Normative)

During LwM2M Bootstrap procedure, sensitive data have to be provisioned in LwM2M Device.

When Bootstrap information comes from Smartcard, a Secure Channel SHOULD be established. When required this Secure Channel MUST follow the following procedure based on [GLOBALPLATFORM] [GP SCP03] which is illustrated below. The Bootstrap information will be retrieved from Smartcard in a similar procedure as described in Appendix F of this document but in including the usage of a secured transfer between the Smartcard and the Device:  in particular a specific OMA-LwM2M Bootstrap application – instead of the PKCS#15 - MUST be selected in the  Smartcard  (SELECT command) .The File Structure where the LwM2M Bootstrap Data is located, MUST only be accessible if the Mutual Authentication of the GP SCP03 process has been satisfied.

The AID (0xA00000041200020000000000) of the OMA-LwM2M Bootstrap Application is composed of the OMA RID code  (0xA000000412),and  the OMA PIX code containing the LwM2M Application code (0x0002) followed by the specific code used by the application and relative to the  Bootstrap data retrieval (00 00 00 00 00)  
Pre-requisite: the Smartcard and the LwM2M device have to share the same static Keys KEY_ENC, KEY_MAC, KEY_DEK as specified in [GLOBALPLATFORM] [GP SCP03]
These keys are provisioned in the Devices in using out-of-band methods.

The steps for the secured transfer are the following and are illustrated below (Figure 33):

· The  OMA-LwM2M Bootstrap application used for transferring the Bootstrap information is selected

· Secure Channel (mutual authentication) is established

· PKCS#15 flow as described in Appendix F takes place for selecting and transferring the Bootstrap file from Smartcard to the device: the sensitive Bootstrap data are transferred encrypted using the GP SCP03 Secure Channel. When the Mutual Authentication is not satisfied, access to the file structure will return an error code 6982 to the Device (Security status not satisfied).  

As a general recommendation, in the process for retrieving the Bootstrap data from the Smartcard, the Device SHOULD firstly try to select the OMA-LwM2M Bootstrap application to activate the [GP SCP03] Secure Channel procedure; if such an application is not present, the  Device SHOULD then try to get this Bootstrap Data by selecting the PCKS#15 application as described in Annex G.   
.
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Figure 33: Bootstrap Information transfer from Smartcard to LwM2M Device using Secure channel according to [GLOBALPLATFORM] [GP SCP03] [GP AMD_A]
The OMA-LwM2M Bootstrap application (AID : (0xA00000041200020000000000) MUST support the following commands :

As specified in [GLOBALPLATFORM]:

· INITIALIZE UPDATE 

· EXTERNAL AUTHENTICATE with P1=0x33 (C-DECRYPTION, R-ENCRYPTION, C-MAC and R-MAC)

As defined in [ETSI TS 102.221]:

· SELECT with P1=0x00 (select by file ID)

· READ BINARY

Any other command is optional.
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� The mapping to CoAP Methods of the LwM2M Client Registration Interface operations specified in this section, is detailed in chapter 8 of the present document (Transport Layer Binding and Encodings).


� The mapping to CoAP Methods of the LwM2M Information Reporting Interface operations specified in this section, is detailed in chapter � REF _Ref447790046 \r \h ��8� of the present document (Transport Layer Binding and Encodings).
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