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1. LWM2M TECHNICAL DIAGRAMS

1.1 The overall architecture of the LWM2M 

         
[image: image2.emf]LWM2M Server

LWM2M Client

Objects

M2M Device

-UDP or SMS Bearer

-DTLS Security

-Efficient Payload Bootstrapping -

Stack Interfaces

Device Management & 

Service Enablement -

Client Registration -

-CoAP Protocol

The overall architecture of the LWM2M Enabler


1.2 The Protocol stack of the LWM2M                   
[image: image3.emf]UDP

SMS

On-

Smartcard

DTLS

CoAP

LWM2M

Objects

SMS

On-Device

The protocol stack of the LWM2M Enabler


1.3 Bootstrap                        
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1.4 Client_Registration
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1.5 Device Management and Service Enablement                   
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1.6 Information Reporting
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1.7 Procedure of Client Initiated Bootstrap
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1.8 Procedure of Server Initiated Bootstrap
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1.9 Client Registration Interface example flows
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                                                                      Client Registration Example Flow #1
                                                            
[image: image11.emf]LWM2M

Client

Register ep=node1

</1/1>,</3/0>,</12/0>,</12/1>

2.01 Created

Create/12

Success –Location: /12/2

Delete/12/1

Success

Update

2.04Changed

</1/1>,</3/0>,</12/0>, </12/2>

Update

2.04Changed

</1/1>,</3/0>,</12/0>, </12/2>


                                                                     Client Registration Example Flow #2

1.10 Example flows of Device Management & Service Enablement Interface
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1.11 Example of flow for Information Reporting Interface for the RSSI
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1.12 Example of Minimum and Maximum periods in an Observation
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1.13 Relationship between LWM2M Client, object and Resources
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1.14 Example of Supported Operations and Associated Access Control Object Instance 
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1.15 TLV Nesting
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1.16 Illustration of the relations between LWM2M Access Control Object and the other LWM2M Objects
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1.17 Example of Client initiated Bootstrap exchange
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1.18 Example of Server Initiated Bootstrap exchange
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1.19 Example register, update and de-register operation exchanges (shorthand in [CoAP] example style, actual messages using CoAP binary headers)
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1.20 Example of Device Management & Service Enablement interface exchange
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1.21 Example of Object Creation and Deletion
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1.22 Example of Object Creation and Deletion                                                       
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1.23 Example of Device Management & Service Enablement interface exchanges for Queue Mode
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1.24 Example of an Information Reporting exchange for Queue Mode
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1.25 Example of Device Management & Service Enablement interface exchanges for Queue Mode with SMS Registration Update Trigger  
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1.26 Object link Resource simple Illustration
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1.27 Firmware Update Mechanisms
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1.28 3G UICC File Structure and Bootstrap data location
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1.29 Bootstrap Infromation transfer from Smartcard to LWM2M Device using Secure channel according to [GLOBALPLATFORM] [GP SCP03] [GP AMD_A]
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2. Requirement Diagrams
2.1 The Streetlight Control System
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2.2 The Infrastructure of Air Conditioning M2M System 
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2.3 The Concept of a M2M service system
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3.  Architecture Diagrams
3.1 Architectural Diagram
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3.2 Relationship Type#1
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3.3 Relationship Type #2
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3.4 LWM2M Client Connecting with Multiple LWM2M Servers 
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SmartCard
LWM2M-1
Bootstrap
LWM2M-1
Bootstrap
Components not specified by this Enabler
Optional Components



MF
‘3F00’
EFDIR
‘2F00’
DF-Telecom
‘7F10’
ADF
USIM
ADF
PKCS#15
EF LWM2M_Bootstrap
EF DODF-bootstrap
EF ODF
3G UICC File Structure and Bootstrap data location



LWM2M Client
LWM2M Server
POST /rd?ep=node12345&b=UQ
2.01 Created Location: /rd/5a3f
POST /rd/5a3f
2.04 Changed
GET /3/0/0
Device Registration with UDP with Queue Mode
Sends the queued Operations
2.05 Content
PUT /1/0/3
2.04 Changed
The Server queues the Operations during Client Offline
Client Offline
After ACK_TIMEOUT with no messages, the Client goes Offline
Client goes Online before Lifetime expires (Registration Update)
Client Offline
The Server queues the Operations during Client Offline
After ACK_TIMEOUT with no messages, the Client goes Offline
Example of Device Management & Service Enablement interface exchanges for Queue Mode



LWM2M Client
LWM2M Server
POST /rd?ep=node12345&b=UQ
2.01 Created Location: /rd/5a3f
POST /rd/5a3f
GET /3/0/0
Device Registration with UDP with Queue Mode and Observation Setting
Sends the queued Operations
2.05 Content
2.05 Content Observe: 1
2.04 Changed
The Server queues the Operations during Client Offline
Client Offline
After ACK_TIMEOUT with no messages, the Client goes Offline
Client goes Online due to Observations Event (Registration Update)
Client Offline
The Server queues the Operations during Client Offline
After ACK_TIMEOUT with no messages, the Client goes Offline
Sends Notify
Example of an Information Reporting exchange for Queue Mode
GET /5/0 Observe
2.05 Content Observe: 1



LWM2M Client
LWM2M Server
76
92
87
GET /4/0/2 Observe Token: 1234
Example of Object Creation and Deletion
2.05 Content Message ID: 23 Token: 1234
…...
2.05 Content Message ID: 65 Token: 1234
2.05 Content Message ID: 81 Token: 1234
Reset Message ID:81
…...
Observe
Notify
Notify
Cancel Observation




LWM2M
Client
LWM2M
Bootstrap
Server
POST/rd?ep=exapmple-client
2.01 Created Location: /rd/5a3f
POST/rd/5a3f?It=600000
2.04 Changed
DELETE /rd/5a3f
2.02 Delete
</1/1>,</1/2>,</2/0>,</3/0>,</4/0>



PUT /3/0/9?pmin=1&max=5&It=5
LWM2M
Client
LWM2M
Bootstrap
Server
GET /3/0/0
2.05 Content
PUT /3/0/13
Read
2.04 Changed
POST /2/1/5
2.04 Changed
Write
Execute
Open Mobile Alliance
1367491215
2.04 Changed
Write Attribute
Example of Device Management & Service Enablement interface exchanges



LWM2M
Client
LWM2M
Bootstrap
Server
Delete/
PUT /0/1
(Security Object Instance)
PUT/1/0
Server Initiated Bootstrap
(Security Object Instance)
PUT/2/0
(ACL Object Instance)
Post/ bs
Example of Server initiated Bootstrap exchange



LWM2M Client
Object 1
Object 1
Object 1
Object 0
Resource 1
Resource 2
Resource 3
Resource 1
Resource 2
Resource 3
Resource 4
Resource 4
Resource 4
Resource 4
Relationship between LWM2M Client, Object, and Resources



LWM2M Client
Resource 0                              R
Resource 1                          R,W
Object 1, Instance 0
Access Control 
Object Instance

ACL :
Server1=R,W



ACL Instances
ID = 2/..
Object Instance ID
Object  ID
Supported operations  R / W / ..
/x/1
/x/2
/x/0
/x/0
Object Instances
2/0
Object  X
Server Object Instances
/1
Server Object
/1/0
/1/1
/1/2
/1/3
ID = /X
ID =/2
Access Control Object
ID =/2/y
Access Control Object Instance
2/101
2/22
2/31

k
l
Associates ACL Instance 
& Short Server ID 101
Refers one Server
ResourceID  2 : Short Server ID = 101
Illustration of the relations between the LWM2M Access Control Object and the other LWM2M Objects



Object Instance TLV (bits 7-6: 00
Object 1
Object 1
Resource TLV (bits 7-6:11)
Object 1
Object 1
Multiple Resource TLV (bits 7-6:10)
Resource Instance TLV 
(bits 7-6: 01)
TLV nesting



LWM2M Client
LWM2M Server
GET /4/0/2
Notify
Notify
2.05 Content Observe
92
-----
87
-----
76
Cancel Observation
Example flow for Information Reporting Interface for the RSSI Resource of the Connectivity Monitoring Object of the example client



LWM2M Client
LWM2M Server
Notify
Success
Success
92
87
Notify
Write Attributes /4/0/2?pmin=10&pmax=60
Observe /4/0/2
Write the Notification Attributes Settings
Observe RSSI
76
Notify
76
110s (60 s)
50s (40 s)
10 s
0 s
New Value
New Value
Example of Minimum and Maximum periods in an Observation



LWM2M Client
LWM2M Server
Read /3/0/0
Open Mobile Alliance
Write /3/0/1
Execute /3/0/4
Success
Success
Success
Lightweight M2M Client
LWM2M Client
LWM2M Server
Create /2
Delete /2/3
Success - Location: /2/3
Success
Create /2
Success - Location: /2/4
Example flows of Device Management & Service Enablement Interface



LWM2M Server
LWM2M Client
Register, Update, De-register
Client Registration



LWM2M Server
LWM2M Client
Observe, Cancel Observation
Notify
Information Reporting



LWM2M Bootstrap - Server
LWM2M Client
Client Initiated Bootstrap
Request Bootstrap for endpoint name
Write, Delete Bootstrap Information
Bootstrap Information Transfer finished
Procedure of Client Initiated Bootstrap



LWM2M Server
LWM2M Client
Read, Write, Execute, Create, Delete, Write Attribute, Discover
Device Management and Service Enablement
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LWM2M Client



UDP
SMS
On-Smartcard
DTLS
CoAP
LWM2M
Objects
SMS
On-Device
The protocol stack of the LWM2M Enabler



Smart Card
Flash
LWM2M Client
LWM2M Bootstrap-Server
Bootstrap Request
Write, Delete
Bootstrap Finish
Bootstrap



LWM2M Server
LWM2M Client
Objects
M2M Device
- UDP or SMS Bearer
- DTLS Security
- Efficient Payload
Bootstrapping -
Stack
Interfaces
Device Management & Service Enablement -
Client Registration -
- CoAP Protocol
The overall architecture of the LWM2M Enabler
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