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* % —

@ut hor
ETSI CTI
@er si on
$1 d$
@lesc
This nmodul e specifies a fairly
static test execution control. Via
o * nodul e paraneters for test
or specific test case identifiers
10 * execution can be controlled. The
BCAST test suite can al so be
11 = conpiled without this nmodule. In
t hat case test case execution nust
12| * be inmplenmented via the TCI-TM
i nterface.
13 */
1l4fnodul e At sBCast _Test Control {
15 i mport from
At sBCast _Modul ePar aneters all;
16 i mport from
At sBCast _Content ProtectionTests all;
17 i mport from
At sBCast _Fi | eAndStreanDi stri butionTests
al | ;

BCAST CON Proj ect

* %* k¥ ¥ X X

DN U DS WN

area

18 i mport from
At sBCast _Servi ceCui deTests al | ;
19 i mport from
At sBCast _ServicelnteractionTests all;
20 i mport from
At sBCast _Servi ceProvi sioni ngTests all;
21
22 /] test case selection swtches
23 control {
24 l og ("Control part
started...");
25 if (PX_ALL_TCS) {
26 l og (" Running
al | test cases");
27 }
28 if (PX_ALL_TCS or
PX ALL_SP TCS) {
29 | og (" Running
al | service provisoring test cases");
30 execut e

( TC_BCAST_PROV_CONF_101());
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* %

*

* @ut hor

* ETSI CTI BCAST CON Proj ect

* @ersion

* $1 d$

* @lesc

* This nodul e specifies a fairly
static test execution control. Via

* nodul e paraneters for test area
or specific test case identifiers

* execution can be controlled. The
BCAST test suite can al so be

* conmpiled without this nodule. In

t hat case test case execution nust
* be inplemented via the TCl-TM
i nterface.
*/
nodul e At sBCast _Test Control {
i mport from
At sBCast _Modul ePar aneters all;
i mport from
At sBCast _Content ProtectionTests all;
i mport from
At sBCast _Fi | eAndStreanDi stri butionTests
al | ;
i mport from
At sBCast _Servi ceCui deTests al | ;
i mport from
At sBCast _ServicelnteractionTests all;
i mport from
At sBCast _Servi ceProvi sioni ngTests all;

/] test case selection swtches
control {
log ("Control part
started...");
if (PX_ALL_TCS) {
I og (" Running
al | test cases");
}
if (PX_ALL_TCS or
PX_ALL_SP _TCS) {
| og (" Running
al | service provisoring test cases");
execute

(TC_BCAST_PROV_CONF_101());
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31 execute <>| 31 execut e
( TC_BCAST_PROV_CONF_102()); ( TC_BCAST_PROV_CONF_101());

32 } = 32 }

33 if (PX_ALL_TCS or 33 if (PX_ALL_TCS or
PX_ALL_SG TCS) { PX_ALL_SG TCS) {

34 l og (" Running 34 l og (" Running
al | service guide test cases"); al | service guide test cases");

35 execut e 35 execut e
( TC_BCAST_ESG _CONF_101()); ( TC_BCAST_ESG _CONF_101());

36 execute 36 execut e
( TC_BCAST_ESG _CONF_102()); ( TC_BCAST_ESG _CONF_102());

37 execute 37 execute
( TC_BCAST_ESG_CONF_103()); ( TC_BCAST_ESG_CONF_103());

38 execute 38 execute
( TC_BCAST_ESG _CONF_104()); ( TC_BCAST_ESG CONF_104());

39 execute 39 execute
(TC_BCAST_ESG _CONF_105()); ( TC_BCAST_ESG _CONF_105());

40 execute 40 execut e
( TC_BCAST_ESG CONF_106()); (TC_BCAST_ESG CONF_106());

41 execute 41 execut e
( TC_BCAST_ESG _CONF_107()); ( TC_BCAST_ESG CONF_107());

42 execut e 42 execut e
( TC_BCAST_ESG_CONF_108()); ( TC_BCAST_ESG_CONF_108());

43 } 43 }

44 if (PX_ALL_TCS or 44 if (PX_ALL_TCS or
PX ALL_FD TCS) { PX ALL_FD TCS) {

45 | og (" Running 45 | og (" Running
all file distribution test cases"); all file distribution test cases");

46 execut e 46 execut e
(TC_BCAST_DI ST_CONF_102()); ( TC_BCAST_DI ST_CONF_102()) ;

47 } 47 }

48 if (PX_ALL_TCS or 48 if (PX_ALL_TCS or
PX ALL_SI _TCS) { PX ALL_SI _TCS) {

49 | og (" Running 49 | og (" Running
al | service interaction test cases"); al | service interaction test cases");

50 execut e 50 execut e
( TC_BCAST_I NTER_CONF_101()); ( TC_BCAST_I NTER_CONF_101());

51 execute 51 execut e
( TC_BCAST_I NTER_CONF_102()); ( TC_BCAST_I NTER_CONF_102());

52 execut e 52 execut e
( TC_BCAST_I NTER_CONF_103()); ( TC_BCAST_I NTER_CONF_103());

53 } 53 }

54 if (PX_ALL_TCS or 54 if (PX_ALL_TCS or
PX_ALL_CP_TCS) { PX_ALL_CP_TCS) {

55 l og (" Running 55 l og (" Running
al | content protection test cases"); al | content protection test cases");

56 execut e 56 execut e
( TC_BCAST_CONTPROT_CONF_101()); ( TC_BCAST_CONTPROT_CONF_101());

57 execute 57 execut e
( TC_BCAST_CONTPROT_CONF_102()); ( TC_BCAST_CONTPROT_CONF_102());

58 execute 58 execut e
( TC_BCAST_CONTPROT_CONF_103()); ( TC_BCAST_CONTPROT_CONF_103());

59 } 59 }

60 } 60 }

61} // end nodul e At sBCast_ Test Control 61} // end nodul e At sBCast_Test Control
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* %

*

* @aut hor
* ETSI CTI BCAST CON Proj ect
* @ersion
* $1 d$
* @lesc
* This nmodul e specifies pilot tests for
*/
nodul e At sBCast _Cont ent Prot ectionTests {

BCast content protection.

inmport from Li bBCast_Interface all;
import from AtsBCast_Mi n_Functions all;
import from Li bBCast_Servi ceCui de_Tenpl ates al | ;
import from AtsBCast_Servi ceCui de_Functions all;
import from Li bBCast_Servi ceCui de_TypesAndVal ues all;
import from Li bBCast_Common_TypesAndVal ues all;
inmport from Li bConmon_Basi cTypesAndVal ues all;
import from AtsBCast_Modul eParaneters all;
import from Li bBCast_Modul eParaneters all;
import from AtsBCast_Test Configurati on_Functions all;
inmport from AtsBCast_Test System al | ;
group bcast Conf or nanceTest Cases {
group client Confor manceTest Cases {
/**
*
@lesc
* <p>Service protection with | PSec via
br oadcast channel (optional)</p>
* <p>Test Case Descri ption</p>
* <p>with a terminal having received a

servi ce guide containing a service with purchase information on the
Servi ce Guide Delivery Channel and |listening for an | Psec encrypted
data stream on the broadcast channel </ p>

* <p>when the terminal subscribes to that
service on the interactive channel using a Service Request/Response
nmessage exchange</ p>

* <p>then the ternminal is able to receive,

decrypt, and display the data streamcorrectly. </p>

<p>Speci ficati on Reference</p>
* <p>[ BCAST10-ServCont Prot] Section 6.8. 1,
9. 1. </ p>
* <p>Pr econdi ti ons</ p>
* <p>Servi ce gui de cache of termnal is
er ased</ p>
* <p>Ternminal is configured to listen to

BCAST servi ce guide announcenents and delivery on the broadcast
channel </ p>

* <p>Access point information for service

gui de entry point is configured in test tool</p>
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@ut hor
ETSI CTI
@er sion
$1d$
@lesc

This nmodul e specifies pilot tests for

BCAST CON Proj ect

* 0% X X X X X

*

BCast content protection.
*/
nmodul e At sBCast _Cont ent Prot ecti onTests {
import fromLibBCast_Interface all;
i mport from At sBCast _Mai n_Functions all;
i mport from Li bBCast _Servi ceCui de_Tenpl ates all;
i mport from At sBCast_Servi ceGui de_Functions all;
i mport from Li bBCast _Servi ceGui de_TypesAndVal ues al | ;
i mport from Li bBCast _Comon_TypesAndVal ues al | ;
i mport from Li bCormon_Basi cTypesAndVal ues al | ;
i mport from At sBCast _Modul eParaneters all;
i mport from Li bBCast _Modul eParaneters all;
i mport from At sBCast _Test Configuration_Functions all;
i mport from At sBCast _Test System all;

group bcast Conf or manceTest Cases {
group client ConformanceTest Cases {

| **

*

@lesc

* <p>Service protection with | PSec via
(optional)</p>

* <p>Test Case Descri ption</p>

* <p>with a termnal having received a
servi ce guide containing a service with purchase information on the
Service Guide Delivery Channel and listening for an | Psec encrypted
data stream on the broadcast channel </ p>

* <p>when the termnal subscribes to that

service on the interactive channel using a Service Request/Response
nessage exchange</ p>

br oadcast channel

* <p>t hen the termnal
decrypt, and display the data streamcorrectly. </p>

is able to receive,

<p>Speci ficati on Reference</p>
* <p>[ BCAST10-ServCont Prot] Section 6.8. 1,
9. 1. </ p>
* <p>Precondi ti ons</ p>
* <p>Servi ce gui de cache of termnal is
er ased</ p>
* <p>Termnal is configured to listen to

BCAST service guide announcenents and delivery on the broadcast
channel </ p>
* <p>Access point information for service

gui de entry point is configured in test tool </p>
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* <p>This test cases uses the follow ng SG
fragment instantiations found in the Appendi x:

* <ul >

* <li>Service fragment with
Nane="PayTvChannel "</Ili>

* <li>Content fragment with

Nanme="Programme"”, and StartTi me and EndTi me el enents indicating val ues
Within the tine of test</li>

* <li>Schedul e fragnent for content
fragnent with sane values for startTine and endTine in the
present ati onW ndow el enent</1i >

* <li >Access fragnment for schedul e
fragment with KeyManagnment System EncryptionType set to | Psec, and a
reference to the Session Descrl ption fragment </1i>

<l i >Sessi on Description fragnment
contai ning SDP for "Progranmme" and the service protection information
for | PSec</li>
* <l'i >Pur chasel tem fragnent for

service fragment with Descrl ption "I Psec" element</li>
<l i >PurchaseData fragment for

purchaseltem fragnent with Pricelnfo and Description "D scount”
el ements</Ii>

* <l i >Pur chaseChannel fragnent for
pur chasel tem fragnent with PurchaseURL pointing to a subscription site</
i >

* </ ul >

* </ p>

* <p>Note: All
with the same Service fragnent and are sent
del i very. </ p>

the fragnents are associ ated
in the same service guide

* <p>Test Procedure</p>

* <p>

* <ul >

* <li>Set up the test tool to

pr oduce BCAST service guide announcenent and delivery using broadcast
channel . </1i>

to stream
as key

* <li>Setup the test tool
ia | PSec encrypted audi o and video for "Programe" as well
st ream on broadcast channel </|i>
* <li>Setup the SEK delivery to the
termnal either via DRM 2.0 ROAP (DRM or authentication and push
del i very (Smartcard) </Ili>
* <li>Activate the BCAST application
of the termnal</li>
* <l i >Request from BCAST application
to get the service guide (optional)</li>
* <li>Browse the SGin the termnal </

on term nal

>

* <li>Setup the test tool to
aut henti cate and accept subscription request for the Service
"PayTvChannel " fromthe termnal via interactive channel</li>

* <l'i >Pur chase "TvChannel" on
termnal </1i>

* <l i >Access "TvChannel " on
termnal </1i>

* </ ul >

* </ p>

* <p>Pass-Criteria</p>
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* <p>This test cases uses the follow ng SG
fragnment instantiations found in the Appendi x:

* <ul >

* <li>Service fragnent with
Nane="PayTvChannel "</Ili>

* <li>Content fragnent with

Nanme="Programme", and StartTinme and EndTi me el ements indicating val ues
wWithin the tine of test</li>

* <l i >Schedul e fragnent for content
fragment with same values for startTinme and endTinme in the
present ati onW ndow el enent </ 1i >

* <li>Access fragnent for schedul e
fragment with KeyManagnent System EncryptionType set to | Psec, and a
reference to the Session Descrl ption fragnent </Ili>

<l i >Sessi on Description fragment
contai ning SDP for "Programe" and the service protection information
for | PSec</li>
* <l i >Purchasel tem fragnent for

service fragment with Descrl ption "I Psec" elenent</li>
<l i >Pur chaseData fragnment for

pur chaseltem fragment with Pricelnfo and Description "D scount”
el enent s</ i >

* <l i >Pur chaseChannel fragnent for
pur chaseltem fragnent with PurchaseURL pointing to a subscription site</
i >

* </ ul >

</ p>

* <p>Note: All
Wwith the same Service fragment and are sent
del i very. </ p>

the fragnents are associ at ed
in the sanme service guide

* <p>Test Procedure</p>
* <p>
* <ul >

* <li>Set up the test tool to
produce BCAST service guide announcenent and delivery using broadcast
channel . </1i>
to stream

as key

* <li>Setup the test tool
\via | PSec encrypted audi o and video for "Programme" as well
st ream on broadcast channel </1i>
* <li>Setup the SEK delivery to the
term nal either via DRM 2.0 ROAP (DRM or authentication and push
del i very (Smartcard) </Ili>
* <li>Activate the BCAST application
of the terminal </Ii>
* <l i >Request from BCAST application
to get the service guide (optional)</li>
* <li>Browse the SGin the termnal </

on term nal

i >

* <li>Setup the test tool to
aut henticate and accept subscription request for the Service
' PayTvChannel " fromthe termnal via interactive channel</li>

* <l'i >Purchase "TvChannel " on
termnal </1i>

* <l i >Access "TvChannel " on
termnal </1i>

* </ ul >

* </ p>

* <p>Pass-Criteria</p>
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* <p>The fol |l ow ng should be visible to the
end user after the delivery of the SG

* <ul >

* <l i >The service "PayTvChannel" is

di spl ayed with "Programme" schedule fromstart to end tine, available
as "Di scount"” purchase, and price information.</li>

* <l'i >"Progranme" can be viewed by
t he end user.</li>

* </ul >

* </ p>

* <p>The follow ng shoul d be observable for
t he test tool

* <ul >

* <li>The test tool receives HITP
request fromthe end user to subscribe to service "TvChannel".</1i>

* </ul >

* </ p>

* @erdict

* pass in case the client pass the
conf ormance test.

@erdict

* fail in case the client does not pass the
conf or mance test.

* @erdict

* inconc in case a guard tinmer expires.

*/

t est case TC_BCAST_CONTPROT_CONF_101()
BCast Mai nConponent syst em BCast Pl at f or mConponent {
/1 init conmponents and ports
f _creat eConponents();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f _cf _Upper Tester _up();

runs on

Il preanble

f_start CommonUt Preanbl e() ;

/] TODO Ormitted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/'l test behavior

var Servi ceCui deDeliveryUnit v_SGDU : =
()

var Ul nt32 v_FragmentVersion := 1;

var Unt v_NTP_StartTine := O;

var U nt v_NTP_EndTinme := 0;

f_InitStart EndTi me(v_NTP_StartTi ne,

_NTP_EndTi ne) ;

var DateTinme v_DateTine_StartTine : =
f _get Dat eTi ne(v_NTP_StartTine);

var DateTinme v_DateTine_EndTime : =

f _get Dat eTi ne(v_NTP_EndTi ne) ;
var SdpFragnment v_Sdp := val ueof
( m def _SdpFr agnent (
PX_SDP_VI DEO_PROG 1_REF I D,
PX_SDP_SERVI CE_PROTECTI ON_| PSEC

)
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* <p>The follow ng should be visible to the
end user after the delivery of the SG

* <ul >

* <l i >The service "PayTvChannel" is

di spl ayed with "Programme" schedule fromstart to end tine, available
as "Di scount" purchase, and price information.</li>
* <li>"Programme" can be viewed by

the end user.</Ili>

* </ ul >
</ p>
* <p>The follow ng shoul d be observable for
the test tool
* <ul >
* <li>The test tool receives HITP
request fromthe end user to subscribe to service "TvChannel ".</Ili>
* </ul >
* </ p>
* @erdict
* pass in case the client pass the
conf ormance test.
@erdi ct
* fail in case the client does not pass the
conf ormance test.
* @erdict
* inconc in case a guard tiner expires.
*/
testcase TC _BCAST_CONTPROT_CONF_101() runs on

BCast Mai nConponent system BCast Pl at f or nConponent {
// init conmponents and ports
f _creat eConponents();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f _cf_Upper Tester _up();

/1 preanble

f _start CommonUt Preanbl e() ;

// TODO Omtted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/'l test behavior

var ServiceQui deDeliveryUnit v_SCGDU : =
{3

var U nt32 v_FragmentVersion := 1;

var Unt v_NTP_StartTine := O;

var U nt v_NTP_EndTinme := 0;

f_InitStartEndTi me(v_NTP_StartTi me,
\vV_NTP_EndTi ne) ;

var DateTinme v_DateTine_StartTinme : =
f _getDateTi me(v_NTP_StartTine);

var DateTime v_DateTi me_EndTine : =

f _get Dat eTi me( v_NTP_EndTi ne) ;
var SdpFragnment v_Sdp : = val ueof
(m_def _SdpFr agnment (
PX_SDP_VI DEO_PROG 1_REF I D,
PX_SDP_SERVI CE_PROTECTI ON_| PSEC

)
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112
113
al ue - see open issues
114
al ueof (m def _AccessType_bc_sdp(
115
( PX_BROADCAST_NETWORK_BEARER) ,
116
117
118|
119
(m_Pricel nfo(
120
121
122
123]
124
125
(m_def _Servi ce(
126
127
128|
129
c_basi cTv_Servi ceType
130
131
132
(m_def _Content (
133
134
135
136
137
138
139
140
141
( m def _Schedul e(
142
143
144
145
146
147
148
149
150
(m def _Access(
151
152
153
154
155]
156
157
158
159
al ueof (m_def _Purchasel t en{
160,
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/] TODO Onitted here is setting of KMS
var AccessTypeType v_AccessType : =
f _get AccessType

PX_SDP_VI DEO PROG 1_REF_|D
)

var PricelnfoType v_Pricelnfo := val ueof
1,

PX_MONETARY_PRI CE,

PX_CURRENCY

));

var ServiceType v_Service := val ueof
PX_SGDU_SERVI CE_I D,
v_Fragnent Ver si on,

"PayTvChannel ",

));

var Content Type v_Content := val ueof
PX_SGDU_CONTENT_I D_PROG 1,
v_Fragnent Ver si on,

" Programe",

PX_SGDU_SERVI CE_I D,
v_DateTine_StartTine,

v_Dat eTi ne_EndTi ne

)

var Schedul eType v_Schedul e : = val ueof
PX_SGDU_SCHEDULE | D_PROG 1,
v_Fragnent Ver si on,
PX_SGDU_SERVI CE_I D,
PX_SGDU_CONTENT_I D_PROG 1,
v_NTP_StartTi ne,
v_NTP_EndTi e

)i

var AccessType v_Access : = val ueof
PX_SGDU ACCESS | D PROG 1,
v_Fragnent Ver si on,
v_AccessType,

PX_SGDU_SERVI CE_I D,
PX_SGDU_SCHEDULE | D_PROG 1,
c_class_SG

)
var Purchasel tenilype v_Purchaseltem: =

PX_SGDU_PURCHASE_| TEM | D,
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160

val ue - see open issues

\val ueof (m def _AccessType_bc_sdp(

( PX_BROADCAST NETWORK_BEARER) ,

(m_Pricel nf o(

(m_def _Servi ce(

c_basi cTv_Servi ceType

(m_def _Content (

(m_def _Schedul e(

(m_def _Access(

\val ueof (m def _Pur chasel t en(

/1 TODO Ormitted here is setting of KMS
var AccessTypeType v_AccessType : =
f _get AccessType

PX_SDP_VI DEO PROG 1_REF_| D
)

var PricelnfoType v_Pricelnfo := val ueof
1,

PX_MONETARY_PRI CE,

PX_CURRENCY

)

var ServiceType v_Service := val ueof
PX_SGDU_SERVI CE_I D,
v_Fragment Ver si on,

"PayTvChannel ",

)

var Content Type v_Content := val ueof
PX_SGDU_CONTENT_I D_PROG 1,
v_Fragment Ver si on,

" Progranme”,

PX_SGDU_SERVI CE_I D,
v_DateTinme_StartTi ne,

v_Dat eTi me_EndTi ne

))s

var Schedul eType v_Schedul e : = val ueof
PX_SGDU_SCHEDULE_| D_PROG 1,
v_Fragment Ver si on,
PX_SGDU_SERVI CE_I D,
PX_SGDU_CONTENT | D_PROG 1,
v_NTP_StartTi ne,
v_NTP_EndTi ne

)

var AccessType v_Access : = val ueof
PX_SGDU_ACCESS_| D_PROG 1,
v_Fragment Ver si on,
v_AccessType,

PX_SGDU_SERVI CE_I D,
PX_SGDU_SCHEDULE | D_PROG 1,
c_class_SG

))s
var Purchasel tenType v_Purchaseltem: =

PX_SGDU_PURCHASE | TEM | D,
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v_Fragnent Ver si on,
PX_SGDU_PURCHASE_DATA | D,
PX_SGDU_SERVI CE_I D,
"Purchasel t eml"
));
v_Purchasel tem Descriptions := {{lang :
= omt, text_:="I|Psec"}};
var PurchaseChannel Type
val ueof (m def _Pur chaseChannel (
PX_SGDU_PURCHASE_CHANNEL_I D,
v_Fragnent Ver si on,
" Pur chaseChannel ",
PX_PURCHASE_URL

_PurchaseChannel : =

)i

var PurchaseDat aType v_PurchaseData : =

al ueof (m_def _Pur chaseDat a(
PX_SGDU_PURCHASE_DATA_|I D,
v_Fragnent Ver si on,
{{omt,"Discount"}},
PX_SGDU_PURCHASE_| TEM I D,
PX_SGDU_PURCHASE_CHANNEL_| D,
v_Pricelnfo

));

f _addServi ceFragment (v_SCGDU, v_Service);

f _addCont ent Fragment (v_SGDU, v_Content);

f _addSchedul eFr agment (v_SGDU,
_Schedul e) ;

f _addAccessFragnent (v_SGDU, v_Access);

f _addPur chasel t enFr agnent ( v_SGDU,
_Purchaseltem;

f _addPur chaseChannel Fr agnent (v_SGDU,
_PurchaseChannel ) ;

f _addPur chaseDat aFr agnent (v_SGDU,
_PurchasebDat a) ;

f _addSdpFr agnent (v_SGDU,
_Fragnent Versi on, v_Sdp);
f _main_ctrl_broadcast Servi ceGui de
(v_SGDU, onmit);
f _mai n_ut _RunBCast Appl i cation();
if (PX_GET_SG DI SPLAY MANUALLY) {
f _mai n_ut _Get Servi ceCui de
(PX_SGDD | D);
}
f _mai n_ut _CheckServi ce("PayTvChannel ") ;
f _mai n_ut _PurchaseService

(" PayTvChannel ") ;

f_main_ctrl_awaitingSubscription
(" PayTvChannel "); // TODO This function currently does not include any
checki ng and handling of authentication - see open issues

// TODO. QOmtted here is generation of
proper acceptance of termnal purchase request - see open issues

f _mai n_ut _Sel ect Servi ce("PayTvChannel ") ;

f _mai n_ut_UseServi ce("PayTvChannel ") ;
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v_Fragment Ver si on,
PX_SGDU_PURCHASE_DATA | D,
PX_SGDU_SERVI CE_I D,
"Purchasel t eml"
)
v_Purchaseltem Descriptions := {{lang :
= omit, text_:="IPsec"}};
var PurchaseChannel Type
val ueof (m def _Pur chaseChannel (
PX_SGDU_PURCHASE_CHANNEL_| D,
v_Fragment Ver si on,
"Pur chaseChannel ",
PX_PURCHASE_URL

\v_Pur chaseChannel :=

)

var PurchaseDat aType v_PurchaseData : =
\val ueof (m def _Pur chaseDat a(
PX_SGDU_PURCHASE_DATA I D,
v_Fragment Ver si on,
{{om t,"Discount"}},
PX_SGDU_PURCHASE_I| TEM I D,
PX_SGDU_PURCHASE_CHANNEL_| D,
v_Pricelnfo

)

f _addServi ceFragnent (v_SGDU, v_Service);
f _addCont ent Fragnent (v_SGDU, v_Content);
f _addSchedul eFr agment ( v_SGDU,
\v_Schedul e) ;
f _addAccessFragnent (v_SGDU, v_Access);
f _addPur chasel t enfr agnent ( v_SGDU,
\v_Pur chasel ten);
f _addPur chaseChannel Fr agnment ( v_SGDU,
\v_Pur chaseChannel ) ;
f _addPur chaseDat aFr agnment ( v_SGDU,
\v_PurchaseDat a) ;

f _addSdpFragnent (v_SGCDU,
\v_Fragment Versi on, v_Sdp);

f _mai n_ctrl _broadcast Servi ceQui de
(v_SGDU, omit);

f _mai n_ut _RunBCast Appl i cation();

i f (PX_GET_SG DI SPLAY MANUALLY) {

f _mai n_ut _Get Servi ceCui de

(PX_SGDD_| D) ;

}

f _mai n_ut _CheckServi ce("PayTvChannel ") ;

f _mai n_ut _PurchaseService

(" PayTvChannel ") ;

f_main_ctrl _awai ti ngSubscription
(" PayTvChannel "); // TODO This function currently does not include any
checki ng and handling of authentication - see open issues

// TODO Omtted here is generation of
proper acceptance of term nal purchase request - see open issues

f _mai n_ut _Sel ect Servi ce("PayTvChannel ") ;

f _mai n_ut _UseServi ce(" PayTvChannel ");
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f _mai n_ut _CheckVi deo(" Programme") ;

/] postanble

// TODO Onitted here is stopping the
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

206
207
208
209

f _mai n_ut _CheckVi deo(" Programre") ;

/] postanbl e

// TODO Ormitted here is stopping the
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue
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servi ce gui de containing a service with purchase information on the
Service Cuide Delivery Channel and listening for an SRTP encrypted data
stream on the broadcast channel </ p>

* <p>when the termninal subscribes to that
service on the interactive channel Service Request/Response nessage
exchange</ p>

* <p>then the ternminal is able to receive,

decrypt, and display the dat a stream correctly</p>
<p>Speci fication Reference</p>

* <p>[ BCAST10-ServCont Prot] Section 6.8.1,
9. 2. </ p>

* <p>Pr econdi ti ons</ p>

* <p>Servi ce gui de cache of terminal is
er ased</ p>

* <p>Terminal is configured to listen to

BCAST servi ce gui de announcenents and delivery on the broadcast
channel </ p>

* <p>Access point information for service
gui de entry point is configured in test tool</p>

* <p>Thi s test cases uses the follow ng SG
fragment instantiations found in the Appendi x:

<ul >

* <li>Service fragment with
Name="PayTvChannel "</I|i>

* <li>Content fragment with

Name="Programe", and StartTi me and EndTi me el enents indicating val ues
Within the tinme of test</li>

* <l i>Schedul e fragnent for content
fragment with same values for startTime and endTinme in the
present ati onW ndow el ement </ | i >

* <li>Access fragment for schedul e
fragment with KeyManagment System EncryptionType set to SRTP, and a
ref erence to the Session Descrl ption fragment</li>

<l i >Sessi on Description fragment

contai ning SDP for "Programre” and the service protection information
for SRTP</Ii>

* <li >Pur chasel tem fragnent for
service fragment with Description "SRTP" el ement</li>
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210 f_main_ut _Power O f(); 210 f_mai n_ut _Power O f () ;

211 211

212 f _cf _Broadcast _down(); 212 f _cf _Broadcast _down();

213 f_cf_Interaction_down(); 213 f_cf_Interaction_down();

214 f_cf _Upper Test er _down(); 214 f _cf_Upper Test er _down();

215 }/ 1 end test case TC_BCAST_CONTPROT_CONF_101 <>| 215 }/ 1 end test case TC_BCAST_| NTER_CONF_102

216 = | 216

217 [ ** 217 [**

218 * 218 *

219 @lesc 219 * @esc

220 * <p>Service protection with SRTP via 220 * <p>Service protection with SRTP via
br oadcast channel (optional)</p> br oadcast channel (optional)</p>

221 * <p>Test Case Descri pti on</ p> 221 * <p>Test Case Descri ption</p>

222 * <p>with a terminal having received a 222 * <p>with a termnal having received a

service guide containing a service with purchase infornmation on the
Service Cuide Delivery Channel and listening for an SRTP encrypted data
st ream on t he broadcast channel </ p>

* <p>when the term nal subscribes to that
service on the interactive channel Service Request/Response nessage
exchange</ p>

* <p>then the termnal is able to receive,

decrypt, and display the dat a stream correctly</p>
<p>Speci ficati on Reference</p>

* <p>[ BCAST10-Ser vCont Prot] Section 6. 8.1,
9. 2. </ p>

* <p>Precondi ti ons</p>

* <p>Servi ce gui de cache of ternminal is
er ased</ p>

* <p>Termnal is configured to listen to

BCAST service gui de announcenents and delivery on the broadcast
channel </ p>

* <p>Access point information for service
gui de entry point is configured in test tool </p>

* <p>Thi s test cases uses the follow ng SG
fragment instantiations found in the Appendi x:

<ul >

* <li>Service fragnent with
Narme="PayTvChannel "</li>

* <li>Content fragnent with

Name="Progranme", and StartTime and EndTi me el ements indicating val ues
Within the time of test</li>

* <l i >Schedul e fragnent for content
fragment with same values for startTinme and endTine in the
present ati onW ndow el ement </ 1i >

* <l i>Access fragnent for schedul e
fragment wi th KeyManagnent System EncryptionType set to SRTP, and a
reference to the Session Descr| ption fragment</li>

<l i >Sessi on Description fragment

cont ai ning SDP for "Progranme" and the service protection information
for SRTP</Ii>

* <l i >Purchasel tem fragnent for

service fragment with Description "SRTP' elenent</li>
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* <l i >PurchaseData fragment for
purchaseltem fragnent with Pricelnfo and Description "D scount”
el ements</1i>

* <l i >Pur chaseChannel fragnent for

pur chasel tem fragnent with PurchaseURL pointing to a subscription site</
>

* </ ul >

* </ p>

* <p>Note: All
with the same Service fragnent and are sent
del i very. </ p>

the fragnents are associ ated
in the same service guide

* <p>Test Procedure</p>
* <p>
* <ul >
* <li>Set up the test tool to
pr oduce BCAST service guide announcenent and delivery using broadcast
channel . </ i >
* <li>Setup the test tool to stream
ia SRTP encrypted audi o and video for "Programme" as well as key
st ream on broadcast channel </1i>

* <li>Setup the SEK delivery to the
termnal either via DRM 2.0 ROAP (DRM or authentication and push
del ivery (Smartcard)</li>

* <li>Activate the BCAST application
of the termnal</Ili>

* <l i >Request from BCAST application

on termnal to get the serV| ce guide (optional)</li>

<li>Browse the SGin the termnal </
i >

* <li>Setup the test tool to
aut henticate and accept subscription request for the Service

"PayTvChannel " fromthe termnal via interactive channel</li>

* <l'i >Pur chase "TvChannel" on
termnal </1i>

* <l i >Access "TvChannel" on
termnal </1i>

* </ ul >

* </ p>

* <p>Pass-Criteria</p>

* <p>The follow ng should be visible to the
end user after the dellvery of the SG

<ul >
* <li >The service "PayTvChannel" is

di spl ayed with "Programe" schedule fromstart to end time, available
as "Di scount" purchase, and price information.</li>

<li>"Programme" can be viewed by

t he end user.</li>

* </ul >

* </ p>

* <p>The follow ng shoul d be observable for
t he test tool

* <ul >

* <li>The test tool receives HITP
request fromthe end user to subscribe to service "TvChannel".</1i>

* </ ul >

* </ p>

* @erdict

*

pass in case the client pass the
conf or mance test.
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* <l i >Pur chaseData fragnment for
pur chaseltem fragment with Pricelnfo and Description "Discount”
el ement s</1i>

* <l i >Pur chaseChannel fragnent for

pur chasel tem fragnent with PurchaseURL pointing to a subscription site</
i >
* </ ul >
</ p>
* <p>Note: All
Wwith the same Service fragment and are sent
del i very. </ p>

the fragnents are associ at ed
in the same service guide

* <p>Test Procedure</p>
* <p>
* <ul >

* <li>Set up the test tool to
produce BCAST service guide announcenent and delivery using broadcast
channel . </ i >

* <li>Setup the test tool to stream
via SRTP encrypted audio and video for "Programme" as well as key
st ream on broadcast channel </Ii>

* <li>Setup the SEK delivery to the
terminal either via DRM 2.0 ROAP (DRM or authentication and push
del ivery (Smartcard)</li>

* <li>Activate the BCAST application
of the terminal</Ili>

* <l i >Request from BCAST application

on termnal to get the serV| ce guide (optional)</li>

<li>Browse the SGin the term nal </
| i >

* <li>Setup the test tool to
aut henticate and accept subscription request for the Service

" PayTvChannel " fromthe termnal via interactive channel</li>

* <l i >Purchase "TvChannel" on
termnal</1i>

* <l i >Access "TvChannel" on
termnal </1i>

* </ ul >

* </ p>

* <p>Pass-Criteria</p>

* <p>The follow ng should be visible to the
end user after the dellvery of the SG

<ul >
* <li>The service "PayTvChannel" is

di spl ayed with "Programe" schedule fromstart to end tinme, available

as "Di scount" purchase, and price information.</Ili>
<li>"Programe" can be viewed by
the end user.</li>
* </ ul >
</ p>
* <p>The foll ow ng shoul d be observable for
the test tool
* <ul >
* <li >The test tool receives HITP
request fromthe end user to subscribe to service "TvChannel".</Ili>
* </ul >
* </ p>
* @erdict
*

pass in case the client pass the
conf or mance test.




file:///D}/O

272
273

274
275
276
277

278
279
280
281
282
283
284
285
286

287
288
289

290
291
292
293
294

295
296

297

298
299

300
301
302
303
304

305

306
307
308
309

310
311
312
313
314
315

316
317

file:///D|/O

000 2html

* @erdict

* fail in case the client does not pass the
conf or mance test.

* @erdict

* inconc in case a guard timer expires.

*/

t est case TC_BCAST_CONTPROT_CONF_102()
BCast Mai nConponent syst em BCast Pl at f or mConponent {
/1 init conponents and ports
f _creat eConmponents();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f _cf _Upper Tester _up();

runs on

/'l preanble

f _start CommonUt Preanbl e() ;

/]l TODO Qritted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/1 test behavior
var ServiceCui deDel i veryUnit v_SGDU : =
(1

var U nt32 v_FragnentVersion := 1;

var Unt v_NTP_StartTine := 0;

var U nt v_NTP_EndTine := O;

f_InitStart EndTi ne(v_NTP_StartTi ne,
_NTP_EndTi ne) ;

var
f _getDateTi me(v_NTP_StartTi ne);
var

DateTine v_DateTinme_StartTinme : =

Dat eTi ne v_DateTi me_EndTine : =
f _get Dat eTi me(v_NTP_EndTi ne) ;

var SdpFragnment v_Sdp : = val ueof
(m_def _SdpFragnent (
PX_SDP_VI DEO PROG 1_REF I D,
PX_SDP_SERVI CE_PROTECTI ON_SRTP

)

var
al ueof (m_def _AccessType_bc_sdp(

AccessTypeType v_AccessType : =

f _get AccessType
( PX_BROADCAST_NETWORK_BEARER) ,
PX_SDP_VI DEO PROG 1_REF_|I D
)
var PricelnfoType v_Pricelnfo := val ueof
(m_Pricel nfo(
1,
PX_MONETARY_PRI CE,
PX_CURRENCY

)

var ServiceType v_Service := val ueof
(m_def _Servi ce(

PX_SGDU_SERVI CE_| D,

v_Fragnent Ver si on,
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* @erdict
* fail in case the client does not pass the

conf or mance test.

* @erdict
* inconc in case a guard tiner expires.
*/

t estcase TC_BCAST_CONTPROT_CONF_102()
BCast Mai nConponent system BCast Pl at f or nConponent {
/1 init conmponents and ports
f _creat eConponent s();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f _cf_Upper Tester _up();

runs on

/'l preanble

f _start ConmonUt Preanbl e() ;

// TODO Qritted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/1 test behavior

var Servi ceCui deDeliveryUnit v_SCDU : =
{3}

var Ul nt32 v_FragmentVersion := 1;

var Unt v_NTP_StartTine := O;

var U nt v_NTP_EndTinme := 0;

f_InitStart EndTi me(v_NTP_StartTi e,
v_NTP_EndTi ne) ;

var
f _getDateTi me(v_NTP_StartTine);
var

DateTine v_DateTine_StartTime : =

Dat eTi ne v_Dat eTi ne_EndTine : =
f _get Dat eTi me(v_NTP_EndTi ne) ;

var SdpFragnment v_Sdp := val ueof
(m_def _SdpFragnent (
PX_SDP_VI DEO PROG 1_REF I D,
PX_SDP_SERVI CE_PROTECTI ON_SRTP

)

var
\val ueof (m def _AccessType_bc_sdp(

AccessTypeType v_AccessType : =

f _get AccessType
( PX_BROADCAST_NETWORK_BEARER) ,
PX_SDP_VI DEO_PROG 1_REF_I D
)
var PricelnfoType v_Pricelnfo := val ueof
(m_Pricel nfo(
1,
PX_MONETARY_PRI CE,
PX_CURRENCY

)

var ServiceType v_Service := val ueof
(m_def _Service(

PX_SGDU_SERVI CE_I D,

v_Fragment Ver si on,
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318 "PayTvChannel ",
319 c_basi cTv_Servi ceType
320 ));
321
322 var Content Type v_Content := val ueof
(m_def _Content (
323 PX_SGDU_CONTENT_I D_PROG 1,
324 v_Fragnent Ver si on,
325 " Pr ograme",
326 PX_SGDU_SERVI CE_I D,
327 v_DateTine_Start Ti e,
328 v_Dat eTi ne_EndTi e
329 )
330
331 var Schedul eType v_Schedul e : = val ueof
(m def _Schedul e(
332 PX_SGDU_SCHEDULE_| D_PROG 1,
333 v_Fragnent Ver si on,
334 PX_SGDU_SERVI CE_I D,
335 PX_SGDU_CONTENT_I D_PROG 1,
336 v_NTP_St art Ti ne,
337 v_NTP_EndTi e
338 ));
339
340 // TODO Omitted here is setting of KMS
al ue - see open issues
341 var AccessType v_Access : = val ueof
(m def _Access(
342 PX_SGDU_ACCESS_I| D_PROG 1,
343 v_Fragnent Ver si on,
344 v_AccessType,
345 PX_SGDU_SERVI CE_I D,
346 PX_SGDU_SCHEDULE | D_PROG 1,
347 c_class_SG
348 ))s
349
350 var Purchasel tenilype v_Purchaseltem: =
al ueof (m def _Purchasel t en{
351 PX_SGDU_PURCHASE | TEM | D,
352 v_Fragnent Ver si on,
353 PX_SGDU_PURCHASE_DATA | D,
354 PX_SGDU_SERVI CE_I D,
355 "Pur chasel t eml"
356 )
357 v_Purchaseltem Descriptions := {{lang :
= omt, text_:="SRTP"}};
358
359 var PurchaseChannel Type
_PurchaseChannel : = val ueof (m def _PurchaseChannel (
360 PX_SGDU_PURCHASE_CHANNEL_| D,
361 v_Fragnent Ver si on,
362 "Pur chaseChannel ",
363 PX_PURCHASE_URL
364 )
365
366 var PurchaseDat aType v_PurchaseData : =
al ueof (m def _Pur chaseDat a(
367 PX_SGDU_PURCHASE_DATA I D,
368 v_Fragnent Ver si on,
369 {{omt,"Discount"}},

318
319
320
321
322

323
324
325
326
327
328
329
330
331

332
333
334
335
336
337
338
339
340

341

342
343
344
345
346
347
348
349
350

351
352
353
354
355
356
357

358
359

360
361
362
363
364
365
366

367
368

(m_def _Content (

(m_def _Schedul e(

val ue - see open issues

(m def _Access(

\val ueof (m def _Pur chasel t en(

= omit, text :="SRTP"}};

)

var

)

var

))s

"PayTvChannel ",
c_basi cTv_Servi ceType

Cont ent Type v_Content := val ueof
PX_SGDU_CONTENT_I D_PROG 1,
v_Fragment Ver si on,

" Programe”,

PX_SGDU_SERVI CE_I D,

v_Dat eTi ne_Start Ti e,

v_Dat eTi ne_EndTi ne

Schedul eType v_Schedul e : = val ueof
PX_SGDU_SCHEDULE_| D_PROG 1,
v_Fragment Ver si on,
PX_SGDU_SERVI CE_I D,
PX_SGDU_CONTENT_I D_PROG 1,
v_NTP_StartTi ne,

v_NTP_EndTi ne

// TODO Onmitted here is setting of KMS

var

)

var

)

v_Purchasel tem Descri pti ons

var

AccessType v_Access : = val ueof
PX_SGDU ACCESS | D_PROG 1,
v_Fragment Ver si on,
v_AccessType,

PX_SGDU_SERVI CE_I D,
PX_SGDU_SCHEDULE_| D_PROG 1,
c_class_SG

Pur chasel t enlType v_Purchaseltem : =
PX_SGDU_PURCHASE | TEM | D,
v_Fragnent Ver si on,
PX_SGDU_PURCHASE_DATA | D,

PX_SGDU_SERVI CE_I D,
"Pur chasel tent"

= {{lang :

Pur chaseChannel Type

\v_Pur chaseChannel := val ueof (m def _PurchaseChannel (

\val ueof (m def _Pur chaseDat a(

369

)

var

PX_SGDU_PURCHASE_CHANNEL _| D,
v_Fragment Ver si on,

" Pur chaseChannel ",
PX_PURCHASE_URL

Pur chaseDat aType v_PurchaseData : =
PX_SGDU_PURCHASE_DATA I D,

v_Fragment Ver si on,
{{om t,"Discount"}},
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PX_SGDU_PURCHASE | TEM | D,
PX_SGDU_PURCHASE CHANNEL | D,
v_Pricelnfo

)

f _addServi ceFragnent (v_SGDU, v_Service);

f _addCont ent Fragnent (v_SGDU, v_Content);

f _addSchedul eFr agnent (v_SGDU,
_Schedul e);

f _addAccessFragnent (v_SGDU, v_Access);

f _addPur chasel t enfr agnent (v_SGDU,
_Purchaseltem;

f _addPur chaseChannel Fr agnent (v_SGDU,
_Pur chaseChannel ) ;

f _addPur chaseDat aFr agnent (v_SGDU,
_PurchaseDat a) ;

f _addSdpFragnent (v_SGDU,
_Fragnent Versi on, v_Sdp);

f_main_ctrl _broadcast Servi ceCui de
(v_SGDU, omt);

f _mai n_ut _RunBCast Appl i cation();

i f (PX_GET_SG DI SPLAY_MANUALLY) {

f _mai n_ut _Cet Servi ceCui de

(PX_SGDD_I D);

}

f _mai n_ut _CheckServi ce("PayTvChannel ") ;

f _mai n_ut _PurchaseServi ce

(" PayTvChannel ") ;
f_main_ctrl _awaitingSubscription
(" PayTvChannel "); // TODG This function currently does not include any
checki ng and handling of authentication - see open issues
/] TODO Onitted here is generation of
proper acceptance of termnal purchase request - see open issues
f _mai n_ut _Sel ect Servi ce("PayTvChannel ") ;
f_mai n_ut _UseServi ce("PayTvChannel ") ;
f _mai n_ut _CheckVi deo(" Progranme") ;

/'l postanble

// TODO Omitted here is stopping the
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue
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392

393

394
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399
400

PX_SGDU_PURCHASE | TEM I D,
PX_SGDU_PURCHASE _CHANNEL_| D,
v_Pricelnfo

)

f _addServi ceFragment (v_SGDU, v_Service);
f _addCont ent Fragment (v_SGDU, v_Content);
f _addSchedul eFr agment (v_SGDU,
\v_Schedul e);
f _addAccessFragment (v_SGDU, v_Access);
f _addPur chasel t enfr agment (v_SGDU,
v_Purchasel tem;
f _addPur chaseChannel Fr agnment ( v_SGDU,
\v_Pur chaseChannel ) ;
f _addPur chaseDat aFr agnent ( v_SGDU,
\v_Pur chaseDat a) ;

f _addSdpFr agnment (v_SGDU,
\v_Fragment Versi on, v_Sdp);

f_main_ctrl _broadcast Servi ceCui de
(v_SGDU, onmit);

f _mai n_ut _RunBCast Application();

i f (PX_GET_SG DI SPLAY_MANUALLY) {

f _mai n_ut _CGet Servi ceCui de

(PX_SGDD I D);

}

f _mai n_ut _CheckServi ce("PayTvChannel ") ;

f _mai n_ut _PurchaseServi ce

(" PayTvChannel ") ;
f_main_ctrl _awai ti ngSubscription
(" PayTvChannel "); // TODO This function currently does not include any
checki ng and handling of authentication - see open issues
/1 TODO Ormitted here is generation of
proper acceptance of term nal purchase request - see open issues
f _mai n_ut _Sel ect Servi ce(" PayTvChannel ") ;
f _mai n_ut _UseServi ce(" PayTvChannel ");
f _mai n_ut _CheckVi deo(" Programe");

/] postanbl e

// TODO Omtted here is stopping the
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue
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401 f_main_ut_Power O f(); 401 f _mai n_ut _Power O f ();

402, 402

403] f _cf _Broadcast _down(); 403 f _cf_Broadcast _down();

404 f_cf_Interaction_down(); 404 f_cf_Interaction_down();

405] f _cf _Upper Test er _down(); 405 f _cf_Upper Tester _down();

406 }// end test case TC _BCAST_CONTPROT_CONF_102 <>| 406 }// end test case TC_BCAST_| NTER_CONF_102

407 = | 407

408, [** 408 [ **

409 * 409 *

410 @lesc 410 * @esc

411 * <p>Service protection with | SMACrypt via 411 * <p>Service protection with | SMACrypt via
br oadcast channel (optional)</p> br oadcast channel (optional)</p>

412 * <p>Test Case Descri ption</p> 412 * <p>Test Case Description</p>
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* <p>with a terminal having received a
servi ce gui de containing a service with purchase information on the
Service Cuide Delivery Channel and listening for an | SMACrypt encrypted
data stream on the broadcast channel </ p>

* <p>when the terminal subscribes to that
service on the interactive channel Service Request/Response nessage
exchange</ p>

* <p>then the termnal is able to receive,

decrypt, and display the dat a stream correctly</p>
<p>Speci ficati on Reference</p>

* <p>[ BCAST10-Ser vCont Prot] Section 6.8.1,
9. 3. </ p>

* <p>Precondi ti ons</ p>

* <p>Servi ce guide cache of ternminal is
er ased</ p>

* <p>Terminal is configured to listen to

BCAST servi ce gui de announcenents and delivery on the broadcast
channel </ p>

* <p>Access point information for service
gui de entry point is configured in test tool </ p>

* <p>This test cases uses the follow ng SG
fragment instantiations found in the Appendi x:

<ul >

* <li>Service fragnment with
Nanme=" PayTvChannel "</Ili>

* <li>Content fragment with

Name="Programme"”, and StartTi me and EndTi me el enents indicating val ues
wWithin the tine of test</li>
* <li>Schedul e fragnent for content
fragnent with sane values for startTine and endTine in the
present ati onW ndow el enent</1i >

* <li >Access fragnment for schedul e
fragment with KeyManagnment System EncryptionType set to | SMACrypt, and
a reference to the Sessi on Description fragnent</Ili>

<l i >Sessi on Description fragnment

containing SDP for "Progranme" and the service protection information
for I SMACrypt</li>

* <li >Pur chasel tem fragnent for
service fragment with Descrl ption "I SMACrypt" element</li>

<l i >PurchaseData fragment for
purchaseltem fragnent with Pricelnfo and Description "D scount”
el ements</1i>
* <l i >Pur chaseChannel fragnent for

pur chasel tem fragnent with PurchaseURL pointing to a subscription site</
| i>

* </ ul >

* </ p>

* <p>Note: All
with the same Service fragnent and are sent
del i very. </ p>

the fragnents are associ ated
in the same service guide

* <p>Test Procedure</p>
* <p>
* <ul >

* <li>Set up the test tool to
pr oduce BCAST service guide announcenent and delivery using broadcast
channel . </1i>

* <li>Setup the test tool to stream
ia | SMACrypt encrypted audio and video for "Progranme" as well as key
st ream on broadcast channel </|i>
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* <p>with a term nal having received a
servi ce guide containing a service with purchase infornmation on the
Service Cuide Delivery Channel and listening for an | SMACrypt encrypted
data stream on the broadcast channel </ p>

* <p>when the termnal subscribes to that
service on the interactive channel Service Request/Response nessage
exchange</ p>

* <p>then the termnal is able to receive,
decrypt, and display the data stream correctly</p>

* <p>Speci ficati on Reference</p>

* <p>[ BCAST10-Ser vCont Prot] Section 6. 8.1,
9. 3. </ p>

* <p>Precondi ti ons</ p>

* <p>Servi ce guide cache of termnal is
er ased</ p>

* <p>Termnal is configured to listen to

BCAST service gui de announcenents and delivery on the broadcast
channel </ p>

* <p>Access point information for service
gui de entry point is configured in test tool</p>

* <p>This test cases uses the follow ng SG
fragnment instantiations found in the Appendi x:

<ul >

* <li>Service fragnent with
Nanme="PayTvChannel "</Ili>

* <li>Content fragnent with

Nanme="Programe", and StartTinme and EndTi me el enments indicating val ues
within the tinme of test</Ili>
* <l i >Schedul e fragnent for content
fragment with same values for startTinme and endTinme in the
present ati onW ndow el ement </ 1i >

* <li>Access fragnent for schedul e
fragment with KeyManagnent System EncryptionType set to | SMACrypt, and
a reference to the Sessi on Description fragnent</Ili>

<l i >Sessi on Description fragnent

contai ning SDP for "Programe" and the service protection information
for | SMACrypt</li>

* <l i >Purchasel tem fragnent for
service fragment with Descrl ption "I SMACrypt" elenent</li>

<l i >Pur chaseData fragnment for
pur chaseltem fragment with Pricelnfo and Description "Discount”
el ement s</1i>
* <l i >Pur chaseChannel fragnent for

pur chaseltem fragnent with PurchaseURL pointing to a subscription site</
i >
* </ ul >
</ p>
* <p>Note: All
with the same Service fragment and are sent
del i very. </ p>

the fragnents are associ at ed
in the same service guide

* <p>Test Procedure</p>
* <p>
* <ul >

* <li>Set up the test tool to
produce BCAST service guide announcenment and delivery using broadcast
channel . </1i>

* <li>Setup the test tool to stream

via | SMACrypt encrypted audio and video for "Programe" as well as key

st ream on broadcast channel </1i >
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* <li>Setup the SEK delivery to the
term nal either via DRM 2.0 ROAP (DRM or authentication and push
del i very (Smartcard)</li>

* <li>Activate the BCAST application
of the termnal</li>

* <l i >Request from BCAST application

on termnal to get the serV| ce guide (optional)</li>

<li>Browse the SGin the terminal </
i >

* <li>Setup the test tool to

aut henticate and accept subscription request for the Service

" PayTvChannel " fromthe termnal via interactive channel</li>
* <l i >Pur chase "TvChannel" on
termnal </1i>
* <l i >Access "TvChannel " on
termnal </1i>
</ ul >
</ p>

<p>Pass-Criteria</p>
<p>The fol |l ow ng should be visible to the
end user after the delivery of the SG

* <ul >

* <li >The service "PayTvChannel" is
di spl ayed with "Programme" schedule fromstart to end tinme, available
as "Di scount" purchase, and price information.</1i>

* %k ok %

<li>"Programme" can be vi ewed by

t he end user.</li>

* </ ul >

* </ p>

* <p>The follow ng shoul d be observable for
t he test tool

* <ul >

* <li>The test tool receives HITP
request fromthe end user to subscribe to service "TvChannel".</1i>

* </ ul >

* </ p>

* @erdict

* pass in case the client pass the
conf or mance test.

* @erdict

* fail in case the client does not pass the
conf or mance test.

* @erdict

* inconc in case a guard tinmer expires.

*/

t est case TC _BCAST_CONTPROT_CONF_103()
BCast Mai nConponent syst em BCast Pl at f or mConponent {
/1 init conmponents and ports
f _creat eConponents();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f_cf _Upper Tester_up();

runs on

Il preanble

f _start CommonUt Preanbl e() ;

/] TODO QOrmitted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/1 test behavior
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* <li>Setup the SEK delivery to the
term nal either via DRM 2.0 ROAP (DRM or authentication and push
del i very (Smartcard)</li>

* <li>Activate the BCAST application
of the termnal </Ii>

* <l i >Request from BCAST application

on termnal to get the serV| ce guide (optional)</li>

<li>Browse the SGin the termnal </
| i>

* <li>Setup the test tool to

aut henticate and accept subscription request for the Service

' PayTvChannel " fromthe termnal via interactive channel</li>
* <l i >Pur chase "TvChannel" on
termnal </1i>
* <l i >Access "TvChannel" on
termnal </1i>
</ ul >
</ p>

<p>Pass-Criteria</p>
<p>The follow ng should be visible to the
end user after the delivery of the SG

* <ul >

* <li>The service "PayTvChannel" is
di spl ayed with "Programe" schedule fromstart to end tinme, available

EE

as "Di scount" purchase, and price information.</li>
<l i>"Programe" can be viewed by
the end user.</li>
* </ ul >
</ p>
* <p>The follow ng shoul d be observable for
the test tool
* <ul >
* <li>The test tool receives HTTP
request fromthe end user to subscribe to service "TvChannel ".</Ili>
* </ ul >
* </ p>
* @erdict
* pass in case the client pass the
conf ormance test.
* @erdict
* fail in case the client does not pass the
conf or mance test.
* @erdict
* inconc in case a guard tiner expires.
*/
testcase TC _BCAST_CONTPROT_CONF_103() runs on

BCast Mai nConponent system BCast Pl at f or nConponent {
// init conmponents and ports
f _creat eConponent s();
f _cf_Broadcast _up();
f_cf_Interaction_up();
f _cf_Upper Tester _up();

/] preanble

f _start ConmonUt Preanbl e() ;

// TODO Onmtted here is starting of
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

/1 test behavior
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Servi ceGui deDel i veryUnit v_SGDU : =
U nt32 v_Fragnent Version := 1;

Unt v_NTP_StartTinme := 0;
U nt v_NTP_EndTine := 0;

f_InitStart EndTi me(v_NTP_StartTi ne,

var
{1

var

var

var

_NTP_EndTi ne) ;

var
f _getDateTi me(v_NTP_StartTi ne);

var
f _get Dat eTi me(v_NTP_EndTi ne) ;

var
(m def _SdpFr agnent (

));

var

al ueof (m def _AccessType_bc_sdp(

( PX_BROADCAST_NETWORK_BEARER) ,

));

var
(m_Pricel nfo(

));

var
(m_def _Servi ce(

));

var
(m_def _Content (

)i

var

( m def _Schedul e(

0 002html0 0O 130 15 0 0 2008-2-25 1:54:05

DateTine v_DateTinme_StartTime : =

Dat eTi ne v_DateTi me_EndTine : =

SdpFragnment v_Sdp : = val ueof
PX_SDP_VI DEO PROG 1_REF_I D,
PX_SDP_SERVI CE_PROTECTI ON_| SMVMA

AccessTypeType v_AccessType : =
f _get AccessType

PX_SDP_VI DEO PROG 1_REF_| D

Pricel nfoType v_Pricelnfo := val ueof
1,

PX_MONETARY_PRI CE,

PX_CURRENCY

Servi ceType v_Service := val ueof
PX_SGDU_SERVI CE_I D,
v_Fragnent Ver si on,

" PayTvChannel ",

c_basi cTv_Servi ceType

Content Type v_Content := val ueof
PX_SGDU_CONTENT_I D_PROG 1,
v_Fragnent Ver si on,

" Programe",

PX_SGDU_SERVI CE_I D,
v_DateTine_StartTi e,

v_Dat eTi ne_EndTi ne

Schedul eType v_Schedul e : = val ueof
PX_SGDU_SCHEDULE | D_PROG 1,
v_Fragnent Ver si on,
PX_SGDU_SERVI CE_I D,
PX_SGDU_CONTENT_I D_PROG 1,
v_NTP_StartTi ne,
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var
{3

var

var

var
v_NTP_EndTi ne) ;

var
f _getDateTi me(v_NTP_StartTine);

var
f _get Dat eTi me(v_NTP_EndTi ne) ;

var
(m_def _SdpFragnent (

)

var
\val ueof (m def _AccessType_bc_sdp(
( PX_BROADCAST _NETWORK_BEARER) ,

)

var
(m_Pricel nfo(

)

var
(m_def _Servi ce(

)

var
(m_def _Content (

)

var

(m_def _Schedul e(

Servi ceCGui deDel i veryUnit v_SGDU : =
U nt32 v_Fragnent Version := 1;

Unt v_NTP_StartTine := O;
U nt v_NTP_EndTine := O;

f_InitStartEndTi me(v_NTP_StartTi ne,

DateTine v_DateTine_StartTime : =

Dat eTi ne v_Dat eTi ne_EndTine : =

SdpFragnment v_Sdp : = val ueof
PX_SDP_VI DEO_PROG 1_REF I D,
PX_SDP_SERVI CE_PROTECTI ON_| SMA

AccessTypeType v_AccessType : =
f _get AccessType

PX_SDP_VI DEO PROG 1_REF | D

Pricel nfoType v_Pricelnfo := val ueof
1,

PX_MONETARY_PRI CE,

PX_CURRENCY

Servi ceType v_Service := val ueof
PX_SGDU_SERVI CE_I D,
v_Fragment Ver si on,
"PayTvChannel ",

c_basi cTv_Servi ceType

Cont ent Type v_Content := val ueof
PX_SGDU_CONTENT_I D_PROG 1,
v_Fragment Ver si on,

" Programe"”,

PX_SGDU_SERVI CE_I D,
v_DateTinme_StartTi ne,

v_Dat eTi me_EndTi ne

Schedul eType v_Schedul e : = val ueof
PX_SGDU_SCHEDULE_| D_PROG 1,
v_Fragment Ver si on,
PX_SGDU_SERVI CE_I D,
PX_SGDU_CONTENT | D_PROG 1,
v_NTP_StartTi ne,
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(v_SGDU, onit);
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528 v_NTP_EndTi e
529 )
530
531 // TODO OQmtted here is setting of KMS
al ue - see open issues
532 var AccessType v_Access : = val ueof
(m def _Access(
533 PX_SGDU_ACCESS_| D_PROG 1,
534 v_Fragnent Ver si on,
535 v_AccessType,
536 PX_SGDU_SERVI CE_I D,
537 PX_SGDU_SCHEDULE_| D_PROG 1,
538 c_class_SG
539 )i
540
541 var Purchasel tenilype v_Purchaseltem: =
al ueof (m_def _Purchasel t en{
542 PX_SGDU_PURCHASE_| TEM | D,
543 v_Fragnent Ver si on,
544 PX_SGDU_PURCHASE_DATA | D,
545 PX_SGDU_SERVI CE_I D,
546 "Pur chasel t emlL"
547 )i
548 v_Purchasel tem Descriptions := {{lang :
= omit, text_:="ISMACrypt"}};
549
550 var PurchaseChannel Type
v_Pur chaseChannel := val ueof (m def _PurchaseChannel (
551 PX_SGDU_PURCHASE_CHANNEL_| D,
552 v_Fragnent Ver si on,
553 " Pur chaseChannel ",
554 PX_PURCHASE_URL
553 )i
556
557 var PurchaseDat aType v_PurchaseData : =
al ueof (m_def _Pur chaseDat a(
558 PX_SGDU_PURCHASE_DATA I D,
559 v_Fragnent Ver si on,
560 {{om t,"Discount"}},
561 PX_SGDU_PURCHASE_| TEM I D,
562 PX_SGDU_PURCHASE_CHANNEL_| D,
563 v_Pricelnfo
564 )i
565
566 f _addServi ceFragment (v_SCGDU, v_Service);
567 f _addCont ent Fragment (v_SGDU, v_Content);
568 f _addSchedul eFr agnment (v_SGDU,
_Schedul e) ;
569 f _addAccessFragnent (v_SGDU, v_Access);
570 f _addPur chasel t enfFr agnent ( v_SGDU,
_Purchaseltem;
571 f _addPur chaseChannel Fr agnent (v_SGDU,
_PurchaseChannel ) ;
572 f _addPur chaseDat aFr agnent ( v_SGDU,
_PurchasebDat a) ;
573 f _addSdpFr agnent (v_SGDU,
_Fragnent Versi on, v_Sdp);
574
575 f _main_ctrl_broadcast Servi ceGui de

528
529
530
531

532

533
534
535
536
537
538
539
540
541

542
543
544
545
546
547
548

549
550

551
552
553
554
555
556
557

558
559
560
561
562
563
564
565
566
567
568

569
570

571

572

573

574
575

v_NTP_EndTi ne
)
/1 TODO Onitted here is setting of KMS
val ue - see open issues
var AccessType v_Access : = val ueof
(m_ def _Access(
PX_SGDU_ACCESS_| D_PROG 1,
v_Fragment Ver si on,
v_AccessType,
PX_SGDU_SERVI CE_I D,
PX_SGDU_SCHEDULE_| D_PROG 1,
c_class_SG
)
var Purchasel tenType v_Purchaseltem: =
\val ueof (m def _Pur chasel t en(
PX_SGDU_PURCHASE_| TEM | D,
v_Fragment Ver si on,
PX_SGDU_PURCHASE_DATA | D,
PX_SGDU_SERVI CE_I D,
"Pur chasel tentl"
)i
v_Purchaseltem Descriptions := {{lang :
= omit, text_:="ISMACrypt"}};
var PurchaseChannel Type
\v_Pur chaseChannel := val ueof (m def _PurchaseChannel (
PX_SGDU_PURCHASE_CHANNEL_| D,
v_Fragment Ver si on,
"Pur chaseChannel ",
PX_PURCHASE_URL
)i
var PurchaseDat aType v_PurchaseData : =
\val ueof (m def _Pur chaseDat a(
PX_SGDU_PURCHASE_DATA I D,
v_Fragment Ver si on,
{{om t,"Discount"}},
PX_SGDU_PURCHASE_I| TEM I D,
PX_SGDU_PURCHASE_CHANNEL_| D,
v_Pricelnfo
)i
f _addSer vi ceFragnent (v_SGDU, v_Service);
f _addCont ent Fragnent (v_SGDU, v_Content);
f _addSchedul eFr agment ( v_SGDU,
\v_Schedul e) ;
f _addAccessFragnent (v_SGDU, v_Access);
f _addPur chasel t enfr agnent ( v_SGDU,

v_Purchasel tem;
\v_Pur chaseChannel ) ;
\v_PurchaseDat a) ;

\v_Fragnent Versi on, v_Sdp);

(v_SGDU, omit);

f _addPur chaseChannel Fr agnment ( v_SGDU,
f _addPur chaseDat aFr agnment ( v_SGDU,

f _addSdpFragment (v_SGDU,

f _mai n_ctrl _broadcast Servi ceQui de
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(" PayTvChannel ") ;
583 f_main_ctrl_awaitingSubscription
(" PayTvChannel "); // TODG This function currently does not

checki ng and handling of authentication - see open issues

stream ng server to broadcast the encrypted TV Channel
handl i ng of SEK delivery is open issue

program si nce

576

577 f _mai n_ut _RunBCast Appl i cation();

578 if (PX_GET_SG DI SPLAY_MANUALLY) {

579 f _mai n_ut _Get Servi ceCui de
(PX_SGDD_| D);

580 }

581 f _mai n_ut _CheckServi ce("PayTvChannel ") ;

582 f _mai n_ut _PurchaseService

i ncl ude any

584 /] TODO. Omitted here is generation of
proper acceptance of terminal purchase request - see open issues

585

586 f _mai n_ut _Sel ect Servi ce("PayTvChannel ") ;

587 f_mai n_ut _UseServi ce("PayTvChannel ") ;

588 f _mai n_ut _CheckVi deo(" Progr anme") ;

589

590 /'l postanble

591 /] TODO. QOrmitted here is stopping the

576
577
578
579

580
581
582

583

584

585
586
587
588
589
590
591

f _mai n_ut _RunBCast Appl i cation();
i f (PX_GET_SG DI SPLAY_MANUALLY) {
f _mai n_ut _CGet Servi ceCui de
(PX_SGDD_I D);
}
f _mai n_ut _CheckServi ce(" PayTvChannel ") ;
f _mai n_ut _Pur chaseServi ce
(" PayTvChannel ") ;
f_main_ctrl _awai ti ngSubscription
(" PayTvChannel "); // TODO This function currently does not include any
checki ng and handl i ng of authentication - see open issues
// TODO Omtted here is generation of
proper acceptance of terminal purchase request - see open issues
f _mai n_ut _Sel ect Servi ce("PayTvChannel ") ;
f _mai n_ut _UseServi ce(" PayTvChannel ");
f _mai n_ut _CheckVi deo(" Programe");

/1 postanbl e

// TODO OQOmtted here is stopping the
st ream ng server to broadcast the encrypted TV Channel program since
handl i ng of SEK delivery is open issue

592 f_mai n_ut _Power O f(); 592 f _mai n_ut _Power O f () ;

593 593

594 f _cf_Broadcast _down(); 594 f _cf_Broadcast _down();

595 f_cf_Interaction_down(); 595 f_cf_Interaction_down();

596 f _cf _Upper Test er _down(); 596 f_cf_Upper Test er _down();

597 }// end test case TC BCAST_CONTPROT_CONF_103 <>| 597 }// end test case TC BCAST_| NTER_CONF_103
598 } // end group clientConfornmanceTest Cases = | 598 } /7 end group clientConfornmanceTest Cases

599 }/ 1 end group bcast Confor manceTest Cases 599 }/1 end group bcast ConformanceTest Cases

600} 600}
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