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l / * * = l / * *
2 * 2 *
3 * @author 3 * @Qauthor
4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project
5 * @version 5 * @version
6 * $1d$ 6 * $Id$
7 * @desc 7 * @desc
8 * This module specifies functions which create either BCAST control or 8 * This module specifies functions which create either BCAST control or
9 * Upper Tester components and start library BCAST or Upper Tester functions 9 * Upper Tester components and start library BCAST or Upper Tester functions
10 * on them. 10 * on them.
11 */ 11 */
12 |module AtsBCast Main Functions { 12 |module AtsBCast Main Functions {
13 import from LibBCast Common TypesAndValues all; 13 import from LibBCast Common TypesAndValues all;
14 import from LibBCast ServiceGuide TypesAndValues all; 14 import from LibBCast ServiceGuide TypesAndValues all;
15 import from AtsBCast ServiceGuide Functions all; 15 import from AtsBCast ServiceGuide Functions all;
16 import from LibBCast Common Templates all; 16 import from LibBCast Common Templates all;
17 import from LibBCast ServicePrimitives TypesAndValues all; 17 import from LibBCast ServicePrimitives TypesAndValues all;
18 import from LibBCast UpperTester Functions all; 18 import from LibBCast UpperTester Functions all;
19 import from AtsBCast TestSystem all; 19 import from AtsBCast TestSystem all;
20 import from AtsBCast ModuleParameters all; 20 import from AtsBCast ModuleParameters all;
21 import from LibBCast ModuleParameters all; 21 import from LibBCast ModuleParameters all;
22 import from LibCommon Time all; 22 import from LibCommon Time all;
23 import from LibCommon BasicTypesAndValues all; 23 import from LibCommon BasicTypesAndValues all;
24 import from LibBCast UpperTesterPrimitives TypesAndValues all; 24 import from LibBCast UpperTesterPrimitives TypesAndValues all;
25 import from LibBCast BCastNetworkControl Functions all; 25 import from LibBCast BCastNetworkControl Functions all;
26 import from LibBCast BCastNetworkData Functions all; 26 import from LibBCast BCastNetworkData Functions all;
27 import from LibBCast UpperTester Functions all; 27 import from LibBCast UpperTester Functions all;
28 // change 1 (WK18): for content protection testst) 28 // change 1 (WK18): for content protection testst)
29 // change 2 (WK23): GBA authentication/authorization extensions for content protection tests +-
30 import from LibCommon GBA BSF { = 29 import from LibCommon GBA BSF {
31 function BSF_ServerSimulation; 30 function BSF_ServerSimulation;
32 function f bsf setBtid; +-
33 function f bsf init;
34 } = 31 }
35 // change 1 (WK18): for content protection tests 32 // change 1 (WK18): for content protection tests
36 // change 1 (WK23): Service Request extensions for content protection tests +-
37 import from LibCommon BSM { = 33 import from LibCommon BSM {
38 function BSM ServerSimulation; <> 34 function MBMS User Service Registration ServerSimulation;
39 function f bsm setProtectionKeyId;
40 function f bsm setBtid;
41 function f bsm setProtectionKeysAndValues;
42 } = 35 }
43 import from LibCommon GBA BSF TypesAndValues { +-
44 group GBA;
45 }
46
47 // change 1 (WK34): Service Protection: Mikey
48 import from LibCommon Mikey TypesAndValues all;
49 import from LibCommon Mikey all;
50
51 // change 3 (WK34): SErvice Protection: secure streaming service
52 import from LibCommon DataStrings all;
53 = 36
54 group bcastCtrlMainFunctions { 37 group bcastCtrlMainFunctions {
55 38
56 // change 01 (WK 6): global time definition 39 // change 01 (WK 6): global time definition
57 /** 40 VA
58 * 41 *
59 * @desc 42 * @desc
60 * initialize the start and end time. The start time will be 43 * initialize the start and end time. The start time will be
61 * set to a value which is test execution plus the start offset in seconds and the 44 * set to a value which is test execution plus the start offset in seconds and the
62 * endtime will be set to a value equal to the start time plus the specified duration iy 45 * endtime will be set to a value equal to the start time plus the specified duration if
63 * @param 46 * @param
64 * p_startOffset Start Offset in seconds 47 * p_startOffset Start Offset in seconds
65 * @param 48 * @param
66 * p_duration Duration in seconds between the start and the end 49 * p_duration Duration in seconds between the start and the end

Beyond Compare 2.5.2




14.10.2008 16:13:52 diff_log Seite 2

Datei: AtsBCast_Main_Functions.ttcn (Fortsetzung)

67 */ 50 */

68 function f main ctrl InitStartEndTime (integer p startOffset, integer p duration) runs on B 51 function f main ctrl InitStartEndTime (integer p startOffset, integer p duration) runs on B
69 v_startTime := f getNTPTime() + p_startOffset; 52 v_startTime := f getNTPTime() + p_startOffset;

70 v_endTime := v_startTime + p duration; 53 v_endTime := v_startTime + p_duration;

71 vc_CTRL.start (f ctrl InitStartEndTime(v_startTime,v_endTime)) ; 54 vc_CTRL.start (f ctrl InitStartEndTime(v_startTime,v_endTime));
72 vc_CTRL.done; 55 vc_CTRL.done;

73 vc DATA.start (f data InitStartEndTime (v _startTime,v endTime)); // change 15 (WK1 56 vc DATA.start (f data InitStartEndTime (v _startTime,v endTime)); // change 15 (WK1l
74 vc DATA.done; // change 15 (WK1 57 vc DATA.done; // change 15 (WK1
75 } 58 }

76 59

77 /** 60 /x*

78 * 61 *

79 * @desc 62 * @desc

80 * This function creates a test component and starts a function that 63 * This function creates a test component and starts a function that
81 * waits for the receiving of a http subscription 64 * waits for the receiving of a http subscription

82 * indication. 65 * indication.

83 * @param 66 * @param

84 * p_serviceName The service name for the subscription 67 * p_serviceName The service name for the subscription

85 * @verdict 68 * @verdict

86 * pass The substribtion was successfull received for the given 69 * pass The substribtion was successfull received for the given

87 * service. 70 * service.

88 * @verdict 71 * @verdict

89 * fail A message was received which is not expected. 72 * fail A message was received which is not expected.

90 * @verdict 73 * @verdict

91 * inconc A guard timer expires. 74 * inconc A guard timer expires.

92 */ 75 */

93 function f main ctrl awaitingSubscription(charstring p serviceName) runs on BCastMainCompor 76 function f main ctrl awaitingSubscription(charstring p serviceName) runs on BCastMainCompor
94 vc_CTRL.start (f ctrl awaitingHttpSubscriptionIndication(p_serviceName)) ; 77 vc_CTRL.start (f ctrl awaitingHttpSubscriptionIndication(p_serviceName));
95 vc_CTRL.done; 78 vc_CTRL.done;

96 } 79 }

97 80

98 /** 81 /x*

99 * 82 *

100 * @desc 83 * @desc

101 * This function creates a test component and starts a function that 84 * This function creates a test component and starts a function that
102 * waits for a mms indication. 85 * waits for a mms indication.
103 * @param 86 * @param
104 * content the content which should be inside of the mms. 87 * content the content which should be inside of the mms.
105 * @verdict 88 * @verdict
106 * pass The indication was successfull received for the given 89 * pass The indication was successfull received for the given
107 * service. 90 * service.
108 * @verdict 91 * @verdict
109 * fail A message was received which is not expected. 92 * fail A message was received which is not expected.
110 * @verdict 93 * @verdict
111 * inconc A guard timer expires. 94 * inconc A guard timer expires.
112 */ 95 */
113 function f main ctrl awaitingMMS (charstring content) runs on BCastMainComponent { 96 function f main ctrl awaitingMMS (charstring content) runs on BCastMainComponent {
114 97
115 vc_CTRL.start (f ctrl awaitingMMS (content)); 98 vc_CTRL.start (f ctrl awaitingMMsS (content));
116 vc_CTRL.done; 99 vc_CTRL.done;
117 } 100 }
118 101
119 /** 102 /x*
120 * 103 *
121 * @desc 104 * @desc
122 * This function creates a test component and starts a function that 105 * This function creates a test component and starts a function that
123 * waits for a sms indication. 106 * waits for a sms indication.
124 * @param 107 * @param
125 * content the content which should be inside of the mms. 108 * content the content which should be inside of the mms.
126 * @verdict 109 * @verdict
127 * pass The indication was successfull received for the given 110 * pass The indication was successfull received for the given
128 * service. 111 * service.
129 * @verdict 112 * @verdict
130 * fail A message was received which is not expected. 113 * fail A message was received which is not expected.
131 * @verdict 114 * @verdict
132 * inconc A guard timer expires. 115 * inconc A guard timer expires.
133 */ 116 */
134 function f main ctrl awaitingSMS(charstring content) runs on BCastMainComponent { 117 function f main ctrl awaitingSMS (charstring content) runs on BCastMainComponent {
135 vc_CTRL.start (f ctrl awaitingSMS (content)); 118 vc_CTRL.start (f ctrl awaitingSMS (content));
136 vc_CTRL.done; 119 vc_CTRL.done;
137 } 120 }
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/**
*
* @desc
* This function creates a test component and starts a function that
* broadcasts a service guide over the flute protocol
* @param
* p_SGDU The ServiceGuideDeliveryUnit which should be
* broadcasted
* @param
* p_Encoding The encoding type for compression in case that the
* service guide should be compressed otherwhise this parameter
* should be omiited.
* @param
* p_FluteUpdateID The Flute Instance ID of the Flute Session
* @verdict
* pass in case the broadcast of the service guide was
* successful
* @verdict
* fail in case that the broadcast was not successful
* @verdict
* inconc in case of the timer runs out of time
*/

// CR (WK 34/2008): Flute Update Signalling
function f main ctrl broadcastServiceGuide (ServiceGuideDeliveryUnit p SGDU,
template charstring p Encoding,
UInt32 p FluteUpdateID) runs on BCastMainCompong
vc_CTRL.start (
f ctrl broadcastServiceGuide (
p_SGDU,
PX_SGDU_ID,
PX_SGDD_ID,
p_Encoding,
p_FluteUpdatelID)
)i
vc_CTRL.done;

/**
*
* @desc
* This functions expect a http post request in order to deliver
* the service guide over the interaction channel.
* @param
* p_SGDU The Service Guide Delivery Unit to send
* @verdict
* pass the service guide could successful delivered over the
* interaction channel
* @verdict
* fail the service fuide could not successful deflivered.
* @verdict
* incon the guard timer runs out of time.
*/

function f main ctrl ServiceGuideOnRequest (ServiceGuideDeliveryUnit p SGDU) runs on BCastM
vc_UTC.start (f_ut GetServiceGuide (PX SGDD ID));

vc_CTRL.start (
f ctrl ServiceGuideViaHttp (
p_SGDU,
PX_SGDU_ID,
PX_SGDD_ID));
vc_CTRL.done;

vc_UTC.done;

// change 1 (WK18): for content protection tests
/**

*

* @desc
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~
*
*

@desc
This function creates a test component and starts a function that
broadcasts a service guide over the flute protocol
@param
p_SGDU The ServiceGuideDeliveryUnit which should be
broadcasted
@param
p_Encoding The encoding type for compression in case that the
service guide should be compressed otherwhise this parameter
should be omiited.
@param
p_FluteUpdateID The Flute Instance ID of the Flute Session
@verdict
pass in case the broadcast of the service guide was
successful
@verdict
fail in case that the broadcast was not successful
@verdict
inconc in case of the timer runs out of time

L I S A I N . S S S N S S N S S S

/

// CR (WK 34/2008): Flute Update Signalling

function f main ctrl broadcastServiceGuide (ServiceGuideDeliveryUnit p_SGDU,
template charstring p_Encoding,

Seite 3

UInt32 p FluteUpdateID) runs on BCastMainCompong

vc_CTRL.start (
f ctrl broadcastServiceGuide (

p_SGDU,
PX_SGDU_1ID,
PX_SGDD_ID,
p_Encoding,
p_FluteUpdatelD)

)i

vc_CTRL.done;

/‘k*
*
* @desc
* This functions expect a http post request in order to deliver
* the service guide over the interaction channel.
* @param
* p_SGDU The Service Guide Delivery Unit to send
* @verdict
* pass the service guide could successful delivered over the
* interaction channel
* @verdict
* fail the service fuide could not successful deflivered.
* @verdict
* incon the guard timer runs out of time.
*/

function f main ctrl ServiceGuideOnRequest (ServiceGuideDeliveryUnit p SGDU)
vc_UTC.start (f_ut GetServiceGuide (PX SGDD_1ID));

vc_CTRL.start (
f ctrl ServiceGuideViaHttp (
p_SGDU,
PX_SGDU_1ID,
PX_SGDD_ID));
vc_CTRL.done;

vc_UTC.done;

// change 1 (WK18): for content protection tests
/‘k*

*

* @desc

runs on BCastMg
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209 * This function starts a BSF Server including a HTTP Digest challenge. 192 * This function starts a BSF Server including a HTTP Digest challenge.

210 * The server is implemented as parallel component. 193 * The server is implemented as parallel component.

211 * @verdict 194 * @verdict

212 * pass HTTP Digest (client response value matches XRES) challenge is successful. 195 * pass HTTP Digest (client response value matches XRES) challenge is successful.

213 * @verdict 196 * @verdict

214 * fail client response value does not match XRES 197 * fail client response value does not match XRES

215 * @verdict 198 * @verdict

216 * incon the guard timer runs out of time. 199 * incon the guard timer runs out of time.

217 */ 200 */

218 function f main ctrl GBA U Bootstrapping(boolean p isParallelComponent) runs on BCastMainC 201 function £ main ctrl GBA U Bootstrapping(boolean p isParallelComponent) runs on BCastMainC

219 vc_BSF.start (BSF_ServerSimulation(p_isParallelComponent)); 202 vc_BSF.start (BSF_ServerSimulation(p_isParallelComponent)) ;

220 if (not p_isParallelComponent) { 203 if (not p isParallelComponent) {

221 vc_BSF.done; 204 vc_BSF.done;

222 } 205 }

223 } 206 }

224 207

225 // change 1 (WK23): Service Request extensions for content protection tests <> 208 // change 1 (WK18): for content protection tests

226 /** = 209 /x*

227 * @desc 210 * @desc

228 * This function starts a BSM Server including a HTTP Digest challenge. 211 * This function starts a BSM Server including a HTTP Digest challenge.

229 * (The server could be implemented as parallel component.) 212 * (The server could be implemented as parallel component.)

230 * @verdict 213 * @verdict

231 * pass HTTP Digest (client response value matches XRES) challenge is successful. 214 * pass HTTP Digest (client response value matches XRES) challenge is successful.

232 * @verdict 215 * @verdict

233 * fail client response value does not match XRES 216 * fail client response value does not match XRES

234 * @verdict 217 * @verdict

235 * incon the guard timer runs out of time. 218 * incon the guard timer runs out of time.

236 */ 219 */

237 function f main_crtl BSM Procedures (boolean p_activateUserServiceRegistration, boolean p_Ug <> 220 function f main crtl MBMS User Service Procedure (boolean p_isParallelComponent) runs on BCj

238 if (p_activateUserServiceRegistration or p_activateServiceRequest) { 221 vc_BSM.start (MBMS User Service Registration ServerSimulation(p isParallelComponent

239 vc BSM.start (BSM ServerSimulation (p activateUserServiceRegistration, p Usrj

240 if ((not p UsrActAsParallelComponent) or (not p SrActAsParallelComponent))

241 vc_BSM.done;

242 }

243 }

244 }

245

246 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf

247 A

248 * @desc This function sets the protection key id in the BSM component.

249 * @param p protectionKeyId 222 if (not p_isParallelComponent) {

250 * @verdict

251 =/

252 function f main crtl SetProtectionKeyId(hexstring p protectionKeyId) runs on BCastMainComp

253 vc_BSM.start (f _bsm setProtectionKeylId(p_protectionKeyId));

254 vc_BSM.done; 223 vc_BSM.done;

255 }

256

257 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf

258 A

259 * @desc Sets the B-TID in the BSM and BSF component.

260 =/

261 function f main crtl SetBootstrappingTransactionId(charstring p btid) runs on BCastMainComy

262 vc_BSM.start (f bsm setBtid(p _btid));

263 vc_BSM.done;

264 vc_BSF.start (f _bsf setBtid(p _btid));

265 vc_BSF.done;

266 }

267

268 //change 2 (WK23): GBA authentication/authorization extensions for content protection test

269 A

270 * @desc This method generates the KS (ext/int) NAF and sets this keys the in BSM and BSF

271 * @return the KS_ (ext) NAF or KS_ (int) NAF depending on the GBA type.

272 * @verdict

273 =/

274 function f main crtl InitProtectionKeysAndValues () runs on BCastMainComponent return octet

275 var octetstring ks_ext NAF;

276 var octetstring ks_int NAF;

2717 vc_BSF.start (f bsf init (ks _ext NAF, ks _int NAF));

278 vc_BSF.done;

279 vc_BSM.start (f_bsm setProtectionKeysAndValues (ks ext NAF));
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280 vc_BSM.done;

281

282 if (PX GBA == e gba u) {

283 // if UICC supports MBMS as well

284 return ks_int NAF;

285 // TODO implements 'else if' for support of MBMS

286 } = 224 }

287 else { +-—

288 // GBA_ME case: returns ks NAF (equal to ke ext NAF)

289 return ks_ext NAF;

290 }

291

292 }

293

294 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving ...)

295 A

296 * @desc This function sends any MIKEY message via UDP.

297 * @param p mikeyMessage

298 * @verdict

299 =/

300 function f main crtl sendMikey(MikeyMessage p _mikeyMessage) runs on BCastMainComponent ({

301 vc_Mikey.start (f send MikeyMessage (p_mikeyMessage)) ;

302 vc_Mikey.done;

303 }

304

305 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving ...)

306 A

307 * @desc This function sends any MIKEY message to a multicast IP address.

308 * @param p mikeyMessage

309 * @verdict

310 =/

311 function f main crtl broadcastMikey (MikeyMessage p mikeyMessage) runs on BCastMainComponenf

312 vc_Mikey.start (f broadcast MikeyMessage (p_mikeyMessage)) ;

313 vc_Mikey.done;

314 } = 225 }

315 } 226 }

316 227

317 group bcastDataMainFunctions { 228 group bcastDataMainFunctions {

318 // CR (WK 34/2008): Flute Update Signalling 229 // CR (WK 34/2008): Flute Update Signalling

319 /** 230 /x*

320 * 231 *

321 * @desc This function triger the file server to deliver files to the terminal. 232 * @desc This function triger the file server to deliver files to the terminal.

322 * @param p TransferId the transfer id 233 * @param p_TransferId the transfer id

323 * @param p FluteUpdateID The Flute Instance ID of the Flute Session. 234 * @param p_FluteUpdateID The Flute Instance ID of the Flute Session.

324 * @param p Sdp the used sdp 235 * @param p_Sdp the used sdp

325 * @param p FileList the list of files which should delivered to the terminal 236 * @param p FileList the list of files which should delivered to the terminal

326 * @verdict 237 * @verdict

327 * pass In case that the file transfer request was successful 238 * pass In case that the file transfer request was successful

328 * @verdict 239 * @verdict

329 * fail A wrong message was received. 240 * fail A wrong message was received.

330 * @verdict 241 * @verdict

331 * inconc A guard timer expires. 242 * inconc A guard timer expires.

332 */ 243 */

333 function f main data startFileTransfer (UInt p TransferId, 244 function f main data startFileTransfer (UInt p_ TransferId,

334 UInt32 p FluteUpdatelD, 245 UInt32 p FluteUpdatelID,

335 charstring p_Sdp, 246 charstring p_Sdp,

336 TransferFileList p FileList) runs on BCastMainCompoj 247 TransferFileList p FileList) runs on BCastMainCompor

337 vc DATA.start (f data startFileTransfer(p TransferId, p FluteUpdateID, p Sdp, p Fi] 248 vc DATA.start (f data startFileTransfer(p TransferId, p FluteUpdatelID, p Sdp, p_ Fi!

338 vc_DATA.done; 249 vc_DATA.done;

339 } 250 }

340 251

341 /** 252 /x*

342 * 253 *

343 * @desc This function triggers the file server to stop a file transfer operation 254 * @desc This function triggers the file server to stop a file transfer operation

344 * @param p TransferId the id of the transfer to be stopped 255 * @param p_ TransferId the id of the transfer to be stopped

345 * @verdict 256 * @verdict

346 * pass in case that the stop streaming request was successful 257 * pass in case that the stop streaming request was successful

347 * @verdict 258 * @verdict

348 * fail A wrong message was received. 259 * fail A wrong message was received.

349 * @verdict 260 * @verdict

350 * inconc A guard timer expires. 261 * inconc A guard timer expires.
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351 */ 262 */

352 function f main data stopFileTransfer (UInt p TransferId) runs on BCastMainComponent { 263 function f main data stopFileTransfer (UInt p TransferId) runs on BCastMainComponent {

353 vc_DATA.start (f data stopFileTransfer (p_TransferId)); 264 vc_DATA.start (f data stopFileTransfer (p_TransferId));

354 vc_DATA.done; 265 vc_DATA.done;

355 } 266 }

356 267

357 // change 14 (WK18): dynamic setting of destination IP 268 // change 14 (WK18): dynamic setting of destination IP

358 /** 269 /x*

359 * 270 *

360 * @desc This function triggers the streaming server to stream a file. 271 * @desc This function triggers the streaming server to stream a file.

361 * @param p_ StreamId The stream id 272 * @param p_StreamId The stream id

362 * @param p ContentList The list of files which should be streamed 273 * @param p_ContentList The list of files which should be streamed

363 * @param p SDP The used SDP 274 * @param p_SDP The used SDP

364 * @param p DstIp The destination IP address 275 * @param p DstIp The destination IP address

365 * @verdict 276 * @verdict

366 * pass In case that the streaming request was successful 277 * pass In case that the streaming request was successful

367 * @verdict 278 * @verdict

368 * fail A wrong message was received. 279 * fail A wrong message was received.

369 * @verdict 280 * @verdict

370 * inconc A guard timer expires. 281 * inconc A guard timer expires.

371 */ 282 */

372 function f main data startStreamingFile ( 283 function f main _data_startStreamingFile (

373 UInt p Streamld, 284 UInt p StreamId,

374 charstring p_FileName, 285 charstring p_ FileName,

375 charstring p_SDP, 286 charstring p_ SDP,

376 charstring p_DstIP) runs on BCastMainComponent { 287 charstring p DstIP) runs on BCastMainComponent {

377 vc_DATA.start (f data startStreaming(p_StreamlId, p FileName, p SDP, p DstIP)); 288 vc_DATA.start (f data startStreaming(p StreamId, p FileName, p SDP, p DstIP));

378 vc_DATA.done; 289 vc_DATA.done;

379 } 290 }

380 291

381 /** 292 /x*

382 * 293 *

383 * @desc This function trigger the streaming server to stop the streaming of a file 294 * @desc This function trigger the streaming server to stop the streaming of a file

384 * @param p StreamId the id of the stream which should stopped 295 * @param p_StreamId the id of the stream which should stopped

385 * @verdict 296 * @verdict

386 * pass in case that the stop streaming request was successful 297 * pass in case that the stop streaming request was successful

387 * @verdict 298 * @verdict

388 * fail A wrong message was received. 299 * fail A wrong message was received.

389 * @verdict 300 * @verdict

390 * inconc A guard timer expires. 301 * inconc A guard timer expires.

391 */ 302 */

392 function f main data stopStreaming (UInt p_ StreamId) runs on BCastMainComponent { 303 function f main data stopStreaming (UInt p StreamId) runs on BCastMainComponent {

393 vc_DATA.start (f data stopStreaming(p Streamld)) ; 304 vc_DATA.start (f data stopStreaming(p Streamld));

394 vc_DATA.done; 305 vc_DATA.done;

395 } 306 }

396 +-

397 // change 3 (WK34): Service Protection: secure streaming service

398 A

399 @

400 * @desc This function triggers the secure streaming server to stream a file.

401 * @param p StreamId The stream id

402 * @param p ContentList The list of files which should be streamed

403 * @param p SDP The used SDP

404 * @param p DstIp The destination IP address

405 * @verdict

406 * pass In case that the streaming request was successful

407 * @verdict

408 * fail A wrong message was received.

409 * @verdict

410 * inconc A guard timer expires.

411 =/

412 function f main data secure startStreamingFile (UInt p StreamlId, charstring p FileName, chaj

413 vc_DATA.start (f data startStreaming(p Streamld, p FileName, p SDP, PX SRC IP));

414 vc_DATA.done;

415 // encrypting service streams out the content

416 vc_DATA.start (f data secure startStreaming(p DstIP, p_ssrc));

417 vc_DATA.done;

418 }

419

420 // change 3 (WK34): Service Protection: secure streaming service

421 A
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422 R

423 * @desc This function triggers the sceure streaming server to stop the streaming of a filgq

424 * @param p StreamId the id of the stream which should stopped

425 * @verdict

426 * pass in case that the stop streaming request was successful

427 * @verdict

428 * fail A wrong message was received.

429 * @verdict

430 * inconc A guard timer expires.

431 =/

432 function f main data secure stopStreaming (UInt p StreamId) runs on BCastMainComponent {

433 vc_DATA.start (f data secure stopStreaming());

434 vc_DATA.done;

435 vc_DATA.start (f data stopStreaming(p_StreamId));

436 vc_DATA.done;

437 }

438

439 function f main data secure setKeys(in ListOfSTKMKeys p keys) runs on BCastMainComponent {

440 vc DATA.start (f_data secure setKeys (p_keys));

441 vc_DATA.done;

442 }

443

444 function f main data secure activateKey(in SecureStreamingKey p key2Activate, in integer p|

445 vc_DATA.start (f data secure activateKey(p_key2Activate, p keyNumberInList));

446 vc_DATA.done;

447 }

448 } = 307 }

449 308

450 group upperTesterMainFunctions { 309 group upperTesterMainFunctions {

451 310

452 /** 311 /x*

453 * 312 *

454 * @desc 313 * @desc

455 * This function creates a test component and starts a function that 314 * This function creates a test component and starts a function that

456 * sends a select language request from the upper tester component. 315 * sends a select language request from the upper tester component.

457 * @param 316 * @param

458 * p_langType the language type (audio or text) 317 * p_langType the language type (audio or text)

459 * @param 318 * @param

460 * p_langId the country id for the specific language 319 * p_langld the country id for the specific language

461 * @verdict 320 * @verdict

462 * pass The request was successful 321 * pass The request was successful

463 * @verdict 322 * @verdict

464 * fail A wrong message was received 323 * fail A wrong message was received

465 * @verdict 324 * @verdict

466 * inconc A guard timer expires 325 * inconc A guard timer expires

467 */ 326 */

468 function f main ut SelectLanguage (LibBCast UpperTesterPrimitives TypesAndValues.LanguageTyjf 327 function f main ut SelectLanguage (LibBCast UpperTesterPrimitives TypesAndValues.LanguageTyy

469 328

470 vc_UTC.start (f_ut sendSelectLanguageRequest (p_langType, p_langId)); 329 vc_UTC.start (f_ut sendSelectLanguageRequest (p_langType, p_langId));

471 vc_UTC.done; 330 vc_UTC.done;

472 331

473 } 332 }

474 333

475 /** 334 /x*

476 * 335 *

477 * @desc 336 * @desc

478 * This function creates a test component and starts a function that 337 * This function creates a test component and starts a function that

479 * sends an update service guide request from the upper tester component. 338 * sends an update service guide request from the upper tester component.

480 * @verdict 339 * @verdict

481 * pass The request was successful 340 * pass The request was successful

482 * @verdict 341 * @verdict

483 * fail A wrong message was received 342 * fail A wrong message was received

484 * @verdict 343 * @verdict

485 * inconc A guard timer expires 344 * inconc A guard timer expires

486 */ 345 */

487 function f main ut UpdateServiceGuide() runs on BCastMainComponent { 346 function f main ut UpdateServiceGuide () runs on BCastMainComponent {

488 vc_UTC.start (f ut sendUpdateServiceGuideRequest()); 347 vc_UTC.start (f ut sendUpdateServiceGuideRequest());

489 vc_UTC.done; 348 vc_UTC.done;

490 349

491 } 350 }

492 351
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493

494 /**

495 *

496 * @desc

497 * This function creates a test component and starts a function that
498 * sends a power on request from the upper tester component

499 * @verdict

500 * pass The request was successful

501 * @verdict

502 * fail A wrong message was received

503 * @verdict

504 * inconc A guard timer expires

505 */

506 function f main ut PowerOn() runs on BCastMainComponent {

507 vc_UTC.start (f_ut sendPowerOnRequest()) ;

508 vc_UTC.done;

509 }

510

511 /**

512 *

513 * @desc

514 * This function creates a test component and starts a function that
515 * sends a power off request from the upper tester component
516 * @verdict

517 * pass The request was successful

518 * @verdict

519 * fail A wrong message was received

520 * @verdict

521 * inconc A guard timer expires

522 */

523 function f main ut PowerOff () runs on BCastMainComponent {

524 vc_UTC.start (f_ut sendPowerOffRequest());

525 vc_UTC.done;

526 }

527

528 Vi

529 *

530 * @desc

531 * This function creates a test component and starts a function that
532 * sends a run BCAST application request from the upper tester component
533 * @verdict

534 * pass The request was successful

535 * @verdict

536 * fail A wrong message was received

537 * @verdict

538 * inconc A guard timer expires

539 */

540 function f main ut RunBCastApplication() runs on BCastMainComponent ({
541 vc_UTC.start (f_ut RunBCastApplication());

542 vc_UTC.done;

543 }

544

545

546 Vi

547 *

548 * @desc

549 * This function creates a test component and starts a function that
550 * sends a clear service guide cache request from the upper

551 * tester component.

552 * @verdict

553 * pass in case the clear service guide cache request was

554 * successful.

555 * @verdict

556 * inconc case that the request was not successful or the timer
557 * runs out of time.

558 */

559 function f main ut ClearServiceGuide() runs on BCastMainComponent {
560 vc_UTC.start (f ut ClearServiceGuideCache());

561 vc_UTC.done;

562

563 }
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/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a power on request from the upper tester component
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut PowerOn () runs on BCastMainComponent {
vc_UTC.start (f_ut sendPowerOnRequest());
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a power off request from the upper tester component
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut PowerOff () runs on BCastMainComponent {
vc_UTC.start (f_ut sendPowerOffRequest());
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a run BCAST application request from the upper tester component
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut RunBCastApplication() runs on BCastMainComponent {
vc_UTC.start (f ut RunBCastApplication());
vc_UTC.done;

/‘k*
*
* @desc
* This function creates a test component and starts a function that
* sends a clear service guide cache request from the upper
* tester component.
* @verdict
* pass in case the clear service guide cache request was
* successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/
function f main ut ClearServiceGuide() runs on BCastMainComponent {

vc_UTC.start (f ut ClearServiceGuideCache());
vc_UTC.done;
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/**
*
* @desc
* This function creates a test component and starts a function that
* sends a service check request from the upper tester component and expects
* a success response back.
* @param
* p_content The name of the content displayed to the user, e.g., program 1
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/

function f main ut CheckService(charstring p content) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckService(p_content));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a Use Service Request from the upper tester component and expects a
* success response back.
* @param
* p_service The name of the service to be used (e.g., viewed) by
* the user, e.g., TV Channel 1
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/

function f main ut UseService(charstring p service) runs on BCastMainComponent {
vc_UTC.start (f_ut UseService (p_service));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a Get Service Guide Request from the upper tester component and expects a
* success response back.
* @param
* p_ServiceGuideIdentifier The name of the service guide to retrieved
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/

function f main ut GetServiceGuide (charstring p ServiceGuideIdentifier) runs on BCastMainC
vc_UTC.start (f_ut GetServiceGuide( p ServiceGuideIdentifier));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function thatsends a select sery
* upper tester.
* @param
* p_service The name of the service to be selected by the user, e.g., TV Channel 1
* @verdict
* pass The request was successful
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/**
*
* @desc
* This function creates a test component and starts a function that
* sends a service check request from the upper tester component and expects
* a success response back.
* @param
* p_content The name of the content displayed to the user, e.g., program 1
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/

function f main ut CheckService(charstring p_content) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckService (p_content));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a Use Service Request from the upper tester component and expects a
* success response back.
* @param
* p_service The name of the service to be used (e.g., viewed) by
* the user, e.g., TV Channel 1
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*

/

function f main ut UseService(charstring p service) runs on BCastMainComponent {
vc_UTC.start (f_ut UseService(p_service));

vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a Get Service Guide Request from the upper tester component and expects a
* success response back.
* @param
* p_ServiceGuideldentifier The name of the service guide to retrieved
* @verdict
* pass in case service check request was successful.
* @verdict
* inconc case that the request was not successful or the timer
* runs out of time.
*/

function f main ut GetServiceGuide (charstring p ServiceGuideldentifier) runs on BCastMainC
vc_UTC.start (f_ut GetServiceGuide( p ServiceGuideIdentifier));
vc_UTC.done;

~
*
*

@desc
This function creates a test component and starts a function thatsends a select sery
upper tester.
@param
p_service The name of the service to be selected by the user, e.g., TV Channel 1
@verdict
pass The request was successful

L I R
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* @verdict

* fail A wrong message was received
* @verdict

* inconc A guard timer expires

*/

function f main ut SelectService(charstring p_service) runs on BCastMainComponent {
vc_UTC.start (f_ut SelectService(p_service));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check content request from the upper tester component.
* @param
* p_content The name of the content displayed to the user
* @param
* p_start Start of broadcasting of content displayed to the
* user, e.g., Program 1
* @param
* p_end End of broadcasting of content displayed to the user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckContent (charstring p content, template DateTime p start, template ]
vc_UTC.start (f _ut CheckContent (p_content, p start, p _end));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check interactivity request from the upper tester component.
* @param
* p_interactivity Name of the interactivity displayed to the user, e.g., vote
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckInteractivity(charstring p interactivity) runs on BCastMainComponer
vc_UTC.start (f_ut ChecklInteractivity(p interactivity));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a select interactivity request from the upper tester component.
* @param
* p_interactivity Name of the interactivity to be selected to the user, e.g., vote
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut SelectInteractivity(charstring p interactivity) runs on BCastMainCompong
vc_UTC.start (f_ut SelectInteractivity(p_interactivity));
vc_UTC.done;
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* @verdict

* fail A wrong message was received

* @verdict

* inconc A guard timer expires

*/

function f main ut SelectService(charstring p_service) runs on BCastMainComponent {
vc_UTC.start (f_ut SelectService(p_service));
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check content request from the upper tester component.
* @param
* p_content The name of the content displayed to the user
* @param
* p_start Start of broadcasting of content displayed to the
* user, e.g., Program 1
* @param
* p_end End of broadcasting of content displayed to the user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckContent (charstring p content, template DateTime p start, template ]
vc_UTC.start (f_ut CheckContent (p_content, p start, p_end));
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check interactivity request from the upper tester component.
* @param
* p_interactivity Name of the interactivity displayed to the user, e.g., vote
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckInteractivity(charstring p interactivity) runs on BCastMainComponerp
vc_UTC.start (f_ut CheckInteractivity(p interactivity));
vc_UTC.done;

~
*
*

@desc
This function creates a test component and starts a function that
sends a select interactivity request from the upper tester component.
@param
p_interactivity Name of the interactivity to be selected to the user, e.g., vote
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

L . S T . R N S

/

function f main ut SelectInteractivity(charstring p interactivity) runs on BCastMainCompong
vc_UTC.start (f_ut SelectInteractivity(p_interactivity));

vc_UTC.done;
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}

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check interactivity choices request from the upper tester component.
* @param
* p_choices Name of the interactivity choices displayed to the
* user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckInteractivityChoices (LanguageStringList p ChoiceTexts) runs on BCajg
vc_UTC.start (f_ut CheckInteractivityChoice (p ChoiceTexts));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a select interactivity coice request to
* the upper tester.
* @param
* p_choice Name of the interactivity choice to be selected by the
* user, e.g., choice a
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut SelectInteractivityChoice(charstring p choice) runs on BCastMainComponer
vc_UTC.start (f_ut SelectInteractivityChoice(p_choice));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check audio language request from the upper tester component.
* @param
* p_content The identifer of the content displayed to the user, e.g., Program 1
* @param
* p_type Type of language setting to be changed by the user
* @param
* p_lang Language that the user shall hear
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckLanguage (charstring p content, LibBCast UpperTesterPrimitives Typej
vc_UTC.start (f_ut CheckLanguage (p_content, p_type, p lang));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check browser request from the upper tester component.
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/‘k*
*
* @desc
* This function creates a test component and starts a function that
* sends a check interactivity choices request from the upper tester component.
* @param
* p_choices Name of the interactivity choices displayed to the
* user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckInteractivityChoices (LanguageStringList p ChoiceTexts) runs on BCag
vc_UTC.start (f_ut CheckInteractivityChoice (p ChoiceTexts)) ;
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a select interactivity coice request to
* the upper tester.
* @param
* p_choice Name of the interactivity choice to be selected by the
* user, e.g., choice a
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*

/

function f main ut SelectInteractivityChoice(charstring p choice) runs on BCastMainComponerp
vc_UTC.start (f_ut SelectInteractivityChoice (p_choice));

vc_UTC.done;

/‘k*
*
* @desc
* This function creates a test component and starts a function that
* sends a check audio language request from the upper tester component.
* @param
* p_content The identifer of the content displayed to the user, e.g., Program 1
* @param
* p_type Type of language setting to be changed by the user
* @param
* p_lang Language that the user shall hear
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckLanguage (charstring p content, LibBCast UpperTesterPrimitives Typeg
vc_UTC.start (f_ut CheckLanguage (p_content, p type, p_lang));
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check browser request from the upper tester component.
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*
*
*
*
*
*
*
*

*

*/

@param
p_xhtml Reference or description of the content of the xhtml
file to be displayed to the user
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

function f main ut CheckBrowser (charstring p xhtml) runs on BCastMainComponent {

*

*

*/

vc_UTC.start (f_ut CheckBrowser (p_xhtml)) ;
vc_UTC.done;

@desc
This function creates a test component and starts a function that
sends a check preview request from the upper tester component.
@param
p_data Reference to icon or text to be displayed to the user, e.g., TV Channel logo
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

function f main ut CheckPreview(charstring p_data) runs on BCastMainComponent {

*

*

*/

vc_UTC.start (f_ut CheckPreview(p data));
vc_UTC.done;

@desc
This function creates a test component and starts a function that
sends a select file request from the upper tester component.
@param
p_file File name to be selected by the user, e.g., foo.c
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

function f main ut SelectFile(charstring p file) runs on BCastMainComponent {

*

*

*/

vc_UTC.start (f_ut SelectFile(p file));
vc_UTC.done;

@desc
This function creates a test component and starts a function that
sends a check file request from the upper tester component.
@param
p_file Reference to file name or description of its content
to be displayed to the user, e.g., foo.c
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

function f main ut CheckFile(charstring p_file) runs on BCastMainComponent {

vc_UTC.start (f_ut CheckFile(p file));
vc_UTC.done;
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* @param
* p_xhtml Reference or description of the content of the xhtml
* file to be displayed to the user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/
function f main ut CheckBrowser (charstring p_xhtml) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckBrowser (p_xhtml)) ;
vc_UTC.done;
}
/‘k*
*
* @desc
* This function creates a test component and starts a function that
* sends a check preview request from the upper tester component.
* @param
* p_data Reference to icon or text to be displayed to the user, e.g., TV Channel logo
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckPreview(charstring p_data) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckPreview(p_data));
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a select file request from the upper tester component.
* @param
* p_file File name to be selected by the user, e.g., foo.c
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut SelectFile(charstring p file) runs on BCastMainComponent {
vc_UTC.start (f_ut SelectFile(p file));
vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check file request from the upper tester component.
* @param
* p_file Reference to file name or description of its content
* to be displayed to the user, e.g., foo.c
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*

/
function f main ut CheckFile(charstring p file) runs on BCastMainComponent {
vc_UTC.start (f ut CheckFile(p_file));
vc_UTC.done;
B Beyond Compare 2.5.2




14.10.2008 16:13:52

Datei: AtsBCast_Main_Functions.ttcn (Fortsetzung)

848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918

}

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check file received request from the upper tester component.
* @param
* p_file File name or description of its content that is to be received
* by the user, e.g., foo.c
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckFileReceived(charstring p file) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckFileReceived(p file));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check video request from the upper tester component.
* @param
* p_video Reference to video name or description of its content
* to be displayed to the user, e.g., starwars
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckVideo(charstring p video) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckVideo (p video));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a check purchase info request from the upper tester component.
* @param
* p_info The purchase info content to be displayed to the user
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*/

function f main ut CheckPurchaseInfo(charstring p info) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckPurchaseInfo(p_info));
vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a purchase service request from the upper tester component.
* @param
* p_service The name of the service to be purchased by the user, e.g., TV Channel 1
* @verdict
* pass The request was successful

* @verdict
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/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check file received request from the upper tester component.
* @param
* p_file File name or description of its content that is to be received
* by the user, e.g., foo.c
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*

/

function f main ut CheckFileReceived(charstring p file) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckFileReceived(p file));

vc_UTC.done;

/‘k‘k
*
* @desc
* This function creates a test component and starts a function that
* sends a check video request from the upper tester component.
* @param
* p_video Reference to video name or description of its content
* to be displayed to the user, e.g., starwars
* @verdict
* pass The request was successful
* @verdict
* fail A wrong message was received
* @verdict
* inconc A guard timer expires
*

/

function f main ut CheckVideo(charstring p video) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckVideo (p_video)) ;

vc_UTC.done;

~
*
*

@desc
This function creates a test component and starts a function that
sends a check purchase info request from the upper tester component.
@param
p_info The purchase info content to be displayed to the user
@verdict
pass The request was successful
@verdict
fail A wrong message was received
@verdict
inconc A guard timer expires

L R S T A . S N S

/

function f main ut CheckPurchaselInfo(charstring p_info) runs on BCastMainComponent {
vc_UTC.start (f_ut CheckPurchaseInfo(p _info));

vc_UTC.done;

/**
*
* @desc
* This function creates a test component and starts a function that
* sends a purchase service request from the upper tester component.
* @param
* p_service The name of the service to be purchased by the user, e.g., TV Channel 1
* @verdict
* pass The request was successful
* @verdict
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* fail A wrong message was received
* @verdict

* inconc A guard timer expires

*/

function f main ut PurchaseService (charstring p_service)
vc_UTC.start (f_ut CheckPurchaseInfo (p service));
vc_UTC.done;

runs on BCastMainComponent

{
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* fail A wrong message was received
* @verdict

* inconc A guard timer expires

*/

function f main ut PurchaseService (charstring p service)
vc_UTC.start (f_ut CheckPurchaseInfo(p service));
vc_UTC.done;
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runs on BCastMainComponent {
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l /* * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies ATS specific module parameters and their default values 8 * This module specifies ATS specific module parameters and their default values
9 * which can be still modified in their value as late as just prior to 9 * which can be still modified in their value as late as just prior to
10 * test case execution. The parameters in this file OMA BCAST specific. 10 * test case execution. The parameters in this file OMA BCAST specific.
11 * Module parameters realize so called PIXIT. 11 * Module parameters realize so called PIXIT.

12 */ 12 */

13 |module AtsBCast ModuleParameters { 13 |module AtsBCast ModuleParameters {

14 import from LibBCast UpperTesterPrimitives TypesAndValues all; 14 import from LibBCast UpperTesterPrimitives TypesAndValues all;

15 import from LibCommon TextStrings { 15 import from LibCommon TextStrings {

16 const c_CRLF 16 const c_CRLF

17 } 17 }

18 // change 1 (WK18): for content protection tests 18 // change 1 (WK18): for content protection tests

19 // hint: for GBS authentication parameter 19 // hint: for GBS authentication parameter
20 import from LibCommon DataStrings { 20 import from LibCommon DataStrings {
21 group bitStringSubTypes 21 group bitStringSubTypes
22 } 22 }
23 23
24 import from LibCommon DataStrings Extended { 24 import from LibCommon DataStrings Extended {
25 group hexStringSubTypes 25 group hexStringSubTypes
26 } 26 }
27 // change 2 (WK23): GBA authentication/authorization extensions for content protection tests +-
28 import from LibCommon GBA BSF TypesAndValues {
29 group GBA
30 }
31 = 27
32 group testCaseSelectionSwitches { 28 group testCaseSelectionSwitches {
33 /** 29 /x*
34 * 30 *
35 * @desc Specifies to execute all the BCAST test cases 31 * @desc Specifies to execute all the BCAST test cases
36 */ 32 */
37 modulepar boolean PX ALL TCS := true; 33 modulepar boolean PX_ALL TCS := true;
38 34
39 /** 35 /x*
40 * 36 *
41 * @desc Specifies to execute all the Service Provisioning test cases 37 * @desc Specifies to execute all the Service Provisioning test cases
42 */ 38 */
43 modulepar boolean PX ALL SP TCS := false; 39 modulepar boolean PX ALL SP_TCS := false;
44 40
45 /** 41 /x*
46 * 42 *
47 * @desc Specifies to execute all the Service Guide test cases 43 * @desc Specifies to execute all the Service Guide test cases
48 */ 44 */
49 modulepar boolean PX ALL SG_TCS := false; 45 modulepar boolean PX ALL SG TCS := false;
50 46
51 /** 47 VA
52 * 48 *
53 * @desc Specifies to execute all the File and Stream Distribution test cases 49 * @desc Specifies to execute all the File and Stream Distribution test cases
54 */ 50 */
55 modulepar boolean PX ALL FD TCS := false; 51 modulepar boolean PX ALL FD TCS := false;
56 52
57 /** 53 /x*
58 * 54 *
59 * @desc Specifies all Service Interactcion test cases 55 * @desc Specifies all Service Interactcion test cases

60 */ 56 */

61 modulepar boolean PX ALL SI _TCS := false; 57 modulepar boolean PX ALL SI TCS := false;

62 58

63 /** 59 /x*

64 * 60 *

65 * @desc Specifies to execute all the Content Protection test cases 61 * @desc Specifies to execute all the Content Protection test cases
66 */ 62 */

67 modulepar boolean PX ALL CP TCS := false; 63 modulepar boolean PX_ALL CP_TCS := false;

68 +-

69 // change 3 (WK34): Service Protection: secure streaming service
70 A
71 R
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72 * @desc Specifies to execute all the Service Protection test cases

73 =/

74 modulepar boolean PX ALL SProt TCS := false;

75 } // end group testCaseSelectionSwitches = 64 } // end group testCaseSelectionSwitches

76 65

77 group terminalUserApi { 66 group terminalUserApi {

78 67

79 /** 68 /x*

80 * 69 *

81 * @desc Indicates if BCAST application under test needs (manual) operator 70 * @desc Indicates if BCAST application under test needs (manual) operator

82 * interaction in order get service guide content displayed. If set to false 71 * interaction in order get service guide content displayed. If set to false

83 * the application is assumed to display the service guide automatically. 72 * the application is assumed to display the service guide automatically.

84 */ 73 */

85 modulepar boolean PX GET SG _DISPLAY MANUALLY := false; 74 modulepar boolean PX GET SG DISPLAY MANUALLY := false;

86 75

87 /** 76 /x*

88 * 77 *

89 * @desc Indicates if BCAST application under test needs (manual) operator 78 * @desc Indicates if BCAST application under test needs (manual) operator

90 * interaction in order get a service guide update displayed. If set to false 79 * interaction in order get a service guide update displayed. If set to false

91 * the application is assumed to display the service guide update automatically. 80 * the application is assumed to display the service guide update automatically.

92 */ 81 */

93 modulepar boolean PX GET SG UPDATE MANUALLY := false; 82 modulepar boolean PX GET SG UPDATE MANUALLY := false;

94 83

95 } // end group terminalUserApi 84 } // end group terminalUserApi

96 85

97 group ServiceGuideIds { 86 group ServiceGuideIds {

98 87

99 group ServiceFragment { 88 group ServiceFragment {

100 /** 89 /x*

101 * 90 *

102 * @desc 91 * @desc

103 * Specifies the globally unique URI for the Service fragment 92 * Specifies the globally unique URI for the Service fragment

104 */ 93 */

105 modulepar charstring PX SGDU_SERVICE ID := %94 modulepar charstring PX SGDU SERVICE ID :=

106 "bcast://bcast.testingtech.com/service/service id"; 95 "bcast://bcast.testingtech.com/service/service id";

107 96

108 } 97 }

109 98

110 group ContentFragment { 99 group ContentFragment {

111 /** 100 /x*

112 * 101 *

113 * @desc 102 * @desc

114 * Specifies the globally unigque URI for the Content fragment. 103 * Specifies the globally unique URI for the Content fragment.

115 */ 104 */

116 modulepar charstring PX SGDU_CONTENT ID PROG 1 := 105 modulepar charstring PX SGDU_CONTENT ID PROG 1 :=

117 "bcast://bcast.testingtech.com/content/content_id 1"; 106 "bcast://bcast.testingtech.com/content/content id 1";

118 107

119 /** 108 Ve

120 * 109 *

121 * @desc 110 * @desc

122 * Specifies the globally unigque URI for the Content fragment. 111 * Specifies the globally unique URI for the Content fragment.

123 */ 112 */

124 modulepar charstring PX SGDU_CONTENT ID PROG 2 := 113 modulepar charstring PX SGDU_CONTENT ID PROG 2 :=

125 "bcast://bcast.testingtech.com/content/content_id 2"; 114 "bcast://bcast.testingtech.com/content/content id 2";

126 115

127 } 116 }

128 117

129 group ScheduleFragment { 118 group ScheduleFragment {

130 /** 119 /x*

131 * 120 *

132 * @desc 121 * @desc

133 * Specifies the globally unigque URI for the Schedule fragment. 122 * Specifies the globally unique URI for the Schedule fragment.

134 */ 123 */

135 modulepar charstring PX SGDU SCHEDULE ID PROG 1 := 124 modulepar charstring PX SGDU SCHEDULE ID PROG 1 :=

136 "bcast://bcast.testingtech.com/schedule/schedule_id 1"; 125 "bcast://bcast.testingtech.com/schedule/schedule id 1";

137 126

138 /** 127 /x*

139 * 128 *

140 * @desc 129 * @desc

141 * Specifies the globally unigque URI for the Schedule fragment. 130 * Specifies the globally unique URI for the Schedule fragment.

142 */ 131 */
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modulepar charstring PX SGDU SCHEDULE ID PROG 2 :=
"bcast://bcast.testingtech.com/schedule/schedule_id 2";

group AccessFragment {

/**
*
* @desc
* Specifies the globally unique URI for the Access fragment
*/

modulepar charstring PX SGDU_ACCESS ID PROG_ 1 :=
"bcast://bcast.testingtech.com/access/access_id 1";

/**
*
* @desc
* Specifies the globally unique URI for the Access fragment
*/

modulepar charstring PX SGDU_ACCESS ID PROG 2 :=
"bcast://bcast.testingtech.com/access/access_id 2";

group PreviewDataFragment {

/**
*
* @desc
* Specifies the globally unique URI for the PreviewData fragment
*/

modulepar charstring PX SGDU_PREVIEW DATA ID :=
"bcast://bcast.testingtech.com/previewData/previewData_id 1";

group PurchaselItemFragment {

/**
*
* @desc
* Specifies the globally unique URI for the Purchaseltem fragment
*/

modulepar charstring PX SGDU_PURCHASE ITEM ID :=
"bcast://bcast.testingtech.com/purchaseltem/purchaseltem id 1";

group PurchaseDataFragment {

/**
*
* @desc
* Specifies the globally unique URI for the PurchaseData fragment
*/

modulepar charstring PX SGDU_PURCHASE DATA ID :=
"bcast://bcast.testingtech.com/purchaseData/purchaseData_id 1";

group PurchaseChannelFragment {

/**
*
* @desc
* Specifies the globally unigque URI for the PurchaseChannel fragment
*/

modulepar charstring PX SGDU_ PURCHASE CHANNEL ID :=
"bcast://bcast.testingtech.com/purchaseChannel/purchaseChannel id 1";

group InteractivityDataFragment {

/**
*
* @desc
* Specifies the globally unigque URI for the Interactivity fragment
*/

modulepar charstring PX SGDU_INTERACTIVITY DATA ID :=

"bacast://bcast.testingtech.com/interactivityData/interactivityData id 1";
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modulepar charstring PX SGDU SCHEDULE ID PROG 2 :=
"bcast://bcast.testingtech.com/schedule/schedule_id 2";

group AccessFragment {

/‘k*
*
* @desc
* Specifies the globally unique URI for the Access fragment
*/

modulepar charstring PX SGDU_ACCESS ID PROG 1 :=
"bcast://bcast.testingtech.com/access/access_id 1";

/‘k*
*
* @desc
* Specifies the globally unique URI for the Access fragment
*/

modulepar charstring PX SGDU_ACCESS ID PROG 2 :=
"bcast://bcast.testingtech.com/access/access_id 2";

group PreviewDataFragment {

/‘k*
*
* @desc
* Specifies the globally unique URI for the PreviewData fragment
*/

modulepar charstring PX SGDU_ PREVIEW DATA ID :=
"bcast://bcast.testingtech.com/previewData/previewData id 1";

group PurchaseltemFragment {

/‘k‘k
*
* @desc
* Specifies the globally unique URI for the Purchaseltem fragment
*/

modulepar charstring PX SGDU_ PURCHASE ITEM ID :=
"bcast://bcast.testingtech.com/purchaseltem/purchaseltem id 1";

group PurchaseDataFragment {

/‘k‘k
*
* @desc
* Specifies the globally unique URI for the PurchaseData fragment
*/

modulepar charstring PX SGDU_PURCHASE DATA ID :=
"bcast://bcast.testingtech.com/purchaseData/purchaseData id 1";

group PurchaseChannelFragment {

/‘k‘k
*
* @desc
* Specifies the globally unique URI for the PurchaseChannel fragment
*/

modulepar charstring PX SGDU PURCHASE CHANNEL ID :=
"bcast://bcast.testingtech.com/purchaseChannel/purchaseChannel id 1";

group InteractivityDataFragment {

/‘k*
*
* @desc
* Specifies the globally unique URI for the Interactivity fragment
*/

modulepar charstring PX SGDU INTERACTIVITY DATA ID :=
"bacast://bcast.testingtech.com/interactivityData/interactivityData id 1";
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214 }

215

216 group PurchasingData {

217 /**

218 *

219 * @desc

220 * Specifies the PurchaseURL in the PurchaseChannel fragment
221 */

222 modulepar charstring PX PURCHASE URL :=

223 "bcast://bcast.testingtech.com/purchaseUrl";

224

225 /**

226 *

227 * @desc

228 * Specifies a value for the PricelInfo element of the Purchaseltem.
229 */

230 modulepar float PX MONETARY PRICE := 15.00;

231

232 /**

233 *

234 * @desc

235 * Specifies the currency associated with the PX MONETARY PRICE, e.g., eur
236 */

237 modulepar charstring PX CURRENCY := "EUR";

238

239 }

240

241 group InteractivityMediaDocument {

242 /**

243 *

244 * @desc

245 * Specifies the ‘id’ of the globally unique URI of the InteractivityMediaDocument
246 */

247 modulepar charstring PX MEDIA DOCUMENT ID :=

248 "InteractivityMediaDocumentId";

249

250 /**

251 *

252 * @desc

253 * TSpecifies the globally unique URI of the Interactivity Media Document Group
254 */

255 modulepar charstring PX MEDIA DOCUMENT GROUP_ID :=

256 "InteractivityMediaDocumentGroupId";

257

258 // change 4 (WK18): according to OMA-TS-BCAST Services 5.3.6.2
259 /**

260 *

261 * @desc

262 * Specifies the globally unigque URI of the Interactivity Media Object Group
263 */

264 modulepar charstring PX MEDIA OBJECT GROUP_ID :=

265 "InteractivityMediaObjectGroupId";

266

267 Vi

268 *

269 * @desc

270 * Specifies the prelistenIndicator of the InteractivityData fragment
271 */

272 modulepar boolean PX PRELISTEN INDICATOR := false;

273

274 /**

275 *

276 * @desc

277 * Specifies the ContentLocation of the MediaObjectSet

278 */

279 modulepar charstring PX MEDIA OBJECT SET URI :=

280 "http://www.testingtech.com/mediaObjectSet.gz";

281 }

282

283 group SMS {

284 /**
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}
group PurchasingData {
/‘k‘k
*
* @desc
* Specifies the PurchaseURL in the PurchaseChannel fragment
*/
modulepar charstring PX PURCHASE URL :=
"bcast://bcast.testingtech.com/purchaseUrl";
/‘k‘k
*
* @desc
* Specifies a value for the PriceInfo element of the Purchaseltem.
*/
modulepar float PX MONETARY PRICE := 15.00;
/‘k‘k
*
* @desc
* Specifies the currency associated with the PX MONETARY PRICE, e.g., eur
*/
modulepar charstring PX CURRENCY := "EUR";
}
group InteractivityMediaDocument {
/‘k‘k
*
* @desc
* Specifies the ‘id’ of the globally unigque URI of the InteractivityMediaDocument
*/
modulepar charstring PX MEDIA DOCUMENT ID :=
"InteractivityMediaDocumentId";
/‘k‘k
*
* @desc
* TSpecifies the globally unique URI of the Interactivity Media Document Group
*/
modulepar charstring PX MEDIA DOCUMENT GROUP_ID :=
"InteractivityMediaDocumentGroupId";
// change 4 (WK18): according to OMA-TS-BCAST Services 5.3.6.2
/‘k‘k
*
* @desc
* Specifies the globally unique URI of the Interactivity Media Object Group
*/

modulepar charstring PX MEDIA OBJECT GROUP ID :=
"InteractivityMediaObjectGroupId";

/‘k*
*
* @desc
* Specifies the prelistenIndicator of the InteractivityData fragment
*/
modulepar boolean PX PRELISTEN_ INDICATOR := false;
/‘k*
*
* @desc
* Specifies the ContentLocation of the MediaObjectSet
*/

modulepar charstring PX MEDIA OBJECT SET URI :=
"http://www.testingtech.com/mediaObjectSet.gz";

group SMS {
/ * *
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URI of the SMS

PX SMS URI := "http://www.openmobilealliance.org/";

file name of a MMS template

PX_MMS TEMPLATE := "vote.mtd";

file name of a picture

PX MMS VOTE A PICTURE := "ChoiceA.png";

file name of a picture

PX MMS VOTE PICTURE := "ChoiceB.jpg";

file name of a text file

PX MMS TEXT FILE := "Instructions.txt";

file name of the XHTML file

PX_XHTML FILE ID := "vote-xhtml";

content type of the XHTML file

PX XHTML CONTENT TYPE :=

"application/vnd.wap.xhtml+xml";

285 *

286 * @desc

287 * Specifies the
288 */

289 modulepar charstring
290 }

291

292 group MMS {

293 /**

294 *

295 * @desc

296 * Specifies the
297 */

298 modulepar charstring
299

300 /**

301 *

302 * @desc

303 * Specifies the
304 */

305 modulepar charstring
306

307 Vi

308 *

309 * @desc

310 * Specifies the
311 */

312 modulepar charstring
313

314 /**

315 *

316 * @desc

317 * Specifies the
318 */

319 modulepar charstring
320 }

321

322 group XHTML {

323 /**

324 *

325 * @desc

326 * Specifies the
327 */

328 modulepar charstring
329

330 /**

331 *

332 * @desc

333 * Specifies the
334 */

335 modulepar charstring
336

337 }

338

339 group FileDelivery {

340 // change 34 (WK18):
341 /**

342 *

343 * @desc

344 * Specifies the
345 */

346 modulepar charstring
347

348 /**

349 *

350 * @desc

351 * Specifies the
352 */

353 modulepar charstring
354

355 /**

rename "TVChannelIcon" SDP session into "Data Session",

file name of a picture, e.g., filel.jpg

PX DATA SESSION := "TvChannelIcon.jpg";

file name containing video, e.g., videol.mov

PX FILE VIDEO PROGl := "videol.mov";

rename respect

diff_log

274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344

*

* @desc
* Specifies the
*/

modulepar charstring

group MMS ({

/‘k‘k
*
* @desc
* Specifies the
*/
modulepar charstring
/‘k‘k
*
* @desc
* Specifies the
*/

modulepar charstring

/‘k‘k
*
* @desc
* Specifies the
*/
modulepar charstring
/‘k‘k
*
* @desc
* Specifies the
*/

modulepar charstring

group XHTML {

/‘k‘k
*
* @desc
* Specifies the
*/
modulepar charstring
/‘k‘k
*
* @desc
* Specifies the
*/

modulepar charstring
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URI of the SMS

PX SMS URI := "http://www.openmobilealliance.org/";

file name of a MMS template

PX MMS TEMPLATE := "vote.mtd";

file name of a picture

PX MMS VOTE A PICTURE := "ChoiceA.png";

file name of a picture

PX_MMS_VOTE PICTURE := "ChoiceB.jpg";

file name of a text file

PX MMS TEXT FILE := "Instructions.txt";

file name of the XHTML file

PX XHTML FILE ID := "vote-xhtml";

content type of the XHTML file

PX_XHTML CONTENT TYPE :=

"application/vnd.wap.xhtml+xml";

group FileDelivery {

// change 34 (WK18):
/**

*

* @desc
* Specifies the
*/

modulepar charstring

/‘k‘k
*
* @desc
* Specifies the
*/

modulepar charstring

/‘k‘k

rename "TVChannelIcon" SDP session into "Data Session", rename respect

file name of a picture, e.g., filel.jpg

PX DATA SESSION := "TvChannelIcon.jpg";

file name containing video, e.g., videol.mov

PX FILE VIDEO PROG1 := "videol.mov";
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356 *

357 * @desc

358 * Specifies the file name containing video, e.g., video2.mov
359 */

360 modulepar charstring PX FILE VIDEO PROG2 := "video2.mov";

361

362 /**

363 *

364 * @desc

365 * Specifies the file name containing audio, e.g., audiol.mp3
366 */

367 modulepar charstring PX FILE AUDIO PROG 1 := "audiol.mp3";

368

369 /**

370 *

371 * @desc

372 * Specifies the file name containing audio, e.g., audio2.mp3
373 */

374 modulepar charstring PX FILE AUDIO PROG 2 := "audio2.mp3";

375

376 /**

377 *

378 * @desc

379 * Specifies the file name containing audio, e.g., audio_eng.mp3
380 */

381 modulepar charstring PX FILE AUDIO ENG := "audio eng.mp3";

382

383 /**

384 *

385 * @desc

386 * Specifies the file name containing audio, e.g., audio ger.mp3
387 */

388 modulepar charstring PX FILE AUDIO GER := "audio ger.mp3";

389

390 /**

391 *

392 * @desc

393 * Specifies the time in seconds for the video to play

394 */

395 modulepar integer PX PLAY TIME := 300;

396

397 // change 5 (WK18): update and documentation of ics/ixit settings
398 /**

399 * @desc

400 * streaming server sends data to this IP address

401 */

402 modulepar charstring PX DATA STREAMING DESTINATION IP 1 := "232.0.3.0";
403

404 // change 5 (WK18): update and documentation of ics/ixit settings
405 /**

406 * @desc

407 * streaming server sends data to this IP address

408 */

409 modulepar charstring PX DATA STREAMING DESTINATION IP 2 := "232.0.4.0";
410

411 }

412

413 group FluteSessionParameters { // change 02 (U
414

415 Vi

416 *

417 * @desc

418 * Specifies the IP address for the DVB-H bootstrapping session
419 */

420 modulepar charstring PX DVB H FLUTE SESSION IP := "224.00.23.14"; // change
421

422 /**

423 * @desc Specifies the port for the DVB-H bootstrapping session
424 */

425 modulepar integer PX DVB H FLUTE SESSION PORT := 9214; // change
426
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*
* @desc
* Specifies the file name containing video, e.g., video2.mov
*/
modulepar charstring PX FILE VIDEO PROG2 := "video2.mov";
/‘k‘k
*
* @desc
* Specifies the file name containing audio, e.g., audiol.mp3
*/
modulepar charstring PX FILE AUDIO PROG 1 := "audiol.mp3";
/‘k‘k
*
* @desc
* Specifies the file name containing audio, e.g., audio2.mp3
*/
modulepar charstring PX FILE AUDIO PROG 2 := "audio2.mp3";
/‘k‘k
*
* @desc
* Specifies the file name containing audio, e.g., audio eng.mp3
*/
modulepar charstring PX FILE AUDIO ENG := "audio eng.mp3";
/‘k‘k
*
* @desc
* Specifies the file name containing audio, e.g., audio ger.mp3
*/
modulepar charstring PX FILE AUDIO GER := "audio ger.mp3";
/‘k‘k
*
* @desc
* Specifies the time in seconds for the video to play
*/
modulepar integer PX PLAY TIME := 300;
// change 5 (WK18): update and documentation of ics/ixit settings
/‘k‘k
* @desc
* streaming server sends data to this IP address
*/
modulepar charstring PX DATA STREAMING DESTINATION IP 1 := "232.0.3.0";
// change 5 (WK18): update and documentation of ics/ixit settings
/‘k‘k
* @desc
* streaming server sends data to this IP address
*/
modulepar charstring PX DATA STREAMING DESTINATION IP 2 := "232.0.4.0";
group FluteSessionParameters { // change 02 (§
/‘k‘k
*
* @desc
* Specifies the IP address for the DVB-H bootstrapping session
*/
modulepar charstring PX DVB H FLUTE SESSION IP := "224.00.23.14"; // change
/‘k‘k
* @desc Specifies the port for the DVB-H bootstrapping session
*/
modulepar integer PX DVB H FLUTE SESSION PORT := 9214; // change
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/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

Specifies the IP address for the Flute SGDD session

charstring PX SGDD FLUTE SESSION IP := "232.0.1.0";

Specifies the port for the Flute SGDD session

integer PX SGDD FLUTE SESSION PORT := 9000;

Specifies the IP address for the Flute SGDU session

charstring PX SGDU FLUTE SESSION IP := "232.0.1.0";

Specifies the port for the Flute SGDU session

integer PX SGDU FLUTE SESSION PORT := 9003;

Specifies the IP address for a Flute data session

charstring PX DATA FLUTE SESSION IP := "232.0.7.0";

Specifies the port for a Flute data session

integer PX DATA FLUTE SESSION PORT := 10080;

group SessionDescription {

// change

// change

// change

// change

// change

// change

/**

* @desc Specifies the ID of the SDP

*/
modulepar charstring PX SDP _VIDEO PROG_1 REF ID := "myFirstSDP";
/**

* @desc Specifies the ID of the SDP

*/
modulepar charstring PX SDP VIDEO PROG 2 REF ID := "mySecondSDP";
/**

* @desc Specifies the ID of the SDP

*/
// change 34 (WK18): rename "TVChannelIcon" SDP session into "Data Session", rename respect
modulepar charstring PX SDP DATA SESSION REF ID := "DataSession";
/**

*

* @desc

* Specifies an SDP with the default settings

*/
modulepar charstring PX SDP_VIDEO PROG 1 :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**

*

* @desc

* Specifies an SDP with the default settings

*/
modulepar charstring PX SDP_VIDEO PROG 2 :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**

*

* @desc

* Specifies an SDP with a particular language

*/
modulepar charstring PX SDP AUDIO ENG :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV
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/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

/**
* @desc
*/

modulepar

Specifies the IP address for the Flute SGDD session

charstring PX SGDD FLUTE SESSION IP := "232.0.1.0";

Specifies the port for the Flute SGDD session

integer PX SGDD FLUTE SESSION PORT := 9000;

Specifies the IP address for the Flute SGDU session

charstring PX SGDU FLUTE SESSION IP := "232.0.1.0";

Specifies the port for the Flute SGDU session

integer PX SGDU FLUTE SESSION PORT := 9003;

Specifies the IP address for a Flute data session

charstring PX DATA FLUTE SESSION IP := "232.0.7.0";

Specifies the port for a Flute data session

integer PX DATA FLUTE SESSION PORT := 10080;

group SessionDescription {
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// change

// change

// change

// change

// change

// change

/‘k‘k

* @desc Specifies the ID of the SDP

*/
modulepar charstring PX SDP _VIDEO PROG 1 REF ID := "myFirstSDP";
/‘k‘k

* @desc Specifies the ID of the SDP

*/
modulepar charstring PX SDP_VIDEO PROG 2 REF ID := "mySecondSDP";
/‘k‘k

* @desc Specifies the ID of the SDP

*/
// change 34 (WK18): rename "TVChannelIcon" SDP session into "Data Session", rename respeci
modulepar charstring PX SDP_DATA SESSION REF ID := "DataSession";
/‘k‘k

*

* @desc

* Specifies an SDP with the default settings

*/
modulepar charstring PX SDP_VIDEO PROG 1 :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k‘k

*

* @desc

* Specifies an SDP with the default settings

*/
modulepar charstring PX SDP_VIDEO PROG 2 :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k‘k

*

* @desc

* Specifies an SDP with a particular language

*/
modulepar charstring PX SDP_AUDIO ENG :=

"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV
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/**
*
* @desc
* Specifies an SDP with a particular language
*/

modulepar charstring PX SDP AUDIO GER :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**
*
* @desc
* Specifies SDP for audio stream of TV Program 1
*/

modulepar charstring PX SDP_AUDIO PROG 1 :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**
*
* @desc
* Specifies SDP for audio stream of TV Program 2
*/

modulepar charstring PX SDP_AUDIO PROG 2 :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

// change 34 (WK18): rename "TVChannelIcon" SDP session into "Data Session", rename respect
/**
*
* @desc
* Specifies the SDP to be used for file and Interactivity Media Document delivery ove]
*/

modulepar charstring PX SDP_DATA SESSION :=
"v=0\r\no=userl23 2890844526 2890842807 IN IP6 2201:056D::112E:144A:1E24\r\ns= Exaj

/**
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using IPSec, e.g
*/

modulepar charstring PX SDP SERVICE PROTECTION IPSEC :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using SRTP, e.g.,
*/

modulepar charstring PX SDP_SERVICE PROTECTION SRTP :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/**
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using ISMACrypt, 4
*/

modulepar charstring PX SDP_SERVICE PROTECTION ISMA :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

group Misc {

/**
*
* @desc
* On true, test case runs in simulate mode.
*/
modulepar boolean PX SIMULATE TC := false;

// change 1 (WK18): for content protection tests
group GBA {
/**
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/‘k*
*
* @desc
* Specifies an SDP with a particular language
*/

modulepar charstring PX SDP_AUDIO GER :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k*
*
* @desc
* Specifies SDP for audio stream of TV Program 1
*/

modulepar charstring PX SDP_AUDIO PROG 1 :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k*
*
* @desc
* Specifies SDP for audio stream of TV Program 2
*/

modulepar charstring PX SDP_AUDIO PROG 2 :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

// change 34 (WK18): rename "TVChannelIcon" SDP session into "Data Session", rename respeci
/‘k‘k
*
* @desc
* Specifies the SDP to be used for file and Interactivity Media Document delivery ove]
*/

modulepar charstring PX SDP_DATA SESSION :=
"v=0\r\no=userl23 2890844526 2890842807 IN IP6 2201:056D::112E:144A:1E24\r\ns= Exaj

/‘k‘k
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using IPSec, e.g
*/

modulepar charstring PX SDP_SERVICE PROTECTION IPSEC :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k‘k
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using SRTP, e.g.,
*/

modulepar charstring PX SDP_SERVICE PROTECTION SRTP :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

/‘k‘k
*
* @desc
* Specifies the SDP to be used for the Content Protection test cases using ISMACrypt, ¢4
*/

modulepar charstring PX SDP_SERVICE PROTECTION ISMA :=
"v=0\r\no=- 424 3292855200 IN IP6 FF15:0:0:0:0:0:81:1BC\r\ns=Unencrypted Mobile TV

group Misc {

/‘k‘k
*
* @desc
* On true, test case runs in simulate mode.
*/
modulepar boolean PX SIMULATE TC := false;

// change 1 (WK18): for content protection tests
group GBA {
/‘k*
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569 * 558 *
570 * @desc Specifies the IP Multimedia Private Identity 559 * @desc Specifies the IP Multimedia Private Identity
571 */ 560 */
572 modulepar charstring PX IMPI := "001010123456063Q@ims.mnc001.mcc001l.pub.3gppnetwork.org"; 561 modulepar charstring PX IMPI := "001010123456063@ims.mnc001.mcc001l.pub.3gppnetwork.org";
573 562
574 /** 563 /x*
575 * 564 *
576 * @desc Specifies the Bootstrap Server Function Fully Qualified Domain Name (BSEF FQDN) 565 * @desc Specifies the Bootstrap Server Function Fully Qualified Domain Name (BSF FQDN)
577 */ 566 */
578 modulepar charstring PX BSF FQDN := "bsf.rs.de"; 567 modulepar charstring PX_BSF_FQDN := "bsf.rs.de";
579 /** 568 /x*
580 * 569 *
581 * @desc Specifies the Authentication / Random challenge (128 bits): min 31, max 127 (TS ] 570 * @desc Specifies the Authentication / Random challenge (128 bits): min 31, max 127 (TS
582 */ 571 */
583 modulepar Bitl128 PX AuthRAND := 572 modulepar Bit128 PX AuthRAND :=
584 '010101010101010101010101010101010101010101010101010101010101010101010101010101010] 573 '010101010101010101010101010101010101010101010101010101010101010101010101010101010]
585 574
586 /** 575 /x*
587 * 576 *
588 * @desc Specifies the Authentication Key (128 bits) 577 * @desc Specifies the Authentication Key (128 bits)
589 */ 578 */
590 modulepar Bitl28 PX AuthK := 579 modulepar Bitl128 PX AuthK :=
591 '000000000000000100000010000000110000010000000101000001100000011100001000000010010 580 '000000000000000100000010000000110000010000000101000001100000011100001000000010010
592 581
593 /** 582 /x*
594 * 583 *
595 * @desc Specifies the Authentication Management Field (16 bits) 584 * @desc Specifies the Authentication Management Field (16 bits)
596 */ 585 */
597 modulepar Bitl6 PX_ AuthAMF := '0000000000000000'B; 586 modulepar Bitl6é PX AuthAMF := '0000000000000000'B;
598 587
599 /** 588 /x*
600 * 589 *
601 * @desc Specifies the length of the Authentication Key 590 * @desc Specifies the length of the Authentication Key
602 */ 591 */
603 modulepar integer PX AuthN := 127; 592 modulepar integer PX AuthN := 127;
604 593
605 /** 594 /x*
606 * 595 *
607 * @desc Specifies the authentication sequence number for testing 596 * @desc Specifies the authentication sequence number for testing
608 */ 597 */
609 modulepar Bit48 PX AuthSQN := '000000000000000000000000000000000000000000000000'B; 598 modulepar Bit48 PX AuthSQN := '000000000000000000000000000000000000000000000000"B;
610 <>
611 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf
612 A
613 @
614 * @desc Specifies the supperted GBA algorithm in the DUT
615 =/
616 modulepar GBAType PX GBA := e gba u;
617
618 // change 3 (WK34): Service Protection: secure streaming service
619 A
620 @
621 * @desc Specifies the lower bound of the STKM Timestamp
622 =/
623 modulepar octetstring PX TS LOW := '00'O;
624
625 A
626 @
627 * @desc Specifies the upper bound of the STKM Timestamp
628 =/
629 modulepar octetstring PX TS HIGH := '0f'O;
630
631 A
632 @
633 * @desc Specifies the key utilized for encrypting the key included in LTKM KEMAC
634 =/
635 modulepar octetstring PX LTKM := 'ff'O;
636
637 A
638 @
639 * @desc Specifies the initial ID of the MBMS Transport Key (MTK)
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640 =/

641 modulepar octetstring PX MTK ID START := '0001'O;

642

643 A

644 @

645 * @desc Specifies the initial key of the traffic encryption master key

646 =/

647 modulepar octetstring PX SRTP MASTER KEY START := '00000000000000000000000000000001'0; // |

648

649 A

650 @

651 * @desc Specifies the lenght of the traffic encryption salt key

652 =/

653 modulepar integer PX SALT KEY LENGTH := 112; // length in bits

654 } = 599 }

655 600

656 // change 1 (WK18): for content protection tests 601 // change 1 (WK18): for content protection tests

657 group BSM { 602 group BSM {

658 603

659 /** 604 /x*

660 * 605 *

661 * @desc 606 * @desc

662 * Specifies the BCAST Subscription Management (BSM) Server FQDN 607 * Specifies the BCAST Subscription Management (BSM) Server FQDN

663 */ 608 */

664 modulepar charstring PX BSM FQDN := "bmsc.rs.de"; 609 modulepar charstring PX BSM FQDN := "bmsc.rs.de";

665 610

666 /** 611 /x*

667 * 612 *

668 * @desc 613 * @desc

669 * Specifies the Mobile Country Code 614 * Specifies the Mobile Country Code

670 */ 615 */

671 modulepar Hex3 PX MCC := '001'H; // 1.5 bytes long 616 modulepar Hex3 PX MCC := '001'H; // 1.5 bytes long

672 617

673 /** 618 /x*

674 * 619 *

675 * @desc 620 * @desc

676 * Specifies the Mobile Network Code 621 * Specifies the Mobile Network Code

677 */ 622 */

678 modulepar Hex3 PX MNC := '001'H; // 1.5 bytes long 623 modulepar Hex3 PX MNC := '001'H; // 1.5 bytes long

679 624

680 /** 625 /x*

681 * 626 *

682 * @desc 627 * @desc

683 * Specifies the a group of SEK/PEKs that are identified by the same Key group part of 628 * Specifies the a group of SEK/PEKs that are identified by the same Key group part of

684 */ 629 */

685 modulepar Hex4 PX KEY GROUP := '0001'H; // 2 bytes long 630 modulepar Hex4 PX KEY GROUP := '0001'H; // 2 bytes long

686 631

687 /** 632 /x*

688 * 633 *

689 * @desc 634 * @desc

690 * Specifies within a key group, which SEK/PEK is used 635 * Specifies within a key group, which SEK/PEK is used

691 */ 636 */

692 modulepar Hex4 PX KEY NUMBER := '0000'H; // 2 bytes long 637 modulepar Hex4 PX KEY NUMBER := '0000'H; // 2 bytes long

693 } 638 }

694 639

695 640

696|} // end module AtsBCast ModuleParameters 641|} // end module AtsBCast ModuleParameters
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Datei: AtsBCast_ServiceProtectionTests.ttcn

1|// change 1 (WK18): for content protection tests = 1|// change 1 (WK18): for content protection tests

2 |module AtsBCast ServiceProtectionTests { 2 |module AtsBCast ServiceProtectionTests {

3 import from AtsBCast TestConfiguration Functions all; 3 import from AtsBCast TestConfiguration Functions all;

4 import from AtsBCast TestSystem all; 4 import from AtsBCast TestSystem all;

5 import from AtsBCast Main Functions all; 5 import from AtsBCast Main Functions all;

6 import from LibBCast ServiceGuide TypesAndValues all; 6 import from LibBCast ServiceGuide TypesAndValues all;

7 import from LibCommon BasicTypesAndValues all; 7 import from LibCommon BasicTypesAndValues all;

8 import from LibBCast Common TypesAndValues all; 8 import from LibBCast Common TypesAndValues all;

9 import from AtsBCast ServiceGuide Functions all; 9 import from AtsBCast ServiceGuide Functions all;

10 import from LibBCast ServiceGuide Templates all; 10 import from LibBCast ServiceGuide Templates all;

11 import from AtsBCast ModuleParameters all; 11 import from AtsBCast ModuleParameters all;

12 import from LibBCast ModuleParameters all; 12 import from LibBCast ModuleParameters all;

13 import from LibCommon GBA BSF { 13 import from LibCommon GBA BSF {

14 group externalFunctions; 14 group externalFunctions;

15 function f bsf generateBtid; // change 2 (WK23): GBA authentication/authorization extensions for cq +-

16 } = 15 }

17 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving ...) +-

18 import from LibCommon Mikey Templates all;

19 import from LibCommon Mikey TypesAndValues all;
20 import from LibCommon Mikey all;
21 // change 3 (WK34): Service Protection: secure streaming service
22 import from LibBCast ServicePrimitives TypesAndValues {
23 group streamingServerPrimitives;
24 }
25 import from LibCommon DataStrings all;
26 = 16
27 group bcastConformanceTestCases { 17 group bcastConformanceTestCases {
28 group clientConformanceTestCases { 18 group clientConformanceTestCases {
29 19
30 /** 20 VA
31 * 21 *
32 * @desc 22 * @desc
33 * <p>Registration</p> 23 * <p>Registration</p>
34 * <p>Test Case Description</p> 24 * <p>Test Case Description</p>
35 * <p>When the BCAST Client is started in the terminal that initiates the 25 * <p>When the BCAST Client is started in the terminal that initiates the
36 * MBMS User Service Registration procedure.</p> 26 * MBMS User Service Registration procedure.</p>
37 * <p>Specification Reference</p> 27 * <p>Specification Reference</p>
38 * <p>[BCAST10-Services] Section 5.1.6.7</p> 28 * <p>[BCAST10-Services] Section 5.1.6.7</p>
39 * <p>Preconditions</p> 29 * <p>Preconditions</p>
40 * <p>The service guide cache of the terminal is erased. 30 * <p>The service guide cache of the terminal is erased.
41 * The value for the ServicelID field (valid concatenation of a GlobalPurchaseItemID 31 * The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID
42 * and a PurchaseDataReference) is known by the Terminal 32 * and a PurchaseDataReference) is known by the Terminal
43 * UICC contains Key management function: GBA U and (MBMS or BCAST) key management 33 * UICC contains Key management function: GBA U and (MBMS or BCAST) key management
44 * UICC contains credentials and algorithms according to 34.108 [NEW REF] chapter 8 34 * UICC contains credentials and algorithms according to 34.108 [NEW REF] chapter 8
45 * UICC SON value is always constant. 35 * UICC SON value is always constant.
46 * There is a Service Guide available. For the Service Guide instantiation details see 5 36 * There is a Service Guide available. For the Service Guide instantiation details see 5
47 * Can be tested at the same time as: 5.10.1.3 - Purchasing information. 37 * Can be tested at the same time as: 5.10.1.3 - Purchasing information.
48 * </p> 38 * </p>
49 * <p>Test Procedure</p> 39 * <p>Test Procedure</p>
50 * <p> 40 * <p>
51 * <ul> 41 * <ul>
52 * <li>Activate the BCAST application on the terminal.</li> <> 42 * <li>Activate the BCAST application on the terminal.</li>
53 * <li>Terminal initiates the MBMS User Service Registration procedure with User Servi 43 * <li>Terminal initiates the MBMS User Service Registration procedure with User Service
54 * <ul> = 44 * <ul>
55 * <li>a. The Terminal sends an initial HTTP POST (Registration indication) with 45 * <li>a. The Terminal sends an initial HTTP POST (Registration indication) with
56 * <li>b. Test tool replies with HTTP 401 Unauthorized response with Digest chall 46 * <li>b. Test tool replies with HTTP 401 Unauthorized response with Digest chall
57 * <li>c. Terminal uses MRK and B-TID derived from the valid bootstrapping sessi 47 * <li>c. Terminal uses MRK and B-TID derived from the valid bootstrapping sessi
58 * </ul> 48 * </ul>
59 * </1li> 49 * </1li>

60 * <1i>The test tool replies with HTTP 200 OK.</li> 50 * <1i>The test tool replies with HTTP 200 OK.</li>

61 * </ul> 51 * </ul>

62 * <p>Notel: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test 52 * <p>Notel: The use of test data proposed by the [3GPP TS 35.207-700 (Implementer’s Test
63 * <p>Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapy 53 * <p>Note2: In case there is no valid bootstrapping context, the terminal runs bootstrapy
64 * </p> 54 * </p>

65 * <p>Pass-Criteria</p> 55 * <p>Pass-Criteria</p>

66 * <p>2a. The terminal sends the Registration indication</p> 56 * <p>2a. The terminal sends the Registration indication</p>

67 * <p>2c. The second POST request is properly formatted and contains the authentication hea 57 * <p>2c. The second POST request is properly formatted and contains the authentication hea
68 * @verdict 58 * @verdict

69 * pass in case the client pass the conformance test. 59 * pass in case the client pass the conformance test.
70 * @verdict 60 * @verdict
71 * fail in case the client does not pass the conformance test. 61 * fail in case the client does not pass the conformance test.
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72 * @verdict 62 * @verdict
73 * inconc in case a guard timer expires. 63 * inconc in case a guard timer expires.
74 */ 64 */
75 testcase TC_BCAST_SERVPROT 10la() runs on BCastMainComponent system BCastPlatformComponent { <> 65 testcase TC_BCAST_SERVPROT 10la() runs on BCastMainComponent system BCastPlatformComponent {
76 // init components and ports 66 // init components and ports
77 f createComponents () ; 67 f createComponents () ;
78 f cf DNS up(); 68 £ cf DNS_up();
79 f cf BSM up(); 69 £ cf BSM up();
80 f cf UpperTester up(); 70 f cf UpperTester up();
81 71
82 // preamble 72 // preamble
83 f cf enable DNS(); 73 f cf enable DNS();
84 f startCommonUtPreamble () ; 74 f startCommonUtPreamble () ;
85 75
86 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf
87 f main crtl InitProtectionKeysAndValues();
88 f main crtl SetBootstrappingTransactionId(f bsf generateBtid());
89
90 // change 1 (WK23): Service Request extensions for content protection tests
91 // Service Protection: simplified Service Request
92 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf 76 // Bcast Subscription Managemant acts as test component for MBMS User Service Registratioj
93 // and Service Request/Response is not allowed
94 f main_crtl BSM Procedures(true, false, false, false); 77 f main crtl MBMS User Service Procedure (false);
95 78
96 // postamble 79 // postamble
97 f main ut PowerOff(); 80 f main_ut_PowerOff ();
98 81
99 f cf UpperTester down(); 82 f cf UpperTester down () ;
100 f cf BSM down () ; 83 f cf BSM down () ;
101 f cf DNS down(); 84 f cf DNS down () ;
102 f terminateComponents () ; 85 f terminateComponents() ;
103 } = 86 }
104 87
105 /** 88 *x
106 * 89 *
107 * @desc 90 * @desc
108 * <p>GBA-U Bootstrapping USIM</p> 91 * <p>GBA-U Bootstrapping USIM</p>
109 * <p>Test Case Description</p> 92 * <p>Test Case Description</p>
110 * <p>When the terminal needs to do authentication and there is no existing 93 * <p>When the terminal needs to do authentication and there is no existing
111 * bootstrapping context that initiates the bootstrapping flow.</p> 94 * bootstrapping context that initiates the bootstrapping flow.</p>
112 * <p>Specification Reference</p> 95 * <p>Specification Reference</p>
113 * <p>[BCAST10-ServContProt] Section 6.5.1</p> <> 96 * <p>[BCAST10-ServContProt] Section 6.5.1</p>
114 * <p>Preconditions</p> = 97 * <p>Preconditions</p>
115 * <p>No bootstrapping context exists between the terminal and the test tool. 98 * <p>No bootstrapping context exists between the terminal and the test tool.
116 * All existing credentials are marked as invalid. 99 * All existing credentials are marked as invalid.
117 * <ul> 100 * <ul>
118 * <1i>The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID 101 * <1i>The value for the ServiceID field (valid concatenation of a GlobalPurchaseItemID
119 * <1i>UICC contains Key management function: GBA U and MBMS or BCAST key management.< 102 * <1i>UICC contains Key management function: GBA U and MBMS or BCAST key management.<
120 * </ul> 103 * </ul>
121 * UICC contains credentials and algorithms according to 34.108 [NEW REF] chapter 8 104 * UICC contains credentials and algorithms according to 34.108 [NEW REF] chapter 8
122 * UICC SON value is always constant. 105 * UICC SON value is always constant.
123 * BSF address is set up in the terminal 106 * BSF address is set up in the terminal
124 * Can be tested at the same time as: 5.10.1.1 - Registration</p> 107 * Can be tested at the same time as: 5.10.1.1 - Registration</p>
125 * <p>Test Procedure</p> 108 * <p>Test Procedure</p>
126 * <p> 109 * <p>
127 * <ul> 110 * <ul>
128 * <li>Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts { 111 * <li>Terminal retrieves from the Service Guide the permissionIssuerURI, and extracts |
129 * <li>Terminal detects that a bootstrapping procedure is needed (no valid SRK availablq 112 * <li>Terminal detects that a bootstrapping procedure is needed (no valid SRK availablgq
130 * <1i>The Terminal runs the bootstrapping procedure 113 * <1li>The Terminal runs the bootstrapping procedure
131 * <ul> 114 * <ul>
132 * <li>a. The Terminal sends an initial POST request (HTTP request) containing t} 115 * <li>a. The Terminal sends an initial POST request (HTTP request) containing t}
133 * <li>b. Test tool replies with HTTP 401 Unauthorized response with Digest chall 116 * <li>b. Test tool replies with HTTP 401 Unauthorized response with Digest chall
134 * <li>c. RAND and AUTN are used by USIM to generate RES authentication challengg 117 * <li>c. RAND and AUTN are used by USIM to generate RES authentication challengq
135 * <li>d. Test tool generates B-TID from the IMPI and sends a 2000K message incl 118 * <li>d. Test tool generates B-TID from the IMPI and sends a 2000K message incl
136 * <li>e. The terminal stores B-TID and key lifetime in the USIM EFGBABP file</1] 119 * <li>e. The terminal stores B-TID and key lifetime in the USIM EFGBABP file</1;:
137 * <li>f. The terminal sends the NAF ID received in step 1 (FQDN and UA security 120 * <li>f. The terminal sends the NAF ID received in step 1 (FQDN and UA security
138 * </ul> 121 * </ul>
139 * </1li> 122 * </1li>
140 * <li>At this time the test tool and the USIM share the bootstrap Key material Ks int Nj 123 * <li>At this time the test tool and the USIM share the bootstrap Key material Ks int Nj
141 * </ul> 124 * </ul>
142 * </p> 125 * </p>
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143 * <p>Pass-Criteria</p> 126 * <p>Pass-Criteria</p>

144 * <p>4a. The terminal sends a POST request with the appropriate IMPI.</p> 127 * <p>4a. The terminal sends a POST request with the appropriate IMPI.</p>
145 * <p>4c. RES corresponds to the XRES in the test tool.</p> 128 * <p>4c. RES corresponds to the XRES in the test tool.</p>
146 * @verdict 129 * @verdict

147 * pass in case the client pass the conformance test. 130 * pass in case the client pass the conformance test.
148 * @verdict 131 * @verdict

149 * fail in case the client does not pass the conformance test. 132 * fail in case the client does not pass the conformance test.
150 * @verdict 133 * @verdict

151 * inconc in case a guard timer expires. 134 * inconc in case a guard timer expires.

152 */ 135 */

153 testcase TC_BCAST_SERVPROT 101b() runs on BCastMainComponent system BCastPlatformComponent { <> 136 testcase TC_BCAST_SERVPROT 101b() runs on BCastMainComponent system BCastPlatformComponent {
154 // init components and ports 137 // init components and ports

155 f createComponents () ; 138 f createComponents () ;

156 f cf DNS up(); 139 f cf DNS up();

157 f cf BSM up(); 140 £ cf BSM up();

158 f c¢f BSF up(); 141 f cf BSF up();

159 f cf UpperTester up(); 142 f cf UpperTester up();

160 143

161 // preamble 144 // preamble

162 f cf enable DNS(); 145 f cf enable DNS();

163 f startCommonUtPreamble () ; 146 f startCommonUtPreamble () ;

164 147

165 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf

166 f main crtl InitProtectionKeysAndValues();

167 f main crtl SetBootstrappingTransactionId(f bsf generateBtid());

168

169 // change 1 (WK23): Service Request extensions for content protection tests

170 // Service Protection: simplified Service Request

171 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf 148 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registrg
172 // and Service Request/Response is not allowed

173 f main_crtl BSM Procedures(true, true, false, true); 149 f main crtl MBMS User Service Procedure (true);
174 // GBA/BSF acts as test component 150 // GBA/BSF acts as test component

175 f main ctrl GBA U Bootstrapping(false); 151 f main_ctrl GBA_U_Bootstrapping(false);

176 152

177 // postamble 153 // postamble

178 f main ut PowerOff(); 154 f main_ut_PowerOff ();

179 155

180 f cf UpperTester down(); 156 f cf UpperTester down () ;

181 f cf BSF down() ; 157 f cf BSF down();

182 f cf BSM down(); 158 f cf BSM down () ;

183 f cf DNS down(); 159 f cf DNS down () ;

184 f terminateComponents () ; 160 f terminateComponents() ;

185 } 161 }

186 162

187 testcase TC_BCAST_ SERVPROT 10lc() runs on BCastMainComponent system BCastPlatformComponent { 163 testcase TC_BCAST_SERVPROT 10lc() runs on BCastMainComponent system BCastPlatformComponent {
188 // init components and ports 164 // init components and ports

189 f createComponents () ; 165 f createComponents () ;

190 f cf Broadcast up(); 166 f cf Broadcast up();

191 f cf UpperTester up(); 167 f cf UpperTester up();

192 f cf DNS up(); 168 f cf DNS up();

193 f cf BSM up(); 169 f cf BSM up();

194 f cf BSF up(); 170 f cf BSF up();

195 171

196 // preamble 172 // preamble

197 f cf enable DNS(); 173 f_cf _enable DNS();

198 f startCommonUtPreamble () ; 174 f startCommonUtPreamble () ;

199 175

200 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf

201 var hexstring protectionKeyId := PX MCC & PX MNC & PX KEY GROUP & PX KEY NUMBER;

202 f main crtl InitProtectionKeysAndValues();

203 f main crtl SetProtectionKeyId(protectionKeyId);

204 f main crtl SetBootstrappingTransactionId(f bsf generateBtid());

205 // GBA/BSF as parallel test component

206 f main ctrl GBA U Bootstrapping(true);

207

208 // in order to create a purchase items 176 // in order to create a purchase items

209 // ESG with purchase part 177 // ESG with purchase part

210 var ServiceGuideDeliveryUnit v_SGDU := {}; 178 var ServiceGuideDeliveryUnit v_SGDU := {};

211 var UInt32 v_Version := 1; 179 var UInt32 v _Version := 1;

212 180

213 f main ctrl InitStartEndTime (0, c_one hour); 181 f main ctrl InitStartEndTime (0, c_one hour);
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214 182
215 var DateTime v_DateTime StartTime := f getDateTime (v_startTime); 183 var DateTime v_DateTime StartTime := f getDateTime (v_startTime);
216 var DateTime v_DateTime EndTime := f getDateTime (v_endTime); 184 var DateTime v_DateTime EndTime := f getDateTime (v_endTime);
217 185
218 // TODO: Session Description fragment containing SDP for "Programme" and the service prote 186 // TODO: Session Description fragment containing SDP for "Programme" and the service protg
219 var SdpFragment v_Sdp := valueof (m_def SdpFragment ( 187 var SdpFragment v_Sdp := valueof (m _def SdpFragment (
220 PX_SDP_VIDEO PROG 1 REF _ID, = 188 PX_SDP_VIDEO PROG_1 REF 1ID,
221 PX_ SDP_SERVICE_ PROTECTION_SRTP 189 PX SDP_SERVICE PROTECTION_SRTP
222 )) i <> 190 )) i
223 191
224 var AccessTypeType v_AccessType := valueof (m_def AccessType bc_ sdp( 192 var AccessTypeType v_AccessType := valueof (m def AccessType bc_ sdp(
225 f getAccessType (PX _BROADCAST NETWORK BEARER), = 193 f getAccessType (PX_BROADCAST NETWORK BEARER),
226 PX_SDP_VIDEO PROG_1 REF ID 194 PX_SDP_VIDEO PROG_1 REF ID
227 )) <> 195 ));
228 196
229 var PriceInfoType v_PricelInfo := valueof(m PricelInfo ( 197 var PriceInfoType v_PriceInfo := valueof (m PriceInfo (
230 1, = 198 1,
231 PX MONETARY_ PRICE, 199 PX _MONETARY_ PRICE,
232 PX_ CURRENCY 200 PX_CURRENCY
233 )) <> 201 ));
234 202
235 var ServiceType v_Service := valueof (m def Service( 203 var ServiceType v_Service := valueof (m def Service(
236 PX_SGDU_SERVICE_1ID, = 204 PX_SGDU_SERVICE 1D,
237 v_Version, 205 v_Version,
238 "PayTvChannel", 206 "PayTvChannel",
239 c_basicTv_ServiceType 207 c _basicTv_ServiceType
240 )) <> 208 )) i
241 209
242 var ContentType v_Content := valueof (m_def Content ( 210 var ContentType v_Content := valueof (m_def Content(
243 PX_SGDU_CONTENT ID PROG 1, = 211 PX_SGDU_CONTENT ID PROG 1,
244 v_Version, 212 v_Version,
245 "Programme", 213 "Programme",
246 PX_SGDU_SERVICE_ID, 214 PX_SGDU_SERVICE_ID,
247 v_DateTime StartTime, 215 v_DateTime_ StartTime,
248 v_DateTime EndTime 216 v_DateTime EndTime
249 )) i <> 217 )) i
250 218
251 var ScheduleType v_Schedule := valueof (m_def Schedule ( 219 var ScheduleType v_Schedule := valueof (m def Schedule (
252 PX_SGDU_SCHEDULE_ID PROG 1, = 220 PX_SGDU_SCHEDULE_ID PROG 1,
253 v_Version, 221 v_Version,
254 PX_SGDU_SERVICE_ID, 222 PX_SGDU_SERVICE_ID,
255 PX_SGDU_CONTENT ID PROG 1, 223 PX_SGDU_CONTENT ID PROG 1,
256 v_startTime, // change 01 (WK 224 v_startTime, // change 01 (WK
257 v_endTime // change 01 (WK 225 v_endTime // change 01 (WK
258 )) <> 226 )) i
259 227
260 var AccessType v_Access := valueof (m def Access( 228 var AccessType v_Access := valueof (m def Access(
261 PX_SGDU_ACCESS_ID PROG 1, = 229 PX_SGDU_ACCESS_ID PROG 1,
262 v_Version, 230 v_Version,
263 v_AccessType, 231 v_AccessType,
264 PX_SGDU_SERVICE_ID, 232 PX_SGDU_SERVICE_ID,
265 PX_SGDU_SCHEDULE_ ID PROG 1, 233 PX_SGDU_SCHEDULE_ ID PROG 1,
266 c_class_SG 234 c_class_sSG
267 )) ; <> 235 )) i
268 v_Access.KeyManagementSystems := { 236 v_Access.KeyManagementSystems := {
269 { 237 {
270 kmsType := 1, // 1 = oma-bcast-gba u-mbms 238 kmsType := 1, // 1 = oma-bcast-gba u-mbms
271 protectionType := 0, // Content protection only, as defined by the LTKM 239 protectionType := 0, // Content protection only, as defined by the LTKM
272 PermissionsIssuerURI := { 240 PermissionsIssuerURI := {
273 text_ := "http://" & PX_BSM_FQDN 241 text := "http://" & PX BSM FQDN
274 b o 242 b s
275 ProtectionKeyIDs := { 243 ProtectionKeyIDs := ({
276 { 244 {
277 type := 0, // ProtectionKeyID = Key Domain ID concatenated with SEK/PEK II] 245 type := 0, // ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ]
278 // key domain id = MCC || MNC 246 // key domain id = MCC || MNC
279 // sek id = key group || key number 247 // sek id = key group || key number
280 text := fx bitstring2Base64 (hex2bit (protectionKeyId)) // Base64 encoding 248 text := fx bitstring2Base64 (hex2bit (PX MCC & PX MNC & PX KEY GROUP & PX ¥
281 } 249 }
282 b 250 by
283 TerminalBindingKeyID := omit 251 TerminalBindingKeyID := omit
284 } = 252 }

Beyond Compare 2.5.2



14.10.2008 16:13:52 diff_log Seite 29
Datei: AtsBCast_ServiceProtectionTests.ttcn (Fortsetzung)
285 }i 253 }s
286 254
287 var PurchaseltemType v_Purchaseltem := valueof (m_def Purchaseltem( 255 var PurchaseltemType v_Purchaseltem := valueof (m_def PurchaselItem/(
288 PX_SGDU_PURCHASE ITEM ID, 256 PX_SGDU_PURCHASE_ITEM ID,
289 v_Version, 257 v_Version,
290 PX_SGDU_PURCHASE DATA ID, 258 PX_SGDU_PURCHASE DATA_ID,
291 PX_SGDU_SERVICE_ID, 259 PX_SGDU_SERVICE_ID,
292 "PurchaselIteml" 260 "PurchaseIteml"
293 )) 261 )) i
294 v Purchaseltem.Descriptions := {{lang := omit, text :="Purchasable SRTPencrypted service"} 262 v _Purchaseltem.Descriptions := {{lang := omit, text :="Purchasable SRTPencrypted service"}
295 263
296 var PurchaseDataType v_PurchaseData := valueof (m_def PurchaseData ( 264 var PurchaseDataType v_PurchaseData := valueof (m_def PurchaseData (
297 PX_SGDU_PURCHASE DATA ID, 265 PX SGDU_ PURCHASE DATA 1ID,
298 v_Version, 266 v_Version,
299 {{omit, "Discount price available"}}, 267 {{omit, "Discount price available"}},
300 PX_SGDU_PURCHASE ITEM ID, 268 PX_SGDU_PURCHASE_ITEM ID,
301 PX_SGDU_PURCHASE CHANNEL_ID, 269 PX_SGDU_PURCHASE CHANNEL_ID,
302 v_Pricelnfo 270 v_PricelInfo
303 )) 271 ))
304 272
305 var PurchaseChannelType v_PurchaseChannel := valueof (m_def PurchaseChannel ( 273 var PurchaseChannelType v_PurchaseChannel := valueof (m_def PurchaseChannel (
306 PX_SGDU_PURCHASE CHANNEL_ID, 274 PX_SGDU_PURCHASE CHANNEL_ ID,
307 v_Version, 275 v_Version,
308 "PurchaseChannel", 276 "PurchaseChannel",
309 PX PURCHASE_URL //hint: should have this format -> "http://" & PX BSM FQDN & "/bsm/purd <> 277 PX PURCHASE_URL
310 )) i = 278 )) i
311 279
312 // CR 26/8: generic function for adding XML fragments 280 // CR 26/8: generic function for adding XML fragments
313 f addXMLFragment (v_SGDU, {Service := v_Service}); 281 f addXMLFragment (v_SGDU, {Service := v_Service});
314 f addXMLFragment (v_SGDU, {Content := v_Content}); 282 f addXMLFragment (v_SGDU, {Content := v_Content});
315 f addXMLFragment (v_SGDU, {Schedule := v_Schedule}); 283 f addXMLFragment (v_SGDU, {Schedule := v_Schedule});
316 f addXMLFragment (v_SGDU, {Access := v_Access}); 284 f addXMLFragment (v_SGDU, {Access := v_Access});
317 f addXMLFragment (v_SGDU, {Purchaseltem := v_PurchaselItem}); 285 f addXMLFragment (v_SGDU, {Purchaseltem := v_PurchaselItem});
318 f addXMLFragment (v_SGDU, {PurchaseChannel := v_PurchaseChannel}); 286 f addXMLFragment (v_SGDU, {PurchaseChannel := v_PurchaseChannel});
319 f addXMLFragment (v_SGDU, {PurchaseData := v_PurchaseData}); 287 f addXMLFragment (v_SGDU, {PurchaseData := v_PurchaseData});
320 f addSdpFragment (v_SGDU, v_Version, v_Sdp); 288 f addSdpFragment (v_SGDU, v_Version, v_Sdp);
321 289
322 f main ctrl broadcastServiceGuide (v_SGDU, omit, vc FluteUpdateID); <> 290 f main ctrl broadcastServiceGuide (v_SGDU, omit);
323 = 291
324 f main ut RunBCastApplication(); 292 f main ut RunBCastApplication();
325 293
326 f main ut CheckService ("PayTvChannel"); <>
327 f main ut SelectService ("PayTvChannel");
328 f main ut CheckContent ("Programme with price information", v DateTime StartTime, v DateTimq
329
330 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf
331 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf = 294 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf
332 // and Service Request/Response is not allowed <>
333 f main_crtl BSM Procedures(true, true, false, true); 295 f main crtl MBMS User Service Procedure (true);
334
335 // postamble
336 f main ut PowerOff();
337
338 f cf BSF down();
339 f cf BSM down () ;
340 f cf DNS down () ;
341 f cf Broadcast down();
342 f cf UpperTester down();
343 f terminateComponents () ;
344
345
346 // change 3 (WK34): Service Protection: secure streaming service
347 // change 6 (WK23): new service protection testcase
348 testcase TC_BCAST_ SERVPROT 101d() runs on BCastMainComponent system BCastPlatformComponent ({
349 // init components and ports
350 f createComponents () ;
351 f cf Broadcast up();
352 f cf UpperTester up();
353 f cf DNS up();
354 f cf BSM up();
355 f cf BSF up();
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356
357 // preamble
358 f cf enable DNS();
359 f startCommonUtPreamble () ;
360
361 var hexstring protectionKeyId := PX MCC & PX MNC & PX KEY GROUP & PX KEY NUMBER;
362 f main crtl InitProtectionKeysAndValues();
363 f main crtl SetProtectionKeyld(protectionKeyId);
364 f main crtl SetBootstrappingTransactionId(f bsf generateBtid());
365 // GBA/BSF as parallel test component = 296 // GBA/BSF as parallel test component
366 f main ctrl GBA U Bootstrapping(true); 297 f main ctrl GBA U Bootstrapping(true);
367 298
368 // in order to create a purchase items +-
369 // ESG with purchase part
370 var ServiceGuideDeliveryUnit v_SGDU := {};
371 var UInt32 v_Version := 1;
372
373 f main ctrl InitStartEndTime (0, c_one hour);
374
375 var DateTime v _DateTime StartTime := f getDateTime (v_startTime);
376 var DateTime v_DateTime EndTime := f getDateTime (v_endTime);
377
378 // TODO: Session Description fragment containing SDP for "Programme" and the service prote
379 var SdpFragment v_Sdp := valueof (m _def SdpFragment (
380 PX_SDP_VIDEO PROG_1 REF ID,
381 PX SDP_SERVICE PROTECTION_SRTP
382 )) i
383
384 var AccessTypeType v_AccessType := valueof (m_def AccessType bc sdp (
385 f getAccessType (PX BROADCAST NETWORK BEARER),
386 PX_SDP_VIDEO PROG_1 REF ID
387 )) i
388
389 var PriceInfoType v_PricelInfo := valueof(m PricelInfo (
390 1,
391 PX MONETARY PRICE,
392 PX CURRENCY
393 )i
394
395 var ServiceType v_Service := valueof (m _def Service(
396 PX_SGDU_SERVICE ID,
397 v_Version,
398 "PayTvChannel",
399 c_basicTv_ServiceType
400 )i
401
402 var ContentType v_Content := valueof (m_def Content (
403 PX_SGDU_CONTENT ID PROG 1,
404 v_Version,
405 "Programme",
406 PX_SGDU_SERVICE ID,
407 v_DateTime StartTime,
408 v_DateTime EndTime
409 )i
410
411 var ScheduleType v_Schedule := valueof (m_def Schedule (
412 PX_SGDU_SCHEDULE ID PROG 1,
413 v_Version,
414 PX_SGDU_SERVICE ID,
415 PX_SGDU_CONTENT ID PROG 1,
416 v_startTime, // change 01 (WK
417 v_endTime // change 01 (WK
418 )i
419
420 var AccessType v_Access := valueof (m _def Access(
421 PX_SGDU ACCESS_ID PROG_ 1,
422 v_Version,
423 v_AccessType,
424 PX_SGDU_SERVICE ID,
425 PX_SGDU_SCHEDULE ID PROG 1,
426 c_class_SG
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427 ))

428 v_Access.KeyManagementSystems := {

429 {

430 kmsType := 1, // 1 = oma-bcast-gba u-mbms

431 protectionType := 0, // Content protection only, as defined by the LTKM

432 PermissionsIssuerURI := {

433 text_  := PX_BSM FQDN

434 b

435 ProtectionKeyIDs := {

436 {

437 type := 0, // ProtectionKeyID = Key Domain ID concatenated with SEK/PEK Il

438 // key domain id = MCC || MNC

439 // sek id = key group || key number

440 text := fx bitstring2Base64 (hex2bit (protectionKeyId)) // Base64 encoding

441 }

442 by

443 TerminalBindingKeyID := omit

444 }

445 }i

446

447 var PurchaseltemType v_Purchaseltem := valueof (m_def PurchaseItem(

448 PX_SGDU_PURCHASE ITEM ID,

449 v_Version,

450 PX_SGDU_PURCHASE DATA ID,

451 PX_SGDU_SERVICE ID,

452 "PurchaseIteml"

453 ))

454 v _Purchaseltem.Descriptions := {{lang := omit, text :="Purchasable SRTPencrypted service"}

455

456 var PurchaseDataType v_PurchaseData := valueof (m_def PurchaseData (

457 PX_SGDU_PURCHASE DATA ID,

458 v_Version,

459 {{omit, "Discount price available"}},

460 PX_SGDU_PURCHASE ITEM ID,

461 PX_SGDU_PURCHASE CHANNEL ID,

462 v_Pricelnfo

463 ))

464

465 var PurchaseChannelType v_PurchaseChannel := valueof (m_def PurchaseChannel (

466 PX_SGDU_PURCHASE CHANNEL ID,

467 v_Version,

468 "PurchaseChannel",

469 "http://" & PX_BSM FQDN & "/bsm/purchaseURL"

470 )) i

471

472 // CR 26/8: generic function for adding XML fragments

473 f addXMLFragment (v_SGDU, {Service := v_Service});

474 f addXMLFragment (v_SGDU, {Content := v_Content});

475 f addXMLFragment (v_SGDU, {Schedule := v_Schedule}) ;

476 f addXMLFragment (v_SGDU, {Access := v_Access});

477 f addXMLFragment (v_SGDU, {PurchaselItem := v_PurchaselItem});

478 f addXMLFragment (v_SGDU, {PurchaseChannel := v_PurchaseChannel}) ;

479 f addXMLFragment (v_SGDU, {PurchaseData := v_PurchaseData}) ;

480 f addSdpFragment (v_SGDU, v_Version, v_Sdp);

481

482 f main ctrl broadcastServiceGuide (v_SGDU, omit, vc_ FluteUpdatelID);

483

484 f main ut RunBCastApplication();

485

486 f main ut CheckService ("PayTvChannel"); = 299 f main ut CheckService ("PayTvChannel");

487 f main ut SelectService ("PayTvChannel"); 300 f main ut SelectService ("PayTvChannel");

488 f main ut CheckContent ("Programme with price information", v DateTime StartTime, v DateTimgq 301 f main ut CheckContent ("Programme with price information", v DateTime StartTime, v DateTimgq

489 f main ut PurchaseService ("PayTvChannel"); +-

490

491 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf

492 // and Service Request and Service Response are test purpose

493 f main crtl BSM Procedures(true, true, true, false);

494 = 302

495 // postamble 303 // postamble

496 f main ut PowerOff(); 304 f main ut PowerOff();

497 305
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498 f cf BSF down(); 306 f cf BSF down();
499 f cf BSM down(); 307 f cf BSM down () ;
500 f cf DNS down(); 308 f cf DNS down () ;
501 f cf Broadcast down(); 309 f cf Broadcast down();
502 f cf UpperTester down(); 310 f cf UpperTester down () ;
503 f terminateComponents () ; 311 f terminateComponents() ;
504 } <> 312
505
506 // change 3 (WK34): Service Protection: secure streaming service
507 // change 6 (WK23): new service protection testcase
508 testcase TC_BCAST_ SERVPROT 10le() runs on BCastMainComponent system BCastPlatformComponent ({
509 // init components and ports
510 f createComponents () ;
511 f cf Broadcast up();
512 f cf UpperTester up();
513 f cf DNS up();
514 f cf BSM up();
515 f c¢f BSF up();
516 f cf Mikey up();
517
518 // preamble
519 f cf enable DNS();
520 f startCommonUtPreamble () ;
521
522 var hexstring v_keyDomainId := PX MCC & PX MNC;
523 var hexstring v _mskId := PX KEY GROUP & PX KEY NUMBER;
524 var hexstring v_protectionKeylId := v_keyDomainId & v_mskId;
525 var octetstring v_ks NAF := f main crtl InitProtectionKeysAndValues();
526 f main crtl SetProtectionKeyId(v_protectionKeyId) ;
527 var charstring v _btid := f bsf generateBtid();
528 f main crtl SetBootstrappingTransactionId(v_btid);
529 // Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf
530 // and Service Request/Response
531 f main crtl BSM Procedures (true, true, true, true);
532 // GBA/BSF as parallel test component
533 f main ctrl GBA U Bootstrapping(true);
534
535 // in order to create a purchase items
536 // ESG with purchase part
537 var ServiceGuideDeliveryUnit v_SGDU := {};
538 var UInt32 v_Version := 1;
539
540 f main ctrl InitStartEndTime (0, c_one hour);
541
542 var DateTime v _DateTime StartTime := f getDateTime (v_startTime);
543 var DateTime v _DateTime EndTime := f getDateTime (v_endTime);
544
545 // TODO: Session Description fragment containing SDP for "Programme" and the service prote
546 var SdpFragment v_Sdp := valueof (m_def SdpFragment (
547 PX_SDP_VIDEO PROG_1 REF ID,
548 PX SDP_SERVICE PROTECTION_SRTP
549 ));
550
551 var AccessTypeType v_AccessType := valueof (m_def AccessType bc sdp (
552 f getAccessType (PX BROADCAST NETWORK BEARER),
553 PX_SDP_VIDEO PROG_1 REF ID
554 )) i
555
556 var PriceInfoType v_PricelInfo := valueof(m PricelInfo (
557 1,
558 PX MONETARY PRICE,
559 PX CURRENCY
560 ))
561
562 var ServiceType v_Service := valueof (m _def Service(
563 PX_SGDU_SERVICE ID,
564 v_Version,
565 "PayTvChannel",
566 c_basicTv_ServiceType
567 ))
568
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var ContentType v_Content := valueof (m_def Content (
PX_SGDU_CONTENT ID PROG 1,
v_Version,
"Programme",
PX_SGDU_SERVICE_ID,
v_DateTime StartTime,
v_DateTime EndTime

var ScheduleType v_Schedule := valueof (m_def Schedule (
PX_SGDU_SCHEDULE_ID PROG 1,
v_Version,
PX_SGDU_SERVICE_ID,
PX_SGDU_CONTENT_ID PROG_1,

v_startTime, // change 01 (WK
v_endTime // change 01 (WK
)i
var AccessType v_Access := valueof (m _def Access(

PX SGDU_ACCESS_ID PROG 1,
v_Version,
v_AccessType,
PX_ SGDU_SERVICE ID,
PX SGDU_SCHEDULE_ ID PROG_1,
c_class_SG
))
v_Access.KeyManagementSystems := {

{

kmsType := 1, // 1 = oma-bcast-gba u-mbms
protectionType := 0, // Content protection only, as defined by the LTKM
PermissionsIssuerURI := {
text  := "http://" & PX_BSM FQDN
}I
ProtectionKeyIDs := {
{
type := 0, // ProtectionKeyID = Key Domain ID concatenated with SEK/PEK I
// key domain id = MCC || MNC
// sek id = key group || key number
text := fx bitstring2Base64 (hex2bit (v protectionKeyId)) // Base64 encodin
}
}I
TerminalBindingKeyID := omit
}
}i
var PurchaseltemType v_Purchaseltem := valueof (m_def PurchaseItem(

PX_SGDU_PURCHASE ITEM ID,
v_Version,
PX_SGDU_PURCHASE DATA ID,
PX_SGDU_SERVICE ID,

"PurchaseIteml"
)) i
v _Purchaseltem.Descriptions := {{lang := omit, text :="Purchasable SRTPencrypted service"}
var PurchaseDataType v_PurchaseData := valueof (m_def PurchaseData (

PX_SGDU_PURCHASE DATA ID,
v_Version,

{{omit, "Discount price available"}},
PX_SGDU_PURCHASE ITEM ID,
PX_SGDU_PURCHASE CHANNEL ID,
v_Pricelnfo

var PurchaseChannelType v_PurchaseChannel := valueof (m_def PurchaseChannel (
PX_SGDU_PURCHASE_CHANNEL_ID,
v_Version,
"PurchaseChannel",
"http://" & PX_BSM FQDN & "/bsm/purchaseURL"
)i

f addXMLFragment (v_SGDU, {Service := v_Service});
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//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

f addXMLFragment (v_SGDU, {Content := v_Content});

f addXMLFragment (v_SGDU, {Schedule := v_Schedule}) ;

f addXMLFragment (v_SGDU, {Access := v_Access});

f addXMLFragment (v_SGDU, {Purchaseltem := v_PurchaselItem});

f addXMLFragment (v_SGDU, {PurchaseChannel := v_PurchaseChannel}) ;
f addXMLFragment (v_SGDU, {PurchaseData := v_PurchaseData}) ;

f addSdpFragment (v_SGDU, v_Version, v_Sdp);

f main ctrl broadcastServiceGuide (v_SGDU, omit, vc_ FluteUpdatelID);

f main ut RunBCastApplication();

f main ut CheckService ("PayTvChannel");

f main ut SelectService ("PayTvChannel");

f main ut CheckContent ("Programme with price information", v DateTime StartTime, v DateTimq

f main ut PurchaseService ("PayTvChannel");

// send via UDP the LTKM

var UInt8 v_PolicyNumber := 0;

var octetstring v_randValue := '6813b3758clcfel38d8b2ba886d3f449'0;

var octetstring v_csbId := '00000000'0;

var Octd v _ssrc := '7BE6AC2E'O;

var ListOfSrtpId v_Srtplds := {}; // empty list

var Srtpld v_SrtpIld := valueof (m_def SrtpId(v_PolicyNumber, v _ssrc, '00000000'0)):;

f addSrtpId(v_Srtplds, v_Srtpld);
//v_Srtpld := valueof (m def SrtpId(v_PolicyNumber, '00000000'0, '00000000'0));
//f _addSrtpId(v_SrtpIlds, v_SrtpId);

var MikeyHeaderPayload v mikeyheader := valueof (m def LTKMHeader (GeneralExt, v csbId, v Srf
var ListOfPayload v_payloads := {}; // empty list

var KeyId v_keyIdKeyDomianId := valueof (m def KeyId KeyDomainId(hex2oct (v_keyDomainId))) ;
var KeyId v_keyIdMskId := valueof(m def KeyId MSKId(hex2oct (v_mskId)));

var GeneralExtension v ExtMBMS := valueof (m def GeneralExtension (KEY ID, {keyIds := {v_ key]
f addMikeyPayload(v_payloads, {generalExtension := v_ExtMBMS}) ;

var BcastExtension v bcastExt := valueof (m def BcastExtension LTKM(m def LTKMManagementDat
var GeneralExtension v ExtBCAST := valueof (m def GeneralExtension (OMA BCAST, {bcastExtensi
f addMikeyPayload(v_payloads, {generalExtension := v_ExtBCAST});

var integer v_ntpTimestamp := f getNTPTime ();

var Timestamp v_Timestamp := valueof (m_def TimestampPayloadData (NTP_UTC, v_ntpTimestamp));
f addMikeyPayload(v_payloads, {timestamp := v_Timestamp});

var Rand v_Rand := valueof (m_def RandPayloadData (v_randValue)) ;

f addMikeyPayload(v_payloads, {rand := v_Rand});

var Id v_Idi := valueof (m def IdPayloadData (URI, PX BSM FQDN)) ;
f addMikeyPayload(v_payloads, {id := v_Idi});

var Id v_Idr := valueof (m def IdPayloadData (NAI, v_btid));
f addMikeyPayload(v_payloads, {id := v_Idr});

var ListOfSrtpPolicyParam v_SrtpPolicyParams := {}; //empty list
var SrtpPolicyParameter v SrtpPolicyParam := valueof (m def SrtpPolicyParamg
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION ENCR KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP AUTH ALGORITHM
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION AUTH KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION SALT KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP PRF, 1, {srtpPj
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (KEY DERIVATION RATE
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP ENCR OFF ON, 1
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//
//
//
//
//
//
//
//
//
//
//
//
//

// change 3 (WK34): Service Protection: secure streaming service
testcase TC_BCAST_ SERVPROT 101f() runs on BCastMainComponent system BCastPlatformComponent ({

f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTCP ENCR OFF ON, ]
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SENDER FEC ORDER, 1
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP AUTH OFF ON, 1
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (AUTH TAG LENGTH, 1,
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP PREFIX LENGTH,
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

var SecurityPolicy v SecurityPolicy := valueof (m def SecurityPolicy4Srtp (v|
f addMikeyPayload(v_payloads, {securityPolicy := v_SecurityPolicy});

// preparations for encrypting of LTKM included in KEMAC

var Interval v_interval := valueof (m def Interval('00'0O, '0f'0O));

var Key v keyData := valueof (m def KeyData4LTKM(KV INTERVAL, PX LTKM, {interval := v intery
var MikeyPayload v keyDataPayload := valueof (m def Payload(LastPayload, {key := v keyData}
// PSK is MUK is ks (ext/int) NAF (depending of used GBA algorithm and UICC supports MBMS)
var octetstring v encrKeyData := fx encrypt (v csbId, v randValue, v ntpTimestamp, fx mikey}
// hash calculation is done in the Mikey Codec

var KeyDataTransport v kemac := valueof (m def KemacPayload(AES CM 128, v encrKeyData, HMAC |
f addMikeyPayload(v_payloads, {keyDataTransport := v_kemac});

// PSK needed for hash calculation
var MikeyMessage v sendMikey := valueof (m def Mikey (v mikeyheader, v payloads, {usedPSK :=

f main crtl sendMikey (v_sendMikey) ;

// postamble
f main ut PowerOff();

f cf Mikey down();

f cf BSF down() ;

f cf BSM down () ;

f cf DNS down () ;

f cf Broadcast down() ;
f cf UpperTester down (
f terminateComponents (

)
)

’
’

// init components and ports
f createComponents () ;

f cf Broadcast up();

f cf Secure Data up();

f cf Data up();

f cf UpperTester up();

f c¢f DNS up();

f cf BSM up();

f c¢f BSF up();

f cf Mikey up();

// preamble
f cf enable DNS();
f startCommonUtPreamble () ;

var charstring dstIP := PX DATA STREAMING DESTINATION IP 1;

var hexstring v_keyDomainId := PX MCC & PX MNC;

var hexstring v _mskId := PX KEY GROUP & PX KEY NUMBER;

var hexstring v_protectionKeyId := v_keyDomainId & v_mskId;

var octetstring v_ks NAF := f main crtl InitProtectionKeysAndValues();
f main crtl SetProtectionKeyId(v_protectionKeyId) ;

var charstring v _btid := f bsf generateBtid();

f main crtl SetBootstrappingTransactionId(v_btid);

// Bcast Subscription Managemant as parallel test component for MBMS User Service Registraf
// and Service Request/Response

f main crtl BSM Procedures (true, true, true, true);

// GBA/BSF as parallel test component
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782 f main ctrl GBA U Bootstrapping(true);

783

784 // in order to create a purchase items

785 // ESG with purchase part

786 var ServiceGuideDeliveryUnit v_SGDU := {};

787 var UInt32 v_Version := 1;

788

789 f main ctrl InitStartEndTime (0, c_one hour);

790

791 var DateTime v _DateTime StartTime := f getDateTime (v_startTime);
792 var DateTime v_DateTime EndTime := f getDateTime (v_endTime);
793

794 // TODO: SGDD should be extended with BSM selector > SDP extension for STKM need the
795 // reference to the BSM selector as declared in the SGDD
796 // SGDU access fragment need the reference to thd BSM selector as well
797

798 var SdpFragment v_Sdp := valueof (m_def SdpFragment (

799 PX_SDP_VIDEO PROG_1 REF ID,

800 PX SDP_SERVICE PROTECTION_SRTP

801 )) i

802

803 var AccessTypeType v_AccessType := valueof (m_def AccessType bc sdp (
804 f getAccessType (PX BROADCAST NETWORK BEARER),

805 PX_SDP_VIDEO PROG_1 REF ID

806 )) i

807

808 var PriceInfoType v_PricelInfo := valueof(m PricelInfo (

809 1,

810 PX MONETARY PRICE,

811 PX CURRENCY

812 ))

813

814 var ServiceType v_Service := valueof (m def Service(

815 PX_SGDU_SERVICE ID,

816 v_Version,

817 "PayTvChannel",

818 c_basicTv_ServiceType

819 )) i

820

821 var ContentType v_Content := valueof (m_def Content (

822 PX_SGDU_CONTENT ID PROG 1,

823 v_Version,

824 "Programme",

825 PX_SGDU_SERVICE ID,

826 v_DateTime StartTime,

827 v_DateTime EndTime

828 )) i

829

830 var ScheduleType v_Schedule := valueof (m _def Schedule (

831 PX_SGDU_SCHEDULE ID PROG 1,

832 v_Version,

833 PX_SGDU_SERVICE ID,

834 PX_SGDU_CONTENT ID PROG 1,

835 v_startTime, // change 01
836 v_endTime // change 01
837 )) i

838

839 var AccessType v_Access := valueof (m def Access(

840 PX_SGDU_ACCESS_ID PROG_ 1,

841 v_Version,

842 v_AccessType,

843 PX_SGDU_SERVICE ID,

844 PX_SGDU_SCHEDULE ID PROG 1,

845 c_class_SG

846 )) i

847 v_Access.KeyManagementSystems := {

848 {

849 kmsType := 1, // 1 = oma-bcast-gba u-mbms

850 protectionType := 0, // Content protection only, as defined by the LTKM
851 PermissionsIssuerURI := {

852 text  := "http://" & PX BSM FQODN
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}I

ProtectionKeyIDs := {
{
type := 0, // ProtectionKeyID = Key Domain ID concatenated with SEK/PEK II
// key domain id = MCC || MNC
// sek id = key group || key number
text := fx bitstring2Base64 (hex2bit (v protectionKeyId)) // Base64 encodin
}
}I
TerminalBindingKeyID := omit

}i
// TODO: set BSM selector like in SGDD
// v_Access.ServiceClass.ReferredSGInfo.BSMSelector

var PurchaseltemType v_Purchaseltem := valueof (m_def PurchaseItem(
PX_SGDU_PURCHASE_ITEM ID,
v_Version,
PX_SGDU_PURCHASE_DATA_1ID,
PX_SGDU_SERVICE_ID,

"PurchaseIteml"
)) i
v _Purchaseltem.Descriptions := {{lang := omit, text :="Purchasable SRTPencrypted service"}
var PurchaseDataType v_PurchaseData := valueof (m_def PurchaseData (

PX_SGDU_PURCHASE DATA ID,
v_Version,

{{omit, "Discount price available"}},
PX_SGDU_PURCHASE ITEM ID,
PX_SGDU_PURCHASE CHANNEL ID,
v_Pricelnfo

var PurchaseChannelType v_PurchaseChannel := valueof (m_def PurchaseChannel (
PX_SGDU_PURCHASE_CHANNEL_ID,
v_Version,
"PurchaseChannel",
"http://" & PX_BSM FQDN & "/bsm/purchaseURL"
)i

f addXMLFragment (v_SGDU, {Service := v_Service});

f addXMLFragment (v_SGDU, {Content := v_Content});

f addXMLFragment (v_SGDU, {Schedule := v_Schedule}) ;

f addXMLFragment (v_SGDU, {Access := v_Access});

f addXMLFragment (v_SGDU, {PurchaselItem := v_PurchaselItem});

f addXMLFragment (v_SGDU, {PurchaseChannel := v_PurchaseChannel}) ;
f addXMLFragment (v_SGDU, {PurchaseData := v_PurchaseData}) ;

f addSdpFragment (v_SGDU, v_Version, v_Sdp);

f main ctrl broadcastServiceGuide (v_SGDU, omit, vc_ FluteUpdatelID);
f main ut RunBCastApplication();

f main ut CheckService ("PayTvChannel");

f main ut SelectService ("PayTvChannel");

f main ut CheckContent ("Programme with price information", v DateTime StartTime, v DateTimq

f main ut PurchaseService ("PayTvChannel");

// preparation for LTKM

var UInt8 v_PolicyNumber := 0;

var octetstring v_randValue := '6813b3758clcfel38d8b2ba886d3f449'0;
var octetstring v_csbId := '00000000'0;

var Octd v _ssrc := '7BE6AC2E'O;

var ListOfSrtpId v_Srtplds := {}; // empty list

var Srtpld v_SrtpIld := valueof (m_def SrtpId(v_PolicyNumber, v _ssrc, '00000000'0)):;
f addSrtpId(v_Srtplds, v_Srtpld);

var MikeyHeaderPayload v mikeyheader := valueof (m def LTKMHeader (GeneralExt, v csbId, v Srt

var ListOfPayload v_payloads4ltkm := {}; // empty list
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//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

var KeyId v_keyIdKeyDomianId := valueof (m def KeyId KeyDomainId(hex2oct (v_keyDomainId))) ;
var KeyId v_keyIdMskId := valueof (m def KeyId MSKId(hex2oct (v_mskId)));

var GeneralExtension v ExtMBMS := valueof (m def GeneralExtension (KEY ID, {keyIds := {v_ key]
f addMikeyPayload(v_payloads4ltkm, {generalExtension := v_ExXtMBMS}) ;

var BcastExtension v bcastExt := valueof (m def BcastExtension LTKM(m def LTKMManagementDat
var GeneralExtension v ExtBCAST := valueof (m def GeneralExtension (OMA BCAST, {bcastExtensi
f addMikeyPayload(v_payloads4ltkm, {generalExtension := v_ExtBCAST}) ;

var integer v_ntpTimestamp := f getNTPTime ();

var Timestamp v_Timestamp := valueof (m_def TimestampPayloadData (NTP_UTC, v _ntpTimestamp));
f addMikeyPayload(v_payloads4ltkm, {timestamp := v_Timestamp}) ;

var Rand v_Rand := valueof (m_def RandPayloadData (v_randValue)) ;

f addMikeyPayload(v_payloads4ltkm, {rand := v_Rand});

var Id v_Idi := valueof (m def IdPayloadData (URI, PX BSM FQDN)) ;
f addMikeyPayload(v_payloads4ltkm, {id := v _Idi});

var Id v_Idr := valueof (m def IdPayloadData (NAI, v_btid));
f addMikeyPayload(v_payloads4ltkm, {id := v_Idr});

var ListOfSrtpPolicyParam v_SrtpPolicyParams := {}; //empty list
var SrtpPolicyParameter v SrtpPolicyParam := valueof (m def SrtpPolicyParamg
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION ENCR KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP AUTH ALGORITHM
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION AUTH KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SESSION SALT KEY LEN
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP PRF, 1, {srtpPj
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (KEY DERIVATION RATE
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP ENCR OFF ON, 1
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTCP ENCR OFF ON, ]
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SENDER FEC ORDER, 1
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP AUTH OFF ON, 1
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (AUTH TAG LENGTH, 1,
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);
v _SrtpPolicyParam := valueof (m def SrtpPolicyParameter (SRTP PREFIX LENGTH,
f addSrtpPolicyParameter (v_SrtpPolicyParams, v_SrtpPolicyParam);

var SecurityPolicy v SecurityPolicy := valueof (m def SecurityPolicy4Srtp
f addMikeyPayload(v_payloads, {securityPolicy := v_SecurityPolicy}):;

// preparations for encrypting of LTKM included in KEMAC

var Interval v_interval := valueof(m def Interval (PX TS LOW, PX TS HIGH));

var Key v keyData := valueof (m def KeyData4LTKM(KV INTERVAL, PX LTKM, {interval := v intery
var MikeyPayload v keyDataPayload := valueof (m def Payload(LastPayload, {key := v keyData}
// PSK is MUK is ks (ext/int) NAF (depending of used GBA algorithm and UICC supports MBMS)
var octetstring v encrKeyData := fx encrypt (v csbId, v randValue, v ntpTimestamp, fx mikey}
// hash calculation is done in the Mikey Codec

var KeyDataTransport v kemac := valueof (m def KemacPayload(AES CM 128, v encrKeyData, HMAC |

f addMikeyPayload(v_payloads4ltkm, {keyDataTransport := v_kemac});

// PSK needed for hash calculation
var MikeyMessage v sendMikeyLTKM := valueof (m def Mikey (v mikeyheader, v payloads4ltkm, {uj

// preparation for STKMs
v_mikeyheader := valueof (m_def STKMHeader (GeneralExt, v_csbId));

var ListOfPayload v_payloadsd4stkm := {}; // empty list
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var octetstring v_mtkId := PX MTK ID START;

var KeyId v_keyIdMtkId := valueof (m_def KeyId MTKId (v_mtkId));

v ExtMBMS := valueof (m def GeneralExtension(KEY ID, {keyIds := {v keyIdKeyDomianId, v keyI
f addMikeyPayload(v_payloads4stkm, {generalExtension := v_ExXtMBMS}) ;

v_bcastExt := valueof (m def BcastExtension STKM(m def STKMManagementData())):;
v_ExtBCAST := valueof (m def GeneralExtension(OMA BCAST, {bcastExtension := v_bcastExt}));
f addMikeyPayload(v_payloads4stkm, {generalExtension := v_ExtBCAST});

v_Timestamp := valueof (m_def TimestampPayloadData (COUNTER, oct2int (PX TS LOW) + 1));
f addMikeyPayload(v_payloads4stkm, {timestamp := v_Timestamp}) ;

// preparations for encrypting of STKM included in KEMAC
// PSK is key of LTKM

var octetstring v salt := fx mikeySaltKey(v csbId, v randValue, PX LTKM, PX SALT KEY LENGT]
v_keyData := valueof (m_def KeyData4STKM (PX SRTP MASTER KEY START, v_salt));
v_keyDataPayload := valueof (m_def Payload(LastPayload, {key := v_keyData}l));

v_encrKeyData := fx encrypt (v csbId, v randValue, v ntpTimestamp, fx mikeyPayload20ct (v ke}
// hash calculation is done in the Mikey Codec

v_kemac := valueof (m_def KemacPayload(AES CM 128, v_encrKeyData, HMAC SHA 1 160));

f addMikeyPayload(v_payloads4stkm, {keyDataTransport := v_kemac});

// PSK and RAND from LTKM needed for hash calculation
// RAND payload is not send again in STKM
var MikeyMessage v sendMikeySTKM := valueof (m def Mikey (v mikeyheader, v payloads4stkm, {uj

// generates all keys delivered in STKM
var ListOfSTKMKeys v_stkmKeys := {};

var integer numOfKeys := 15;
for (var integer i := 0; i < numOfKeys; i := i + 1) {
v_stkmKeys[i] := {int2oct((oct2int (PX SRTP MASTER KEY START) + i), 16), v_salt}

// generates remaining STKMs (updates the timestamp in every STKM; replaces the master key

var ListOfMikeyMessage v_stkms := {v_sendMikeySTKM};
var integer renewalOfKeys := 10; // the master key changes every 10th STKM
for (var integer i := 1; i < numOfKeys * renewalOfKeys; 1 := i + 1) {
v_stkms[i] := f updateTSinSTKM(v_stkms[i - 1]);
if (i mod renewalOfKeys == 0) {
v _stkms[i] := f updateKEYinSTKM(v csbld, v ntpTimestamp, v stkmKeys[i / renewalOfKq

// sends LTKM
f main crtl sendMikey (v_sendMikeyLTKM) ;

f main data secure setKeys (v_stkmKeys) ;
f main data secure startStreamingFile (0, PX FILE VIDEO PROGl, PX SDP SERVICE PROTECTION SR]

// sends STKMs

timer v_nextSTKMTimer := 1.0;
var integer v_currentKeyNumber := 0;
for (var integer i := 0; i < numOfKeys * renewalOfKeys; 1 := i + 1) {

// after sending 10 STKMs the next key must be used

if (i mod 10 == 0) {

f main data secure activateKey(v_stkmKeys[v_currentKeyNumber], v_currentKeyNumber) ;
v_currentKeyNumber := v_currentKeyNumber + 1;

}

v_nextSTKMTimer.start;

f main crtl broadcastMikey(v_stkms[i]);

v_nextSTKMTimer.timeout;

f main data secure stopStreaming(0);

// postamble
f main ut PowerOff();

f cf Mikey down();
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1066 f cf BSF down();

1067 f cf BSM down () ;

1068 f cf DNS down () ;

1069 f cf Data down();

1070 f cf Secure Data down();

1071 f cf Broadcast down();

1072 f cf UpperTester down();

1073 f terminateComponents () ;

1074 }

1075 } = 313

1076 <>

1077 // change 3 (WK34): Service Protection: secure streaming service

1078 group Function {

1079 A

1080 R

1081 * @desc increases TS value by 1 in STKM

1082 * @param p currentKey

1083 * @param p_stkm

1084 * @return

1085 * @verdict

1086 =/

1087 function f updateTSinSTKM(in MikeyMessage p stkm) return MikeyMessage {

1088 var integer v_size := sizeof (p_stkm.payloads);

1089 var MikeyMessage v_mikey := p stkm;

1090

1091 // updates the timestamp

1092 for (var integer i1 := 0; i < v_size; 1 := 1 + 1) {

1093 if (ischosen(v_mikey.payloads[i].payloadData.timestamp)) {

1094 v _mikey.payloads[i].payloadData.timestamp.tsValue := v mikey.payloads[i].payloadDaf

1095 i := v size + 1; // stops the loop

1096 }

1097 }

1098

1099 return v_mikey;

1100 }

1101

1102 A

1103 R

1104 * @desc replaces the Key Data in STKM

1105 * @param p currentKey

1106 * @param p_ stkm

1107 * @return

1108 * @verdict

1109 =/

1110 function f updateKEYinSTKM(in octetstring p csbId, in integer p timestamp, in SecureStreamingKq

1111 // the key to be replaced is stored in the encrypted key data of the KEMAC payload

1112 // KEMAC payload is always the last payload in an STKM

1113 p stkm.payloads[sizeof (p stkm.payloads) - 1].payloadData.keyDataTransport.encrData :=

1114 return p_stkm;

1115 }

1116 }

1117

1118 // change 3 (WK34): Service Protection: secure streaming service

1119 group externalFunctions {

1120 external function fx mikeyPayload20ct (in MikeyPayload p_payload) return octetstring;

1121 external function fx encrypt(in octetstring p csbId, in octetstring p rand, in integer p timest

1122 external function fx decrypt (in octetstring p csbld, in octetstring p rand, in integer p timest

1123 external function fx mikeySaltKey (in octetstring p csbid, in octetstring p rand, in octetstrin

1124 external function fx oct2mikeyPayload(in octetstring p mikeyPayload) return MikeyPayload;

1125 }

1126 } = 314

11271} 315
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l /* * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies functions for the test configuratoin 8 * This module specifies functions for the test configuratoin

9 */ 9 */

10 |module AtsBCast TestConfiguration Functions{ 10 |module AtsBCast TestConfiguration Functions({

11 import from AtsBCast Main Functions all; 11 import from AtsBCast Main Functions all;

12 import from AtsBCast TestSystem { 12 import from AtsBCast TestSystem {

13 type BCastMainComponent; 13 type BCastMainComponent;

14 } 14 }

15 import from LibBCast Interface { 15 import from LibBCast Interface ({

16 type UpperTesterComponent; 16 type UpperTesterComponent;

17 type BCastNetworkControlComponent; 17 type BCastNetworkControlComponent;

18 type BCastNetworkDataComponent; 18 type BCastNetworkDataComponent;

19 } 19 }
20 import from LibBCast ModuleParameters { 20 import from LibBCast ModuleParameters {
21 modulepar PX BROADCAST NETWORK BEARER; 21 modulepar PX BROADCAST NETWORK BEARER;
22 modulepar PX INTERACTION NETWORK BEARER; 22 modulepar PX INTERACTION NETWORK BEARER;
23 } 23 }
24 // change 1 (WK18): for content protection tests 24 // change 1 (WK18): for content protection tests
25 import from LibCommon DNS { 25 import from LibCommon DNS {
26 group DNS Configuration_and Components; 26 group DNS Configuration and Components;
27 group DNS_ Functions; 27 group DNS Functions;
28 } 28 }
29 // change 1 (WK18): for content protection tests 29 // change 1 (WK18): for content protection tests
30 // hint: (parallel) component for GBA 30 // hint: (parallel) component for GBA
31 import from LibCommon GBA BSF { 31 import from LibCommon GBA BSF {
32 group BSF_Configuration_and Components; 32 group BSF Configuration and Components;
33 group BSF_Functions; 33 group BSF_Functions;
34 } 34 }
35 // change 1 (WK18): for content protection tests 35 // change 1 (WK18): for content protection tests
36 // hint: (parallel) component for MBMS user service registration 36 // hint: (parallel) component for MBMS user service registration
37 import from LibCommon BSM { 37 import from LibCommon BSM {
38 group BSM Configuration_and Components; 38 group BSM Configuration and Components;
39 group BSM Functions; 39 group BSM Functions;
40 } 40 }
41 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving +-
42 import from LibCommon Mikey {
43 group Mikey Configuration and Components;
44 }
45 = 41
46 /** 42 /x*
47 * 43 *
48 * @desc 44 * @desc
49 * This functions creates all test components that may be potentially used in BCast test 45 * This functions creates all test components that may be potentially used in BCast test
50 * suite. Note that that the execution of behavior on these test components is handled 46 * suite. Note that that the execution of behavior on these test components is handled
51 * by the ATS main functions, i.e., after their creation test components do not yet produce 47 * by the ATS main functions, i.e., after their creation test components do not yet produce
52 * any test behavior. 48 * any test behavior.
53 * @see 49 * @see
54 * AtsBCast TestSystem.BCastMainComponent 50 * AtsBCast TestSystem.BCastMainComponent
55 * @see 51 * @see
56 * AtsBCast TestSystem.BCastNetworkControlComponent 52 * AtsBCast TestSystem.BCastNetworkControlComponent
57 * @see 53 * @see
58 * AtsBCast TestSystem.UpperTesterComponent 54 * AtsBCast TestSystem.UpperTesterComponent
59 * @see 55 * @see

60 * AtsBCast TestSystem.SimulationComponent 56 * AtsBCast TestSystem.SimulationComponent

61 */ 57 */

62 function f createComponents () runs on BCastMainComponent { 58 function f createComponents() runs on BCastMainComponent {

63 vc_CTRL := BCastNetworkControlComponent.create ("BCast Network Control") 59 vc_CTRL := BCastNetworkControlComponent.create ("BCast Network Control") alive;
64 vc_DATA := BCastNetworkDataComponent.create ("BCast Network Data") 60 vc_DATA := BCastNetworkDataComponent.create ("BCast Network Data")
65 vc_UTC := UpperTesterComponent.create ("Upper Tester") alive; 61 vc_UTC := UpperTesterComponent.create ("Upper Tester")

66 62

67 // change 1 (WK18): for content protection tests 63 // change 1 (WK18): for content protection tests

68 vc_DNS := DNSServerComponent.create ("DNS Server Simulation") 64 vc_DNS := DNSServerComponent.create ("DNS Server Simulation")
69 65
70 // change 1 (WK18): for content protection tests 66 // change 1 (WK18): for content protection tests
71 vc_BSF := BSFServerComponent.create ("BSF Server Simulation") 67 vc_BSF := BSFServerComponent.create ("BSF Server Simulation")
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72 68
73 // change 1 (WK18): for content protection tests 69 // change 1 (WK18): for content protection tests
74 vc_BSM := BSMServerComponent.create ("BSM Server Simulation") alive; 70 vc_BSM := BSMServerComponent.create ("BSM Server Simulation") alive;
75 +-
76 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving
77 vc_Mikey := MikeyComponent.create ("Mikey Component") alive;
78 } = 71 }
79 72
80 // change 1 (WK18): for content protection tests 73 // change 1 (WK18): for content protection tests
81 /** 74 /x*
82 * @desc Starts a DNS server simulation as a parallel component. 75 * @desc Starts a DNS server simulation as a parallel component.
83 */ 76 */
84 function f cf DNS up() runs on BCastMainComponent { 77 function £ cf DNS up() runs on BCastMainComponent {
85 map (vc_DNS: dns, system: dns); 78 map (vc_DNS: dns, system: dns);
86 } 79 }
87 80
88 function f cf enable DNS() runs on BCastMainComponent { 81 function f cf enable DNS() runs on BCastMainComponent {
89 vc_DNS.start (DNS_ServerSimulation()); 82 vc_DNS.start (DNS_ServerSimulation());
90 } 83 }
91 84
92 // change 1 (WK18): for content protection tests 85 // change 1 (WK18): for content protection tests
93 /** 86 /x*
94 * @desc Stops a DNS server simulation. 87 * @desc Stops a DNS server simulation.
95 */ 88 */
96 function f cf DNS down() runs on BCastMainComponent { 89 function f cf DNS down() runs on BCastMainComponent {
97 unmap (vc_DNS: dns, system: dns); 90 unmap (vc_DNS: dns, system: dns);
98 vc_DNS.stop; 91 vc_DNS.stop;
99 } 92 }
100 93
101 // change 1 (WK18): for content protection tests 94 // change 1 (WK18): for content protection tests
102 /** 95 /x*
103 * @desc Starts a BSF server simulation as a parallel component. 96 * @desc Starts a BSF server simulation as a parallel component.
104 */ 97 */
105 function f cf BSF up() runs on BCastMainComponent { 98 function £ cf BSF up() runs on BCastMainComponent {
106 map (vc_BSF: bsf, system: bsf); 99 map (vc_BSF: bsf, system: bsf);
107 } 100 }
108 101
109 // change 1 (WK18): for content protection tests 102 // change 1 (WK18): for content protection tests
110 /** 103 /x*
111 * @desc Stops a BSF server simulation. 104 * @desc Stops a BSF server simulation.
112 */ 105 */
113 function f cf BSF down() runs on BCastMainComponent { 106 function £ cf BSF down() runs on BCastMainComponent {
114 unmap (vc_BSF: bsf, system: bsf); 107 unmap (vc_BSF: bsf, system: bsf);
115 vc_BSF.stop; 108 vc_BSF.stop;
116 } 109 }
117 110
118 // change 1 (WK18): for content protection tests 111 // change 1 (WK18): for content protection tests
119 // hint: Bcast Subscription Management Server for MBMS User Service Registration 112 // hint: Bcast Subscription Management Server for MBMS User Service Registration
120 /** 113 VA
121 * @desc Starts a BSM server simulation as a parallel component. 114 * @desc Starts a BSM server simulation as a parallel component.
122 */ 115 */
123 function f cf BSM up() runs on BCastMainComponent { 116 function £ cf BSM up() runs on BCastMainComponent {
124 map (vc_BSM: bsm, system: bsm); 117 map (vc_BSM: bsm, system: bsm);
125 } 118 }
126 119
127 // change 1 (WK18): for content protection tests 120 // change 1 (WK18): for content protection tests
128 /** 121 VA
129 * @desc Stops a BSM server simulation. 122 * @desc Stops a BSM server simulation.
130 */ 123 */
131 function f cf BSM down() runs on BCastMainComponent { 124 function £ cf BSM down() runs on BCastMainComponent {
132 unmap (vc_BSM: bsm, system: bsm); 125 unmap (vc_BSM: bsm, system: bsm);
133 vc_BSM.stop; 126 vc_BSM.stop;
134 } 127 }
135 +-
136 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving ...)
137 function f cf Mikey up() runs on BCastMainComponent {
138 map (vc_Mikey: mk, system: mk);
139 map (vc_Mikey: bmk, system: bmk);
140 }
141
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142 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving L)
143 function f cf Mikey down() runs on BCastMainComponent {
144 unmap (vc_Mikey: mk, system: mk);
145 unmap (vc_Mikey: bmk, system: bmk);
146 vc_Mikey.stop;
147 }
148 = 128
149 /** 129 /x*
150 * 130 *
151 * @desc 131 * @desc
152 * This function map the ports for the broadcast 132 * This function map the ports for the broadcast
153 * channel. 133 * channel.
154 */ 134 */
155 function f cf Broadcast up() runs on BCastMainComponent { 135 function f cf Broadcast up() runs on BCastMainComponent {
156 map (vc_CTRL: ac, system: ac); 136 map (vc_CTRL: ac, system: ac);
157 map (vc_CTRL: dc, system: dc); 137 map (vc_CTRL: dc, system: dc);
158 } 138 }
159 139
160 /** 140 /x*
161 * 141 *
162 * @desc 142 * @desc
163 * This function unmap the ports for the broadcast 143 * This function unmap the ports for the broadcast
164 * channel. 144 * channel.
165 */ 145 */
166 function f cf Broadcast down() runs on BCastMainComponent { 146 function f cf Broadcast down() runs on BCastMainComponent {
167 unmap (vc_CTRL: ac, system: ac); 147 unmap (vc CTRL: ac, system: ac);
168 unmap (vc_CTRL: dc, system: dc); 148 unmap (vc_CTRL: dc, system: dc);
169 } 149 }
170 150
171 /** 151 /x*
172 * 152 *
173 * @desc This function map the ports for the file streaming 153 * @desc This function map the ports for the file streaming
174 */ 154 */
175 function f cf Data up() runs on BCastMainComponent { 155 function f cf Data up() runs on BCastMainComponent {
176 map (vc_DATA: ssc, system: ssc); 156 map (vc_DATA: ssc, system: ssc);
177 map (vc_DATA: fsc, system: fsc); 157 map (vc_DATA: fsc, system: fsc);
178 } 158 }
179 159
180 // change 3 (WK34): Service Protection: secure streaming service +-
181 /** = 160 /x*
182 * 161 *
183 * @desc This function map the ports for the secure file streaming <>
184 =
185 function f cf Secure Data_up() runs on BCastMainComponent {
186 map (vc_DATA: sc, system: sc);
187 }
188
189 (=%
190 *
191 * @desc This function unmap/disconnect the ports for the file streaming 162 * @desc This function nmap/disconnect the ports for the file streaming
192 */ = 163 */
193 function f cf Data down() runs on BCastMainComponent { 164 function f cf Data down() runs on BCastMainComponent {
194 unmap (vc_DATA: ssc, system: ssc); 165 unmap (vc_ DATA: ssc, system: ssc);
195 unmap (vc_DATA: fsc, system: fsc); 166 unmap (vc_DATA: fsc, system: fsc);
196 } T-
197
198 // change 3 (WK34): Service Protection: secure streaming service
199 (=%
200 *
201 * @desc This function unmap/disconnect the ports for the secure file streaming
202 =
203 function f cf Secure Data down() runs on BCastMainComponent {
204 unmap (vc_DATA: sc, system: sc);
205 } = 167 }
206 168
207 /** 169 VA
208 * 170 *
209 * @desc This function map the ports for mms. 171 * @desc This function map the ports for mms.
210 */ 172 */
211 function f cf MMS up() runs on BCastMainComponent { 173 function £ cf MMS up() runs on BCastMainComponent {
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212 map (vc_CTRL: mms, system: mms); 174 map (vc_CTRL: mms, system: mms);
213 } 175 }
214 176
215 /** 177 /x*
216 * 178 *
217 * @desc This function unmap the ports for mms. 179 * @desc This function unmap the ports for mms.
218 */ 180 */
219 function f cf MMS down() runs on BCastMainComponent { 181 function £ cf MMS down() runs on BCastMainComponent {
220 unmap (vc_CTRL: mms, system: mms); 182 unmap (vc_CTRL: mms, system: mms);
221 } 183 }
222 184
223 /** 185 /x*
224 * 186 *
225 * @desc This function map the ports for sms. <> 187 * @desc This function map the ports for sms.
226 */ = 188 */
227 function f cf SMS up() runs on BCastMainComponent { 189 function £ cf SMS up() runs on BCastMainComponent {
228 map (vc_CTRL: sms, system: sms); 190 map (vc_CTRL: sms, system: sms);
229 } 191 }
230 192
231 193
232 /** 194 /x*
233 * 195 *
234 * @desc This function unmap the ports for sms. 196 * @desc This function unmap the ports for sms.
235 */ 197 */
236 function f cf SMS down() runs on BCastMainComponent { 198 function £ cf SMS down() runs on BCastMainComponent {
237 unmap (vc_CTRL: sms, system: sms); 199 unmap (vc_CTRL: sms, system: sms);
238 } 200 }
239 201
240 /** 202 VA
241 * 203 *
242 * @desc 204 * @desc
243 * This function map the ports for the interaction 205 * This function map the ports for the interaction
244 * channel 206 * channel
245 */ 207 */
246 function f cf Interaction up() runs on BCastMainComponent { 208 function f cf Interaction up() runs on BCastMainComponent {
247 map (vc_CTRL: ic, system: ic); 209 map (vc_CTRL: ic, system: ic);
248 } 210 }
249 211
250 /** 212 /x*
251 * 213 *
252 * @desc 214 * @desc
253 * This function unmap the ports for the interaction 215 * This function unmap the ports for the interaction
254 * channel 216 * channel
255 */ 217 */
256 function f cf Interaction down() runs on BCastMainComponent { 218 function f cf Interaction down() runs on BCastMainComponent {
257 unmap (vc_CTRL: ic, system: ic); 219 unmap (vc_CTRL: ic, system: ic);
258 } 220 }
259 221
260 /** 222 VA
261 * 223 *
262 * @desc This function mapps/connect the ports for the upper test comunication. 224 * @desc This function mapps/connect the ports for the upper test comunication.
263 */ 225 */
264 function f_cf UpperTester_up() runs on BCastMainComponent { 226 function f cf UpperTester up() runs on BCastMainComponent {
265 map (vc_UTC: utp, system: utp); 227 map (vc_UTC: utp, system: utp);
266 } 228 }
267 229
268 /** 230 VA
269 * 231 *
270 * @desc This function unmap the ports for the upper test comunication. 232 * @desc This function unmap the ports for the upper test comunication.
271 */ 233 */
272 function f cf UpperTester down() runs on BCastMainComponent { 234 function f cf UpperTester down() runs on BCastMainComponent {
273 unmap (vc_UTC: utp, system: utp); 235 unmap (vc_UTC: utp, system: utp);
274 } 236 }
275 237
276 238
2717 /** 239 VA
278 * 240 *
279 * @desc This function set up the preambles for BCast. 241 * @desc This function set up the preambles for BCast.
280 */ 242 */
281 function f startCommonUtPreamble () runs on BCastMainComponent { 243 function f startCommonUtPreamble () runs on BCastMainComponent {
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282 f main ut PowerOn();
283 f main ut ClearServiceGuide();
284 }
285
286 // change 1 (WK18): for content protection tests
287 /**
288 * @desc Stops all compontens. Sufficient and feasible for all tests with
289 * parallel components (e.g. Protection Testcases).
290 */
291 function f terminateComponents() {
292 all component.stop
293 }
294
295|}// end module AtsBCast TestConfiguration

diff_log

244
245
246
247
248
249
250
251
252
253
254
255
256
257

f main ut PowerOn();
f main ut ClearServiceGuide();

// change 1 (WK18): for content protection tests

/‘k‘k

* @desc Stops all compontens. Sufficient and feasible for all tests with
* parallel components (e.g. Protection Testcases).

*/

function f terminateComponents () {

all component.stop

}// end module AtsBCast_TestConfiguration
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l /** = l /‘k*

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies a fairly static test execution control. Via 8 * This module specifies a fairly static test execution control. Via
9 * module parameters for test area or specific test case identifiers 9 * module parameters for test area or specific test case identifiers
10 * execution can be controlled. The BCAST test suite can also be 10 * execution can be controlled. The BCAST test suite can also be
11 * compiled without this module. In that case test case execution must 11 * compiled without this module. In that case test case execution must
12 * be implemented via the TCI-TM interface. 12 * be implemented via the TCI-TM interface.

13 */ 13 */

14 |module AtsBCast TestControl ({ 14 |module AtsBCast TestControl {

15 import from AtsBCast ModuleParameters all; 15 import from AtsBCast ModuleParameters all;

16 import from AtsBCast ContentProtectionTests all; 16 import from AtsBCast ContentProtectionTests all;

17 import from AtsBCast FileAndStreamDistributionTests all; 17 import from AtsBCast FileAndStreamDistributionTests all;

18 import from AtsBCast ServiceGuideTests all; 18 import from AtsBCast ServiceGuideTests all;

19 import from AtsBCast ServicelnteractionTests all; 19 import from AtsBCast ServiceInteractionTests all;
20 import from AtsBCast ServiceProvisioningTests all; 20 import from AtsBCast ServiceProvisioningTests all;
21 import from AtsBCast ServiceProtectionTests all; +-
22 = 21
23 // test case selection switches 22 // test case selection switches
24 control { 23 control {
25 log ("Control part started..."); 24 log ("Control part started...");
26 if (PX_ALL_TCS) { 25 if (PX_ALL_TCS) {
27 log ("Running all test cases"); 26 log ("Running all test cases");
28 } 27 }
29 if (PX_ALL_TCS or PX ALL SP_TCS) { 28 if (PX_ALL_TCS or PX ALL SP_TCS) {
30 log ("Running all service provisoring test cases"); 29 log ("Running all service provisoring test cases");
31 execute (TC_BCAST PROV_CONF 101 ()); 30 execute (TC_BCAST PROV_CONF 101());
32 execute (TC_BCAST PROV_CONF 102()); 31 execute (TC_BCAST PROV_CONF 102());
33 } 32 }
34 if (PX_ALL_TCS or PX ALL SG_TCS) { 33 if (PX_ALL_TCS or PX ALL SG_TCS) {
35 log ("Running all service guide test cases"); 34 log ("Running all service guide test cases");
36 execute (TC_BCAST ESG_CONF _101()); 35 execute (TC_BCAST ESG CONF _101());
37 execute (TC_BCAST ESG_CONF _102()); 36 execute (TC_BCAST ESG CONF 102());
38 execute (TC_BCAST ESG_CONF _103()); 37 execute (TC_BCAST ESG CONF 103());
39 execute (TC_BCAST ESG_CONF 104 ()); 38 execute (TC_BCAST ESG CONF 104 ());
40 execute (TC_BCAST ESG_CONF _105()); 39 execute (TC_BCAST ESG CONF _105());
41 execute (TC_BCAST ESG_CONF _106()); 40 execute (TC_BCAST ESG CONF _106());
42 execute (TC_BCAST ESG_CONF _107()); 41 execute (TC_BCAST ESG CONF _107());
43 execute (TC_BCAST ESG_CONF _108()); 42 execute (TC_BCAST ESG CONF _108());
44 } 43 }
45 if (PX_ALL_TCS or PX ALL FD TCS) { 44 if (PX_ALL_TCS or PX ALL FD TCS) {
46 log ("Running all file distribution test cases"); 45 log ("Running all file distribution test cases");
47 execute (TC_BCAST DIST CONF _102()); 46 execute (TC_BCAST DIST CONF 102());
48 } 47 }
49 if (PX_ALL_TCS or PX ALL SI_TCS) { 48 if (PX_ALL_TCS or PX ALL SI TCS) {
50 log ("Running all service interaction test cases"); 49 log ("Running all service interaction test cases");
51 execute (TC_BCAST INTER CONF_101()); 50 execute (TC_BCAST INTER CONF_101());
52 execute (TC_BCAST INTER CONF_102()); 51 execute (TC_BCAST INTER CONF_102());
53 execute (TC_BCAST INTER CONF_103()); 52 execute (TC_BCAST INTER CONF_103());
54 } 53 }
55 if (PX_ALL_TCS or PX ALL CP_TCS) { 54 if (PX_ALL_TCS or PX ALL CP_TCS) {
56 log ("Running all content protection test cases"); 55 log ("Running all content protection test cases");
57 execute (TC_BCAST CONTPROT CONF 101()); 56 execute (TC BCAST CONTPROT CONF 101());
58 execute (TC_BCAST CONTPROT CONF 102()); 57 execute (TC_BCAST CONTPROT CONF 102());
59 execute (TC_BCAST CONTPROT CONF 103()); 58 execute (TC_BCAST CONTPROT CONF 103());

60 } 59 }

61l if (PX_ALL TCS or PX ALL SProt TCS) { +-

62 log ("Running all Service protection test cases");

63 execute (TC_BCAST SERVPROT 10la());

64 execute (TC_BCAST_ SERVPROT 101b());

65 execute (TC_BCAST SERVPROT 101c());

66 execute (TC_BCAST SERVPROT 101d());

67 execute (TC_BCAST SERVPROT 10le());

68 execute (TC_BCAST SERVPROT 101f());

69 }
70 } = 60 }
71|} // end module AtsBCast TestControl 61|} // end module AtsBCast TestControl
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l / * * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies component types for test components used in the 8 * This module specifies component types for test components used in the

9 * BCAST test suite. The system component types is defined in the BCAST 9 * BCAST test suite. The system component types is defined in the BCAST

10 * platform interface module 10 * platform interface module

11 * @see 11 * @see

12 * LibBCast Interface.BCastPlatformComponent 12 * LibBCast Interface.BCastPlatformComponent

13 */ 13 */

14 |module AtsBCast TestSystem ({ 14 |module AtsBCast TestSystem ({

15 import from LibBCast Interface all; 15 import from LibBCast Interface all;

16 import from LibCommon BasicTypesAndValues { 16 import from LibCommon BasicTypesAndValues {

17 type UInt32; 17 type UInt32;

18 type Ulnt; // change 01 (WK 6): global time del 18 type Ulnt; // change 01 (WK 6): global time de|
19 } 19 }
20 // change 1 (WK18): for content protection tests 20 // change 1 (WK18): for content protection tests
21 import from LibCommon DNS { 21 import from LibCommon DNS {
22 group DNS Configuration and Components 22 group DNS Configuration and Components
23 } 23 }
24 // change 1 (WK18): for content protection tests 24 // change 1 (WK18): for content protection tests
25 import from LibCommon GBA BSF { 25 import from LibCommon GBA BSF {
26 group BSF_Configuration_and Components; 26 group BSF Configuration and Components;
27 } 27 }
28 // change 1 (WK18): for content protection tests 28 // change 1 (WK18): for content protection tests
29 import from LibCommon BSM { 29 import from LibCommon BSM {
30 group BSM Configuration_and Components; 30 group BSM Configuration and Components;
31 } 31 }
32 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving ...) +-
33 import from LibCommon Mikey {
34 group Mikey Configuration and Components;
35 }
36 = 32
37 33
38 group atsComponentTypes { 34 group atsComponentTypes {
39 /** 35 /x*
40 * 36 *
41 * @desc 37 * @desc
42 * This component type is used for the Main Test Component (MTC) 38 * This component type is used for the Main Test Component (MTC)
43 * which coordinates the creation and execution of BCAST control, 39 * which coordinates the creation and execution of BCAST control,
44 * BCAST data and Upper Tester components. 40 * BCAST data and Upper Tester components.
45 */ 41 */
46 type component BCastMainComponent { 42 type component BCastMainComponent {
47 var BCastNetworkControlComponent vc_ CTRL; 43 var BCastNetworkControlComponent vc_CTRL;
48 var BCastNetworkDataComponent vc_ DATA; 44 var BCastNetworkDataComponent vc DATA;
49 var UpperTesterComponent vc_UTC; 45 var UpperTesterComponent vc_UTC;
50 46
51 // change 1 (WK18): for content protection tests 47 // change 1 (WK18): for content protection tests
52 var DNSServerComponent vc_DNS; 48 var DNSServerComponent vc_DNS;
53 var BSFServerComponent vc_BSF; 49 var BSFServerComponent vc_BSF;
54 var BSMServerComponent vc BSM; 50 var BSMServerComponent vc_ BSM;
55 +-
56 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving )
57 var MikeyComponent vc Mikey;
58 = 51
59 var UInt32 vc FluteUpdateID := 15; // CR (WK 34/2008): Flute Update Sigj 52 var UInt32 vc FluteUpdateID := 15; // CR (WK 34/2008): Flute Update Sigj
60 var UInt32 vc BCASTTransportID := 1; // change 05 (WK 6): renaming to vc § 53 var UInt32 vc BCASTTransportID := 1; // change 05 (WK 6): renaming to vc 1§
61 var UInt v startTime := 0; // change 01 (WK 6): global time def] 54 var UInt v startTime := 0; // change 01 (WK 6): global time def]
62 var UInt v _endTime := 0; // change 01 (WK 6): global time def] 55 var UInt v endTime := 0; // change 01 (WK 6): global time def]
63 } 56 }

64 } 57 }

65 58

66 group testSystemComponents { 59 group testSystemComponents {

67 /** 60 VA

68 * @desc 61 * @desc

69 * This component type defines the interface for BCAST tests to the 62 * This component type defines the interface for BCAST tests to the
70 * SUT Adapter. It shall be used as the system component in any BCAST 63 * SUT Adapter. It shall be used as the system component in any BCAST
71 * test case statement 64 * test case statement
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72 */ 65 */

73 type component BCastPlatformComponent { 66 type component BCastPlatformComponent {

74 port UtpPort utp; 67 port UtpPort utp;

75 port BroadcastPort ac; 68 port BroadcastPort ac;

76 port BroadcastPort dc; 69 port BroadcastPort dc;

77 port InteractionPort ic; 70 port InteractionPort ic;

78 port StreamServerCtrlPort ssc; 71 port StreamServerCtrlPort ssc;

79 // change 3 (WK34): Service Protection: secure streaming service +-

80 port SecureStreamServerCrtlPort sc;

81 port SmsPort sms; = 72 port SmsPort sms;

82 port MmsPort mms; 73 port MmsPort mms;

83 port FileServerControlPort fsc; 74 port FileServerControlPort fsc;

84 // change 1 (WK18): for content protection tests 75 // change 1 (WK18): for content protection tests

85 port BSFPort bsf; 76 port BSFPort bsf;

86 port DNSPort dns; 77 port DNSPort dns;

87 port BSMPort bsm; 78 port BSMPort bsm;

88 // change 1 (WK34): Service Protection: Mikey (definition, sending, receiving )|+

89 port MikeyPort mk;

90 port MikeyPort mmk;

91 } = 79 }

92 } 80

93 81

94|} // end module AtsBCast TestSystem 82|} // end module AtsBCast TestSystem
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l /* * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI BCAST CON Project 4 * ETSI CTI BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies some function which can be used by the BCastNetworkDataComponent component. 8 * This module specifies some function which can be used by the BCastNetworkDataComponent component.

9 */ 9 */

10 |module LibBCast BCastNetworkData Functions ({ 10 |module LibBCast BCastNetworkData Functions {

11 11

12 import from LibCommon Time { 12 import from LibCommon Time {

13 modulepar PX TWAIT 13 modulepar PX TWAIT

14 } 14 }

15 // change 12 (WK18): (additional to 11) in order to broadcast data files over IP and port for FLUTH 15 // change 12 (WK18): (additional to 11) in order to broadcast data files over IP and port for FLUTY
16 import from AtsBCast ModuleParameters all; 16 import from AtsBCast ModuleParameters all;

17 import from LibBCast Common Templates { 17 import from LibBCast_ Common_Templates {

18 template m def StartStreamingRequest; 18 template m def StartStreamingRequest;

19 template m def StopStreamingRequest; 19 template m def StopStreamingRequest;
20 template m _def StartFileTransferRequest; 20 template m def StartFileTransferRequest;
21 template m def StopFileTransferRequest; 21 template m def StopFileTransferRequest;
221// change 3 (WK34): Service Protection: secure streaming service +-
23 template m def UpdateKeyRequest;
24 template m def ActivateKeyRequest;
25 template m def StartSecureStreamingRequest;
26 template m def StopSecureStreamingRequest;
27 } = 22 }
28 import from LibBCast ServicePrimitives TypesAndValues all; 23 import from LibBCast ServicePrimitives TypesAndValues all;
29 // change 13 (WK18): (additional to 11) dynamic setting of content location and expiry time 24 // change 13 (WK18): (additional to 11) dynamic setting of content location and expiry time
30 import from LibBCast ServiceGuide Templates { 25 import from LibBCast ServiceGuide Templates {
31 template m def FileType; 26 template m _def FileType;
32 template m _def FDT Instance; 27 template m _def FDT Instance;
33 } 28 }
34 import from LibCommon BasicTypesAndValues { 29 import from LibCommon BasicTypesAndValues {
35 type UInt, UInt32 30 type UInt, UInt32
36 } 31 }
37 import from LibBCast Interface all; 32 import from LibBCast_ Interface all;
38|// change 3 (WK34): Service Protection: secure streaming service +-
39 import from LibCommon DataStrings all;
40 = 33
41 group subFunctions { 34 group subFunctions {
42 group behaviorFunctions { 35 group behaviorFunctions {
43 36
44 // CR (WK 34/2008): Flute Update Signalling 37 // CR (WK 34/2008): Flute Update Signalling
45 /** 38 /x*
46 * 39 *
47 * @desc This function sends a File Transfer Request 40 * @desc This function sends a File Transfer Request
48 * @param p TransferId The transfer id 41 * @param p_TransferId The transfer id
49 * @param p FluteUpdateID The Flute Instance ID of the Flute Session. 42 * @param p_FluteUpdateID The Flute Instance ID of the Flute Session.
50 * @param p Sdp the used SDP 43 * @param p_Sdp the used SDP
51 * @param p FileList The list of files which should delivered 44 * @param p_FileList The list of files which should delivered
52 * @verdict 45 * @verdict
53 * pass In case that the file transfer request was successful 46 * pass In case that the file transfer request was successful
54 * @verdict 47 * @verdict
55 * fail A wrong message was received. 48 * fail A wrong message was received.
56 * @verdict 49 * @verdict
57 * inconc A guard timer expires. 50 * inconc A guard timer expires.
58 */ 51 */
59 function f data startFileTransfer (UInt p TransferId, 52 function f data startFileTransfer (UInt p TransferId,

60 UInt32 p FluteUpdatelD, 53 UInt32 p FluteUpdatelID,

61 charstring p_Sdp, 54 charstring p_Sdp,

62 TransferFileList p FileList) runs on BCastNetwo] 55 TransferFileList p FileList) runs on BCastNetwoj
63 var FDT InstanceType v fdt := f createFDT4FileTransfer(p FileList); // chay 56 var FDT InstanceType v fdt := f createFDT4FileTransfer(p FilelList); // chay
64 57

65 var StartFileTransferRequest v Request := valueof (m def StartFileTransferRg 58 var StartFileTransferRequest v Request := valueof (m def StartFileTransferRq
66 p_Transferld, 59 p_Transferld,

67 PX DATA FLUTE SESSION IP, // change 12 (WK18): (additional to ] 60 PX DATA FLUTE SESSION IP, // change 12 (WK18): (additional to ]
68 PX DATA FLUTE SESSION PORT, // change 12 (WK18): (additional to ] 61 PX DATA FLUTE SESSION PORT, // change 12 (WK18): (additional to ]
69 p FluteUpdateID, // CR (WK 34/2008): Flute Update Sigj 62 p FluteUpdatelID, // CR (WK 34/2008): Flute Update Sigj
70 v_fdt, 63 v_fdt,
71 p_Filelist, 64 p_Filelist,
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72 p_Sdp

73 ))

74

75 fsc.send (v_Request);

76

77 t wait.start (PX TWAIT);

78

79 alt {

80 [1 fsc.receive (StartFileTransferResponse: { 0, * }) {
81 t wait.stop;

82 setverdict (pass);

83 }

84 [1 fsc.receive {

85 t wait.stop;

86 setverdict (fail);

87 }

88 [] t wait.timeout ({

89 setverdict (inconc);

90 }

91 }

92 }

93

94 Vi

95 *

96 * @desc This function sends a stop file transfer request to the file server
97 * @param p_ StreamId The id of the file transfer which should stopped
98 * @verdict

99 * pass on receipt of a successful StopFileTransferResponse
100 * @verdict

101 * inconc on receipt of a wrong message or in case the guard
102 * timer expires.

103 */

104 function f data stopFileTransfer( UInt p_StreamlId )

105 runs on BCastNetworkDataComponent {

106

107 var StopFileTransferRequest v_Request :=

108 valueof (m _def StopFileTransferRequest (p_Streamld));
109

110 fsc.send (StopFileTransferRequest:v_Request);

111 t wait.start (PX TWAIT);

112

113 alt {

114 [1 fsc.receive (StopFileTransferResponse: { 0, * 1} ) {
115 t wait.stop;

116 setverdict (pass);

117 }

118 [1 fsc.receive {

119 t wait.stop;

120 setverdict (fail);

121 }

122 [] t wait.timeout ({

123 setverdict (inconc);

124 }

125 }

126 }

127

128 // change 13 (WK18): (additional to 11) dynamic setting of content location and exy
129 Vi

130 *

131 * @desc

132 * Creates a File Dilivery Table Instance (FDT) for a Service
133 * Guide Delivery Descriptor (SGDD).

134 * @param

135 * p_Content Location the Service Guide Delivery Descriptor id.
136 * @param

137 * p_ContentEncoding the encoding of the SGDD

138 * @param

139 * p_Expires the expire time how long this FDT is vaild.

140 * @return

141 * the File Delivery Table Instance (FDT)

142 */
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p_Sdp
))

fsc.send(v_Request) ;
t wait.start (PX_TWAIT);

alt {

[1 fsc.receive (StartFileTransferResponse: { 0, * }) {
t wait.stop;
setverdict (pass);

}

[] fsc.receive {

t wait.stop;
setverdict (fail);

}

[] t wait.timeout ({
setverdict (inconc);

/‘k‘k
*
* @desc This function sends a stop file transfer request to the file server
* @param p_StreamId The id of the file transfer which should stopped
* @verdict

* pass on receipt of a successful StopFileTransferResponse
* @verdict

* inconc on receipt of a wrong message or in case the guard
* timer expires.

*/

function f data stopFileTransfer( UInt p StreamId )
runs on BCastNetworkDataComponent {

var StopFileTransferRequest v_Request :=
valueof (m_def StopFileTransferRequest (p_StreamId)) ;

fsc.send (StopFileTransferRequest:v_Request);
t wait.start (PX_TWAIT);

alt {
[1 fsc.receive (StopFileTransferResponse: { 0, * } ) {
t wait.stop;
setverdict (pass);
}
[] fsc.receive {
t wait.stop;
setverdict (fail);
}
[] t wait.timeout ({
setverdict (inconc);
}
}
}
// change 13 (WK18): (additional to 11) dynamic setting of content location and exy
/‘k‘k
*
* @desc
* Creates a File Dilivery Table Instance (FDT) for a Service
* Guide Delivery Descriptor (SGDD).
* @param
* p_Content Location the Service Guide Delivery Descriptor id.
* @param
* p_ContentEncoding the encoding of the SGDD
* @param
* p_Expires the expire time how long this FDT is vaild.
* @return
* the File Delivery Table Instance (FDT)
*/
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function f createFDT4FileTransfer ( TransferFileList p TransferFileList)
runs on BCastNetworkDataComponent return FDT InstanceType {
var LibBCast ServicePrimitives TypesAndValues.FileList v_FileList;
var LibBCast ServicePrimitives TypesAndValues.FileType v _File;

for (var integer i := 0; i < sizeof (p_TransferFilelList); i :=1 + 1) {
v_File := valueof( m _def FileType (
p_TransferFileList[i].Content Location,
i+ 1,

p_TransferFileList[i].Content Type,
p_TransferFileList[i].Content Encoding));
v_FileList[i] := v_File;

var FDT_ InstanceType v_FDT :=
valueof (m def FDT Instance(v FileList, int2str(v endTime), omit, O

return v_FDT;

* @desc This function sends a start streaming request to the streaming server.

* @param p_StreamlId The stream id

* @param p FileName The file which should be streamed

* @param p_SDP The used SDP

* @param p DstIP The destination IP address// change 14 (WK18): dynamic setting of
* @verdict

* pass In case that the streaming request was successful
* @verdict

* fail A wrong message was received.

* @verdict

* inconc A guard timer expires.

*/

function f data startStreaming(
UInt p StreamId,
charstring p_FileName,
charstring p_SDP,
charstring p_DstIP)

runs on BCastNetworkDataComponent {

var StartStreamingRequest v_Request :=
valueof (m def StartStreamingRequest (p StreamlId, p FileName, p SDP,

ssc.send (v_Request);
t wait.start (PX TWAIT);

alt {

[1] ssc.receive (StartStreamingResponse: {0, *}) {
t wait.stop;
setverdict (pass);

}

[] ssc.receive {

t wait.stop;
setverdict (fail);

}

[] t wait.timeout ({
setverdict (inconc);

/**
*
* @desc This function sends a stop streaming request to the streaming server
* @param p StreamId The id of the stream which should stopped
* @verdict

* pass on receipt of a successful StopStreamingResponse

* @verdict

* inconc on receipt of a wrong message or in case the guard
* timer expires.
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function f createFDT4FileTransfer ( TransferFileList p TransferFilelList)
runs on BCastNetworkDataComponent return FDT InstanceType {
var LibBCast ServicePrimitives TypesAndValues.FileList v_FileList;
var LibBCast ServicePrimitives TypesAndValues.FileType v _File;
for (var integer i := 0; i < sizeof (p_TransferFileList); i :=1 + 1) {
v_File := valueof( m_def FileType (
p_TransferFileList[i].Content Location,
i+ 1,

p_TransferFileList[i].Content Type,
p_TransferFileList[i].Content Encoding));
v_FilelList[i] := v _File;

var FDT_InstanceType v_FDT :=
valueof (m def FDT Instance(v FileList, int2str(v endTime), omit, 0

return v_FDT;

—

/‘k*

*

* @desc This function sends a start streaming request to the streaming server.
* @param p_StreamId The stream id

* @param p_FileName The file which should be streamed

* @param p_ SDP The used SDP

* @param p DstIP The destination IP address// change 14 (WK18): dynamic setting of
* @verdict

* pass In case that the streaming request was successful

* @verdict

* fail A wrong message was received.

* @verdict

* inconc A guard timer expires.

*

~

function f data startStreaming(
UInt p StreamId,
charstring p_ FileName,
charstring p_ SDP,
charstring p DstIP)

runs on BCastNetworkDataComponent {

var StartStreamingRequest v_Request :=
valueof (m def StartStreamingRequest (p StreamId, p FileName, p SDP,

ssc.send (v_Request);
t wait.start (PX_TWAIT);

alt {

[1] ssc.receive (StartStreamingResponse: {0, *}) {
t wait.stop;
setverdict (pass);

}

[] ssc.receive {

t wait.stop;
setverdict (fail);

}

[] t wait.timeout ({
setverdict (inconc);

/‘k‘k
*
* @desc This function sends a stop streaming request to the streaming server
* @param p_StreamId The id of the stream which should stopped
* @verdict

* pass on receipt of a successful StopStreamingResponse

* @verdict

* inconc on receipt of a wrong message or in case the guard
* timer expires.
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214 */ 207 */

215 function f data stopStreaming( UInt p_ StreamId ) 208 function f data stopStreaming( UInt p Streamld )
216 runs on BCastNetworkDataComponent { 209 runs on BCastNetworkDataComponent {
217 210

218 var StopStreamingRequest v_Request := 211 var StopStreamingRequest v_Request :=
219 valueof (m _def StopStreamingRequest (p_ StreamlId)); 212 valueof (m_def StopStreamingRequest (p_StreamlId));
220 213

221 ssc.send (v_Request); 214 ssc.send (v_Request);

222 t wait.start (PX TWAIT); 215 t wait.start (PX_TWAIT);

223 216

224 alt { 217 alt {

225 [] ssc.receive (StopStreamingResponse: { 0, * P { 218 [1 ssc.receive (StopStreamingResponse: { 0, * 1)
226 t wait.stop; 219 t wait.stop;
227 setverdict (pass); 220 setverdict (pass);
228 } 221 }

229 [] ssc.receive { 222 [] ssc.receive {

230 t wait.stop; 223 t wait.stop;
231 setverdict (fail); 224 setverdict (fail);
232 } 225 }

233 [] t wait.timeout ({ 226 [] t wait.timeout ({
234 setverdict (inconc); 227 setverdict (inconc);
235 } 228 }

236 } 229 }

237 } 230 }

238 <>

239\ // change 3 (WK34): Service Protection: secure streaming service

240 A

241 R

242 * @desc This function sends a start secure streaming request to the secure streamj

243 * @param p DstIP The destination IP address

244 * @param p ssrc The secure source ID

245 * @verdict

246 * pass In case that the streaming request was successful

247 * @verdict

248 * fail A wrong message was received.

249 * @verdict

250 * inconc A guard timer expires.

251 =/

252 function f data secure startStreaming(charstring p DstIP, Oct4 p ssrc) runs on BCa

253 var StartSecureStreamingRequest v_Request :=

254 valueof (m _def StartSecureStreamingRequest (p DstIP, p_ssrc));

255

256 sc.send (v_Request) ;

257 t wait.start (PX TWAIT);

258

259 alt {

260 [1 sc.receive (StartSecureStreamingResponse: {0, *}) {

261 t wait.stop;

262 log("Verdict Info: The secure streaming service sends a St

263 setverdict (pass) ;

264 }

265 [1 sc.receive (StartSecureStreamingResponse: {*, *}) {

266 t wait.stop;

267 log("Verdict Info: The secure streaming service does not s¢

268 setverdict (fail) ;

269 }

270 [] £t wait.timeout ({

271 log("Verdict Info: The secure streaming service does not s¢

272 setverdict (inconc) ;

273 }

274 }

275 }

276

277\ // change 3 (WK34): Service Protection: secure streaming service

278 J5%

279 B

280 * @desc This function sends a stop secure streaming request to the secure streamij

281 * @verdict

282 * pass on receipt of a successful StopStreamingResponse

283 * @verdict

284 * fail on receipt of a wrong message
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* @verdict

* inconc in case the guard timer expires
=/
function f data secure stopStreaming() runs on BCastNetworkDataComponent {
var StopSecureStreamingRequest v Request := valueof (m def StopSecureStream]

sc.send(v_Request) ;
t wait.start (PX TWAIT);

alt {
[1 sc.receive (StopSecureStreamingResponse: {0, *}) {
t wait.stop;
log("Verdict Info: The secure streaming service sends a St
setverdict (pass) ;
}
[1 sc.receive (StopSecureStreamingResponse: {*, *}) {
t wait.stop;
log("Verdict Info: The secure streaming service does not s¢
setverdict (fail) ;
}
[] £t wait.timeout ({
log("Verdict Info: The secure streaming service does not s¢
setverdict (inconc) ;
}
}
}
change 3 (WK34): Service Protection: secure streaming service

/**

*

* @desc This function sends a list of keys to the secure streaming service for laf
* @param p keys A record of keys

* @Qverdict

& pass on receipt of a successful StopStreamingResponse

* @Qverdict

* fail on receipt of a wrong message

* @Qverdict

* inconc in case the guard timer expires

*/

function f data secure setKeys (ListOfSTKMKeys p keys) runs on BCastNetworkDataComp
var UpdateKeyRequest v_Request := valueof (m def UpdateKeyRequest (p_keys));

sc.send(v_Request) ;
t wait.start (PX TWAIT);

alt {

[1 sc.receive (UpdateKeyResponse: {0, *}) {
t wait.stop;
log("Verdict Info: The secure streaming service sends a Up
setverdict (pass) ;

}

[1 sc.receive (UpdateKeyResponse: {*, *}) {

t wait.stop;
log("Verdict Info: The secure streaming service does not s¢
setverdict (fail) ;

}

[] £t wait.timeout ({
log("Verdict Info: The secure streaming service does not s¢
setverdict (inconc) ;

change 3 (WK34): Service Protection: secure streaming service
/**
*
* @desc This function activates a certain key in the key list for encoding
* @param p key A certain key
* @param p keyNumberInList A key number (based on the previously provisioned key ]
* @Qverdict
& pass on receipt of a successful StopStreamingResponse
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* @verdict

& fail on receipt of a wrong message

* @verdict

* inconc in case the guard timer expires

*/

function f data secure activateKey(in SecureStreamingKey p key, in integer p keyNu
var ActivateKeyRequest v Request := valueof (m def ActivateKeyRequest (p key]

sc.send (v_Request) ;
t wait.start (PX_TWAIT);

alt {

[1 sc.receive (ActivateKeyResponse: {0, *}) {
t wait.stop;
log ("Verdict Info: The secure streaming service sends a Acf
setverdict (pass);

}

[1 sc.receive (ActivateKeyResponse: {*, *}) {
t wait.stop;
log ("Verdict Info: The secure streaming service does not sq
setverdict (fail);

}

[] £t wait.timeout ({
log ("Verdict Info: The secure streaming service does not sq
setverdict (inconc) ;

}
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384
385
386
387
388
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394
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399
400
401
402
403
404 |}

} // end group behaviorFunctions

group commonFunctions {

// change 15 (WK18): sets start and stop times

/**

*

* @desc

* initialize the start and end time of the BCastNetworkDataComponent.

* @param

* p_startTime The Start Time which is one hour after test execution

* @param

* p_endTime The End Time which is set to a value one our after the start time

*/

function f data InitStartEndTime (UInt p startTime, UInt p endTime) runs on BCastNef
v_startTime := p_startTime;
v_endTime := p_endTime;

}

} // end group commonFunctions

} // end group subFunctions

231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251

} // end group behaviorFunctions

group commonFunctions {
// change 15 (WK18): sets start and stop times
/‘k‘k
*
* @desc
* initialize the start and end time of the BCastNetworkDataComponent.
* @param
* p_startTime The Start Time which is one hour after test execution
* @param
* p_endTime The End Time which is set to a value one our after the start time
*/
function f data InitStartEndTime (UInt p startTime, UInt p endTime) runs on BCastNef
v_startTime := p startTime;
v_endTime := p_endTime;
}

} // end group commonFunctions

} // end group subFunctions
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l /** = l /‘k‘k
2 * 2 *
3 * @author 3 * @Qauthor
4 * ETSI CTI OMA BCAST CON Project 4 * ETSI CTI OMA BCAST CON Project
5 * @version 5 * @version
6 * $1d$ 6 * $Id$
7 * @desc 7 * @desc
8 * This module provides common templates. 8 * This module provides common templates.
9 */ 9 */
10 |module LibBCast Common Templates { 10 |module LibBCast Common Templates {
11 import from LibBCast ServicePrimitives TypesAndValues all; 11 import from LibBCast ServicePrimitives TypesAndValues all;
12 import from LibBCast ServiceGuide TypesAndValues all; 12 import from LibBCast ServiceGuide TypesAndValues all;
13 import from LibBCast ServicePrimitives TypesAndValues all; 13 import from LibBCast ServicePrimitives TypesAndValues all;
14 import from LibBCast Common TypesAndValues all; 14 import from LibBCast Common TypesAndValues all;
15 import from LibCommon BasicTypesAndValues all; 15 import from LibCommon BasicTypesAndValues all;
16 import from LibCommon TextStrings all; // change 17 (WK 6): additional parar 16 import from LibCommon TextStrings all; // change 17 (WK 6): additional parar
171// change 3 (WK34): Service Protection: secure streaming service +-
18 import from LibCommon DataStrings all;
19 = 17
20 group flute { 18 group flute {
21 /** 19 /x*
22 * 20 *
23 * @desc 21 * @desc
24 * This template creates a StartFluteSessionRequest. 22 * This template creates a StartFluteSessionRequest.
25 * @param 23 * @param
26 * p_Id The flute session id 24 * p_Id The flute session id
27 * @param 25 * @param
28 * p_IP The Destination IP address 26 * p_IP The Destination IP address
29 * @param 27 * @param
30 * p_Port The Destination Port 28 * p_Port The Destination Port
31 * @param 29 * @param
32 * p_FluteUpdateID The Flute Instance ID of the Flute Session. 30 * p_FluteUpdateID The Flute Instance ID of the Flute Session.
33 * @param 31 * @param
34 * p_FDT The File Delivery Table (FDT) 32 * p_FDT The File Delivery Table (FDT)
35 * @param 33 * @param
36 * p_Payload The payload which should be send 34 * p_Payload The payload which should be send
37 */ 35 */
38 template StartFluteSessionRequest m def StartFluteSessionRequest ( 36 template StartFluteSessionRequest m _def StartFluteSessionRequest (
39 UInt p Id, 37 UInt p_Id,
40 charstring p IP, // change 17 (WK 6): additiojy 38 charstring p IP, // change 17 (WK 6): additiog
41 UIntlé p Port, // change 17 (WK 6): additioq 39 UIntl6 p Port, // change 17 (WK 6): additiog
42 UInt32 p FluteUpdatelD, // CR (WK 34/2008): Flute Up 40 UInt32 p FluteUpdatelD, // CR (WK 34/2008): Flute Up
43 template FDT_InstanceType p_FDT, 41 template FDT_ InstanceType p_FDT,
44 template FluteSessionPayloadType p Payload) := { 42 template FluteSessionPayloadType p Payload) := {
45 FluteSessionId := p_Id, 43 FluteSessionId := p Id,
46 FluteSessionlIp := p IP, // change 17 (WK 6): additiojy 44 FluteSessionIp := p IP, // change 17 (WK 6): additiog
47 FluteSessionIpType := IPv4, // change 17 (WK 6): additio 45 FluteSessionIpType := IPv4, // change 17 (WK 6): additioq
48 FluteSessionPort := p Port, // change 17 (WK 6): additiojy 46 FluteSessionPort := p Port, // change 17 (WK 6): additiog
49 FluteUpdateID := p FluteUpdatelD, // CR (WK 34/2008): Flute Up 47 FluteUpdateID := p FluteUpdatelD, // CR (WK 34/2008): Flute Up
50 FDT Instance := p FDT, 48 FDT Instance := p_ FDT,
51 FluteSessionPayload := p_Payload 49 FluteSessionPayload := p_Payload
52 } 50 }
53 51
54 /** 52 /x*
55 * 53 *
56 * @desc 54 * @desc
57 * This template creates a Flute Session Payload 55 * This template creates a Flute Session Payload
58 * @param 56 * @param
59 * p_SGDD The SGDD which should be included 57 * p_SGDD The SGDD which should be included
60 */ 58 */
61 template FluteSessionPayloadType m SGDD FluteSessionPayload(ServiceGuideDeliveryDescriptor] 59 template FluteSessionPayloadType m SGDD FluteSessionPayload(ServiceGuideDeliveryDescriptor]
62 ServiceGuideDeliveryDescriptors := { p_SGDD } 60 ServiceGuideDeliveryDescriptors := { p SGDD }
63 } 61 }
64 62
65 /** 63 /x*
66 * 64 *
67 * @desc 65 * @desc
68 * This template creates a Flute Session Payload. 66 * This template creates a Flute Session Payload.
69 * @param 67 * @param
70 * p_SGDU The SGDU which should be included 68 * p_SGDU The SGDU which should be included
71 */ 69 */
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template FluteSessionPayloadType m SGDU FluteSessionPayload(ServiceGuideDeliveryUnit p SGDJ
ServiceGuideDeliveryUnits := { p_SGDU }

// change 13 (WK 6): send DVB-H bootstrap files via FLUTE

/**
*
* @desc
* This template creates a Flute Session Payload.
* @param
* p_EPDD The ESG Provider Discovery Descriptor which should be included
* @param
* p_EAD The ESG Access Descriptor which should be included
*/
template FluteSessionPayloadType m DVBH ESG Descriptor FluteSessionPayload(ESGProviderDisc
ESGDescriptor := {
p_EPDD,
p_EAD

group http {
// change 16 (WK18) templates for incoming HTTP POST over interaction channel
template HttpPostIndication mw_HttpPostIndication(template KeyValuePair p pair) := {
keyValuePairs := {p_pair, *}

template HttpPostIndication mw_HttpPostIndication empty := {
keyValuePairs := omit

template HttpPostIndication mw_HttpPostIndication any := {
keyValuePairs := *

template HttpPostIndication mw_ HttpPostIndication unspecific sgdd := {
keyValuePairs := { m KeyValuePair ("type", "sgdd"),*}

template HttpPostIndication mw_HttpPostIndication unspecific sgdu := {
keyValuePairs := { m KeyValuePair ("type", "sgdu"),*}

template HttpPostIndication mw HttpPostIndication unspecific sgdd sgdu := {
keyValuePairs := { m KeyValuePair ("type", "sgdd+sgdu"),*}

template HttpPostIndication mw_HttpPostIndication specific_sgdd(charstring p_sgddId) := {
keyValuePairs := { m KeyValuePair ("sgddID", p_sgddId),*}

template KeyValuePair m KeyValuePair (charstring p_key, charstring p value) := {
key := p_key, valuePart := p value

// change 17 (WK18): no connection id; additional header 'Content-Type' see OMA SG 5.4.3.1
/**

* @desc This template creates a HttpResponseRequest for an HTTP POST request over interact
* Should be used for sending SGDD or/and SGDU.

*

* @param p_ ServiceGuidePayload The payload which should be send.

*/
template HttpResponseRequest m def HttpResponseRequest (
ServiceGuidePayload p ServiceGuidePayload) := {
responseCode := 200,
responseHeaders := {
{name := "Content-Type", valuePart := "application/octet-stream"}
}I
responsePayload := {
serviceGuidePayload := p_ServiceGuidePayload
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template FluteSessionPayloadType m SGDU FluteSessionPayload(ServiceGuideDeliveryUnit p SGDJ
ServiceGuideDeliveryUnits := { p SGDU }

// change 13 (WK 6): send DVB-H bootstrap files via FLUTE

/‘k‘k
*
* @desc
* This template creates a Flute Session Payload.
* @param
* p_EPDD The ESG Provider Discovery Descriptor which should be included
* @param
* p_EAD The ESG Access Descriptor which should be included
*/
template FluteSessionPayloadType m DVBH ESG Descriptor FluteSessionPayload(ESGProviderDisc
ESGDescriptor := {
p_EPDD,
p_EAD

group http {
// change 16 (WK18) templates for incoming HTTP POST over interaction channel

template HttpPostIndication mw HttpPostIndication(template KeyValuePair p pair) := {
keyValuePairs := {p_pair, *}

}

template HttpPostIndication mw_HttpPostIndication empty := {
keyValuePairs := omit

}

template HttpPostIndication mw HttpPostIndication any := {
keyValuePairs := *

}

template HttpPostIndication mw HttpPostIndication unspecific sgdd := {
keyValuePairs := { m KeyValuePair ("type", "sgdd"),*}

}

template HttpPostIndication mw HttpPostIndication unspecific sgdu := {
keyValuePairs := { m KeyValuePair ("type", "sgdu"),*}

}

template HttpPostIndication mw HttpPostIndication unspecific sgdd sgdu := {
keyValuePairs := { m _KeyValuePair ("type", "sgdd+sgdu"),*}

}

template HttpPostIndication mw HttpPostIndication specific sgdd(charstring p_sgddId) = {
keyValuePairs := { m KeyValuePair ("sgddID", p_sgddId),*}

}

template KeyValuePair m KeyValuePair (charstring p_key, charstring p_value) := {
key := p_key, valuePart := p value

// change 17 (WK18): no connection id; additional header 'Content-Type' see OMA SG 5.4.3.1
/**

* @desc This template creates a HttpResponseRequest for an HTTP POST request over interact
* Should be used for sending SGDD or/and SGDU.

*

* @param p_ServiceGuidePayload The payload which should be send.

*/
template HttpResponseRequest m_def HttpResponseRequest (
ServiceGuidePayload p_ServiceGuidePayload) := {
responseCode := 200,
responseHeaders := ({
{name := "Content-Type", valuePart := "application/octet-stream"}
}I
responsePayload := {
serviceGuidePayload := p_ServiceGuidePayload
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}

// change 18
/**

*

(WK18) (additional to 17) this template replaces other 'ServiceGuidePayload' tq

* @desc Default ServiceGuidePayload template wich includes only a SGDU
* @param p_SGDU the included SGDU

*/
template ServiceGuidePayload m def ServiceGuidePayload SGDU(ServiceGuideDeliveryUnit p SGDJ
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := omit,
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU
}
/**

*

* @desc Default ServiceGuidePayload template wich includes only a SGDD
* @param p_SGDD the included SGDD

*/
template ServiceGuidePayload m def ServiceGuidePayload SGDD(ServiceGuideDeliveryDescriptor]
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := { p_SGDD },
privateExt := omit },
serviceGuideDeliveryUnit := omit
}
/**

*

* @desc Default ServiceGuidePayload template wich includes a SGDU and SGDD
* @param p_SGDU the indluded SGDU
* @param p_SGDD the included SGDD
*/
template ServiceGuidePayload m def ServiceGuidePayload SGDU_SGDD (
ServiceGuideDeliveryUnit p_ SGDU,
ServiceGuideDeliveryDescriptorType p_SGDD) := {
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors :=
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU

{ p_SGDD },

// change 18
/**
*
* @desc Default ServiceGuidePayload template wich includes a SGDU and SGDD
* @param p_SGDU the included SGDU
* @param p_ SGDDList the included SGDD as a list
*/
template ServiceGuidePayload m def ServiceGuidePayload SGDD_ SGDU (
template ServiceGuideDeliveryDescriptorList p SGDDList,
template ServiceGuideDeliveryUnit p SGDU) := {
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := p_ SGDDList,
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU

(WK18) (additional to 17) this template replaces other 'ServiceGuidePayload' tq

group streaming {

// change 14
/**

*

(WK18) : dynamic setting of destination IP

* @desc This is a default template for the StartStreamingRequest.
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// change 18 (WK18) (additional to 17)

/‘k‘k

*

this template replaces other 'ServiceGuidePayload' tq

* @desc Default ServiceGuidePayload template wich includes only a SGDU
* @param p_ SGDU the included SGDU

*/
template ServiceGuidePayload m def ServiceGuidePayload SGDU(ServiceGuideDeliveryUnit p SGDJ
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := omit,
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU
}
/‘k*

*

* @desc Default ServiceGuidePayload template wich includes only a SGDD
* @param p_SGDD the included SGDD

*/
template ServiceGuidePayload m def ServiceGuidePayload SGDD (ServiceGuideDeliveryDescriptor]
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := { p_SGDD },
privateExt := omit },
serviceGuideDeliveryUnit := omit
}
/‘k*

*

* @desc Default ServiceGuidePayload template wich includes a SGDU and SGDD
* @param p_ SGDU the indluded SGDU
* @param p_ SGDD the included SGDD
*/
template ServiceGuidePayload m def ServiceGuidePayload SGDU_SGDD (
ServiceGuideDeliveryUnit p SGDU,
ServiceGuideDeliveryDescriptorType p_SGDD) := {
serviceGuideResponse := {
=0,
ServiceGuideDeliveryDescriptors := { p_SGDD },
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU

status

// change 18 (WK18) (additional to 17)

/‘k‘k

*

this template replaces other 'ServiceGuidePayload' tq

* @desc Default ServiceGuidePayload template wich includes a SGDU and SGDD
* @param p_ SGDU the included SGDU
* @param p_SGDDList the included SGDD as a list
*/
template ServiceGuidePayload m def ServiceGuidePayload SGDD_ SGDU (
template ServiceGuideDeliveryDescriptorList p SGDDList,
template ServiceGuideDeliveryUnit p_ SGDU) := {
serviceGuideResponse := {
status := 0,
ServiceGuideDeliveryDescriptors := p_SGDDList,
privateExt := omit },
serviceGuideDeliveryUnit := p SGDU

group streaming {

// change 14
/**

*

(WK18) : dynamic setting of destination IP

* @desc This is a default template for the StartStreamingRequest.
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214 * @param p_ StreamId The stream id 212 * @param p_StreamId The stream id

215 * @param p FileName The name of the file which should be streamed 213 * @param p_FileName The name of the file which should be streamed
216 * @param p_ SDP The used SDP 214 * @param p_SDP The used SDP

217 * @param p DstIp The destination IP address 215 * @param p DstIp The destination IP address

218 */ 216 */

219 template StartStreamingRequest m def StartStreamingRequest ( 217 template StartStreamingRequest m def StartStreamingRequest (

220 UInt p StreamId, charstring p FileName, charstring p SDP, charstring p Dst] 218 UInt p StreamlId, charstring p FileName, charstring p SDP, charstring p Dst]
221 streamId := p Streamld, 219 streamId := p_ Streamld,

222 fileName := p FileName, 220 fileName := p FileName,

223 sdp := p_SDP, 221 sdp := p_SDP,

224 destinationIPaddress := p DstlIp, // change 14 (WK18): dynamic setting of destinati 222 destinationIPaddress := p DstIp, // change 14 (WK18): dynamic setting of destinati
225 contentProtection := omit, 223 contentProtection := omit,

226 serviceProtection := omit 224 serviceProtection := omit

227 } 225 }

228 226

229 /** 227 /x*

230 * 228 *

231 * @desc This is a default template for a StopStreamingRequest 229 * @desc This is a default template for a StopStreamingRequest

232 * @param p StreamId The id of the stream wich should stopped 230 * @param p_StreamId The id of the stream wich should stopped

233 */ 231 */

234 template StopStreamingRequest m def StopStreamingRequest (UInt p_ StreamlId) := { 232 template StopStreamingRequest m def StopStreamingRequest (UInt p_StreamlId) := {
235 streamId := p StreamId 233 streamId := p_ Streamld

236 } 234 }

237 +-

2381\ // change 3 (WK34): Service Protection: secure streaming service

239 template UpdateKeyRequest m def UpdateKeyRequest (ListOfSTKMKeys p_keys) := {

240 keys := p_keys

241 }

242

243\ // change 3 (WK34): Service Protection: secure streaming service

244 template ActivateKeyRequest m def ActivateKeyRequest (integer p numberInKeyList, SecureStre

245 keyListNumber := p numberInKeyList,

246 activeKey := p_key

247 }

248

249\ // change 3 (WK34): Service Protection: secure streaming service

250 A

251 @

252 * @desc This is a default template for the StartSecureStreamingRequest.

253 * @param p DstIp The destination IP address

254 * @param p Ssrc The synchronization source

255 =/

256 template StartSecureStreamingRequest m def StartSecureStreamingRequest (charstring p DstIp,

257 destinationIPaddress := p Dstlp,

258 88EE@ 3= P_SPOre

259 }

260

261\ // change 3 (WK34): Service Protection: secure streaming service

262 A

263 @

264 * @desc This is a default template for a StopSecureStreamingRequest

265 =/

266 template StopSecureStreamingRequest m def StopSecureStreamingRequest () := {

267 }

268 } = 235 }

269 236

270 group transfer ({ 237 group transfer {

271 /** 238 VA

272 * 239 *

273 * @desc This is a default template for a StartFileTransferRequest. 240 * @desc This is a default template for a StartFileTransferRequest.
274 * @param p TransferId The transfer id 241 * @param p_TransferId The transfer id

275 * @param p FileList The list of file 242 * @param p FileList The list of file

276 * @param p_ Sdp The used SDP 243 * @param p_Sdp The used SDP

2717 */ 244 */

278 template StartFileTransferRequest m def StartFileTransferRequest ( 245 template StartFileTransferRequest m def StartFileTransferRequest (
279 UInt p Transferld, 246 UInt p TransferId,

280 charstring p IP, // change 19 (WK18): (additional to 11) a 247 charstring p IP, // change 19 (WK18): (additional to 11) a
281 UIntl6é p Port, // change 19 (WK18): (additional to 11) a 248 UIntl6é p Port, // change 19 (WK18): (additional to 11) a
282 UInt32 p FluteUpdatelD, // CR (WK 34/2008): Flute Update Signalliry 249 UInt32 p FluteUpdateID, // CR (WK 34/2008): Flute Update Signallir
283 template FDT_ InstanceType p FDT, 250 template FDT InstanceType p_ FDT,

284 TransferFileList p Filelist, 251 TransferFileList p Filelist,

Beyond Compare 2.5.2



14.10.2008 16:13:52

Datei: LibBCast_Common_Templates.ttcn (Fortsetzung)

285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320}

charstring p_Sdp) := {

transferId := p_ TransferId,

FluteSessionlIp := p IP, // change 20 (WK18): (additional to 11) {
FluteSessionIpType := IPv4, // change 20 (WK18): (additional to 11) {
FluteSessionPort := p Port, // change 20 (WK18): (additional to 11) {
FluteUpdateID := p FluteUpdatelD, // CR (WK 34/2008): Flute Update Signallj
FDT Instance := p FDT, // change 20 (WK18): (additional to 11) {
filelList := p_ Filelist,

sdp := p_Sdp,

contentProtection := omit,

serviceProtection := omit

/**

*

* @desc This is a default template for a StopFileTransferRequest
* @param p TransferId The id of the stream wich should stopped

*/
template StopFileTransferRequest m def StopFileTransferRequest (UInt p TransferId) := {
transferId := p_TransferId
}
/**

*

* @desc This is a default ZipFile template

* @param p Name The name of the zip file

* @param p FileList The content file list of the zip file

*/
template ZipFile m def ZipFile(charstring p Name, FileReferencelist p FilelList) := {
name := p_Name,
filelList := p Filelist

diff_log
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charstring p_Sdp) := {

transferId := p TransferlId,

FluteSessionIp := p IP, // change 20 (WK18): (additional to 11) {
FluteSessionIpType := IPv4, // change 20 (WK18): (additional to 11) {
FluteSessionPort := p Port, // change 20 (WK18): (additional to 11) {
FluteUpdateID := p FluteUpdatelID, // CR (WK 34/2008): Flute Update Signallj
FDT Instance := p FDT, // change 20 (WK18): (additional to 11) {
filelList := p Filelist,

sdp := p_Sdp,

contentProtection := omit,

serviceProtection := omit

/*‘k

*

* @desc This is a default template for a StopFileTransferRequest
* @param p_TransferId The id of the stream wich should stopped

*/
template StopFileTransferRequest m def StopFileTransferRequest (UInt p TransferId) := {
transferId := p TransferId
}
/**

*

* @desc This is a default ZipFile template

* @param p Name The name of the zip file

* @param p _FileList The content file list of the zip file

*/
template ZipFile m def ZipFile(charstring p Name, FileReferencelList p FilelList) := {
name := p_Name,
fileList := p FilelList
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l /* * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI OMA BCAST CON Project 4 * ETSI CTI OMA BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies port and component types that specify the 8 * This module specifies port and component types that specify the

9 * interface required by BCAST library functions. 9 * interface required by BCAST library functions.

10 */ 10 */

11 |module LibBCast Interface ({ 11 |module LibBCast Interface ({

12 import from LibBCast UpperTesterPrimitives TypesAndValues all ; 12 import from LibBCast UpperTesterPrimitives TypesAndValues all ;

13 import from LibBCast ServicePrimitives TypesAndValues all ; 13 import from LibBCast ServicePrimitives TypesAndValues all ;

14 import from LibCommon BasicTypesAndValues { // change 01 (WK 6): global time definition 14 import from LibCommon BasicTypesAndValues { // change 01 (WK 6): global time definition
15 type UInt; 15 type UlInt;

16 } 16 }

17 17

18 group libraryComponentTypes { 18 group libraryComponentTypes {

19 19
20 /** 20 /x*
21 * 21 *
22 * @desc 22 * @desc
23 * This type of component is used by library functions which 23 * This type of component is used by library functions which
24 * specify BCAST control behavior, i.e., handling of BCAST 24 * specify BCAST control behavior, i.e., handling of BCAST
25 * SGDDs, SGDUs, and Interactivity Media Documents. 25 * SGDDs, SGDUs, and Interactivity Media Documents.
26 */ 26 */
27 type component BCastNetworkControlComponent ({ 27 type component BCastNetworkControlComponent {
28 port BroadcastPort ac; 28 port BroadcastPort ac;
29 port BroadcastPort dc; 29 port BroadcastPort dc;
30 port InteractionPort ic; 30 port InteractionPort ic;
31 var UInt v TOI4SGDD := 10; // change 22 (WK18): (additional to 6) set default valug 31 var UInt v TOI4SGDD := 10; // change 22 (WK18): (additional to 6) set default valug
32 var UInt v TOI4SGDU := 20; // change 22 (WK18): (additional to 6) set default valug 32 var UInt v TOI4SGDU := 20; // change 22 (WK18): (additional to 6) set default valug
33 port SmsPort sms; 33 port SmsPort sms;
34 port MmsPort mms; 34 port MmsPort mms;
35 timer t wait; 35 timer t wait;
36 var UInt v startTime := 0; // change 01 (WK 6): global time def] 36 var UInt v startTime := 0; // change 01 (WK 6): global time def]
37 var UInt v _endTime := 0; // change 01 (WK 6): global time def] 37 var UInt v endTime := 0; // change 01 (WK 6): global time def]
38 } 38 }
39 39
40 /** 40 /x*
41 * 41 *
42 * @desc 42 * @desc
43 * This component type is used by library functions which 43 * This component type is used by library functions which
44 * control streaming or file servers. 44 * control streaming or file servers.
45 */ 45 */
46 type component BCastNetworkDataComponent { 46 type component BCastNetworkDataComponent {
47 port StreamServerCtrlPort ssc; 47 port StreamServerCtrlPort ssc;
48 port FileServerControlPort fsc; 48 port FileServerControlPort fsc;
491 // change 3 (WK34): Service Protection: secure streaming service +-
50 port SecureStreamServerCrtlPort sc;
51 timer t wait; = 49 timer t wait;
52 var UInt v_startTime := 0; // change 21 (WK18): remaining global time definition 50 var UInt v_startTime := 0; // change 21 (WK18): remaining global time definition
53 var UInt v_endTime := 0; // change 21 (WK18): remaining global time definition 51 var UInt v_endTime := 0; // change 21 (WK18): remaining global time definition
54 } 52 }
55 53
56 /** 54 /x*
57 * 55 *
58 * @desc 56 * @desc
59 * This component type is used by library functions which 57 * This component type is used by library functions which

60 * specify upper tester behavior. 58 * specify upper tester behavior.

61 */ 59 */

62 type component UpperTesterComponent { 60 type component UpperTesterComponent {

63 port UtpPort utp; 61 port UtpPort utp;

64 timer t wait; 62 timer t wait;

65 } 63 }

66 64

67 } 65 }

68 66

69 group portDefinitions { 67 group portDefinitions {
70 /** 68 /x*
71 * @desc 69 * @desc
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72 * This port type is used to configure and interact with the bradcast 70 * This port type is used to configure and interact with the bradcast
73 * channel. 71 * channel.

74 */ 72 */

75 type port BroadcastPort message { 73 type port BroadcastPort message {

76 inout StartFluteSessionRequest; 74 inout StartFluteSessionRequest;
77 inout StartFluteSessionResponse; 75 inout StartFluteSessionResponse;
78 } 76 }

79 77

80 /** 78 /x*

81 * @desc 79 * @desc

82 * This port type is used to configure and interact with the interaction 80 * This port type is used to configure and interact with the interaction
83 * channel. 81 * channel.

84 */ 82 */

85 type port InteractionPort message { 83 type port InteractionPort message {

86 inout HttpResponseRequest; 84 inout HttpResponseRequest;

87 inout HttpResponseResponse; 85 inout HttpResponseResponse;

88 inout HttpSubscriptionRequestIndication; 86 inout HttpSubscriptionRequestIndication;
89 inout HttpPostIndication; 87 inout HttpPostIndication;

90 } 88 }

91 89

92 /** 90 /x*

93 * @desc 91 * @desc

94 * This port type is used to configure streaming servers. 92 * This port type is used to configure streaming servers.
95 */ 93 */

96 type port StreamServerCtrlPort message { 94 type port StreamServerCtrlPort message {
97 inout StartStreamingRequest; 95 inout StartStreamingRequest;

98 inout StartStreamingResponse; 96 inout StartStreamingResponse;

99 inout StopStreamingRequest; 97 inout StopStreamingRequest;

100 inout StopStreamingResponse; 98 inout StopStreamingResponse;

101 } T-

102

1031 // change 3 (WK34): Service Protection: secure streaming service

104 A

105 * @desc

106 * This port type is used to configure the secure streaming instance.

107 =/

108 type port SecureStreamServerCrtlPort message {

109 out StartSecureStreamingRequest;

110 in StartSecureStreamingResponse;

111 out StopSecureStreamingRequest;

112 in StopSecureStreamingResponse;

113 out UpdateKeyRequest;

114 in UpdateKeyResponse;

115 out ActivateKeyRequest;

116 in ActivateKeyResponse;

117 } = 99 }

118 100

119 /** 101 /x*

120 * @desc 102 * @desc

121 * This port type is used to interact with BCAST upper testers. 103 * This port type is used to interact with BCAST upper testers.
122 */ 104 */

123 type port UtpPort message { 105 type port UtpPort message {

124 inout PowerOnTerminalRequest; 106 inout PowerOnTerminalRequest;

125 inout PowerOffTerminalRequest; 107 inout PowerOffTerminalRequest;
126 inout RunBCastApplicationRequest; 108 inout RunBCastApplicationRequest;
127 inout GetServiceGuideRequest; 109 inout GetServiceGuideRequest;

128 inout UpdateServiceGuideRequest; 110 inout UpdateServiceGuideRequest;
129 inout CheckServiceRequest; 111 inout CheckServiceRequest;

130 inout SelectServiceRequest; 112 inout SelectServiceRequest;

131 inout CheckContentPresenceRequest; 113 inout CheckContentPresenceRequest;
132 inout SelectContentRequest; 114 inout SelectContentRequest;

133 inout SelectLanguageRequest; 115 inout SelectlanguageRequest;

134 inout ClearServiceGuideCacheRequest; 116 inout ClearServiceGuideCacheRequest;
135 inout GenericUtsResponse; 117 inout GenericUtsResponse;

136 inout CheckBrowserRequest; 118 inout CheckBrowserRequest;

137 inout CheckPreviewRequest; 119 inout CheckPreviewRequest;

138 inout CheckFileRequest; 120 inout CheckFileRequest;

139 inout CheckVideoRequest; 121 inout CheckVideoRequest;

140 inout CheckPurchaseInfoRequest; 122 inout CheckPurchaseInfoRequest;
141 inout CheckLanguageRequest; 123 inout CheckLanguageRequest;

142 inout CheckInteractivityRequest; 124 inout CheckInteractivityRequest;
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inout CheckInteractivityChoicesRequest;
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}

inout PurchaseServiceRequest;

inout SelectFileRequest;

inout SelectInteractivityRequest;

inout CheckFileReceivedRequest;

inout SelectInteractivityChoiceRequest;

inout UseServiceRequest;

/**

*

* @desc This port type is used to interact with sms centers

*/
type port SmsPort message {
inout SmsGetIndication;

/**

* @desc This port type is used to interact with mms centers

*/
type port MmsPort message {
inout MmsGetIndication;

/**

*

* @desc This port type is used to interact with the file servers in order

* to deliver files to a terminal

*/

type port FileServerControlPort message
inout StartFileTransferRequest;
inout StartFileTransferResponse;
inout StopFileTransferRequest;
inout StopFileTransferResponse;

} // end module LibBCast Interface

{
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}

inout CheckInteractivityChoicesRequest;
inout PurchaseServiceRequest;

inout SelectFileRequest;

inout SelectInteractivityRequest;
inout CheckFileReceivedRequest;
inout SelectInteractivityChoiceRequest;

inout UseServiceRequest;

/‘k‘k

*

* @desc This port type is used to interact with sms centers

*/
type port SmsPort message {
inout SmsGetIndication;

/‘k‘k

* @desc This port type is used to interact with mms centers

*/
type port MmsPort message {
inout MmsGetIndication;

/‘k‘k

*

* @desc This port type is used to interact with the file servers in order
* to deliver files to a terminal

*/

type port FileServerControlPort message {
inout StartFileTransferRequest;
inout StartFileTransferResponse;
inout StopFileTransferRequest;
inout StopFileTransferResponse;

} // end module LibBCast Interface

Seite 62
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l / * * = l / * *

2 * 2 *

3 * @author 3 * @Qauthor

4 * ETSI CTI OMA BCAST CON Project 4 * ETSI CTI OMA BCAST CON Project

5 * @version 5 * @version

6 * $1d$ 6 * $Id$

7 * @desc 7 * @desc

8 * This module specifies message types and values that are used to 8 * This module specifies message types and values that are used to

9 * sconfigure the transport of BCAST messages. There are no requirements 9 * sconfigure the transport of BCAST messages. There are no requirements

10 * regarding the encoding of these primitives. 10 * regarding the encoding of these primitives.

11 * @remark 11 * @remark

12 * End users should be aware that any changes made to this file may 12 * End users should be aware that any changes made to this file may

13 * negatively affect the interworking of test suite code with the BCast 13 * negatively affect the interworking of test suite code with the BCast

14 * SUT Adapter during test execution. 14 * SUT Adapter during test execution.

15 */ 15 */

16| module LibBCast ServicePrimitives TypesAndValues { 16 |module LibBCast ServicePrimitives TypesAndValues {

17 import from LibBCast FileStreamDistribution TypesAndValues all; 17 import from LibBCast FileStreamDistribution TypesAndValues all;

18 import from LibBCast ServiceGuide TypesAndValues all; 18 import from LibBCast ServiceGuide TypesAndValues all;

19 import from LibCommon BasicTypesAndValues all; 19 import from LibCommon BasicTypesAndValues all;
20 import from LibBCast FileStreamDistribution TypesAndValues all; 20 import from LibBCast FileStreamDistribution TypesAndValues all;
21 import from LibBCast Common TypesAndValues all; 21 import from LibBCast Common TypesAndValues all;
22 import from LibCommon TextStrings all; 22 import from LibCommon TextStrings all;
231// change 3 (WK34): Service Protection: secure streaming service +-
24 import from LibCommon DataStrings all;
25 = 23
26 /** 24 /x*
27 * 25 *
28 * @desc 26 * @desc
29 * This group specifies information to be forwarded from TTCN-3 to 27 * This group specifies information to be forwarded from TTCN-3 to
30 * the FLUTE application 28 * the FLUTE application
31 */ 29 */
32 group fluteConfigPrimitives { 30 group fluteConfigPrimitives {
33 31
34 /** 32 /x*
35 * 33 *
36 * @desc 34 * @desc
37 * Send to the SA to request the start of a flute session 35 * Send to the SA to request the start of a flute session
38 * @member 36 * @member
39 * fluteSessionId The flute session identifer 37 * fluteSessionId The flute session identifer
40 * @member 38 * @member
41 * FDT Instance The used FDT 39 * FDT Instance The used FDT
42 * @member 40 * @member
43 * fluteSessionPayload Includes a SGDU or SGDD 41 * fluteSessionPayload Includes a SGDU or SGDD
44 */ 42 */
45 type record StartFluteSessionRequest { 43 type record StartFluteSessionRequest {
46 UInt FluteSessionId, 44 UInt FluteSessionId,
47 charstring FluteSessionIp, // change 22 (WK 6): further stru 45 charstring FluteSessionIp, // change 22 (WK 6): further stru
48 IPAddressType FluteSessionIpType, // change 22 (WK 6): further stru 46 IPAddressType FluteSessionIpType, // change 22 (WK 6): further stru
49 UIntl6é FluteSessionPort, // change 22 (WK 6): further stru 47 UIntl6 FluteSessionPort, // change 22 (WK 6): further stru
50 UInt32 FluteUpdatelD, // CR (WK 34/2008): Flute Update { 48 UInt32 FluteUpdatelD, // CR (WK 34/2008): Flute Update
51 FDT_ InstanceType FDT Instance, <> 49 FDT_InstanceType FDT_Instance,
52 FluteSessionPayloadType FluteSessionPayload = 50 FluteSessionPayloadType FluteSessionPayload
53 } 51 }
54 52
55 type union FluteSessionPayloadType { 53 type union FluteSessionPayloadType {
56 LibBCast ServicePrimitives TypesAndValues.ServiceGuideDeliveryUnitList ServiceGuidq 54 LibBCast ServicePrimitives TypesAndValues.ServiceGuideDeliveryUnitList ServiceGuidg
57 ServiceGuideDeliveryDescriptorList ServiceGuideDeliveryDescriptors, 55 ServiceGuideDeliveryDescriptorList ServiceGuideDeliveryDescriptors,
58 DvbhEsgDescriptor ESGDescriptor // change 13 (WK 6): send DVB-H bootstr 56 DvbhEsgDescriptor ESGDescriptor // change 13 (WK 6): send DVB-H bootstrg
59 } 57 }

60 58

61 type set of InteractivityMediaDocumentType InteractivityMediaDocumentList; 59 type set of InteractivityMediaDocumentType InteractivityMediaDocumentList;

62 60

63 type set of ServiceGuideDeliveryUnit ServiceGuideDeliveryUnitList; 61 type set of ServiceGuideDeliveryUnit ServiceGuideDeliveryUnitList;

64 62

65 //type set length (1l infinity) of ServiceGuideDeliveryDescriptor ServiceGuideDeliveryDes 63 //type set length(1l infinity) of ServiceGuideDeliveryDescriptor ServiceGuideDeliveryDes
66 64

67 65

68 type record FDT InstanceType { 66 type record FDT_ InstanceType {

69 FileList Files, 67 FileList Files,
70 MBMS Session Identity Expiry List MBMS Session Identity Expirys optional, 68 MBMS_ Session_Identity Expiry List MBMS Session_Identity Expirys optional,
71 charstring Expires, 69 charstring Expires,
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72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99

100
101
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103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141

boolean Complete optional,
charstring Content Type optional,
charstring Content Encoding optional,
UInt8 FEC OTI_FEC Encoding ID optional,
UInt32 FEC OTI_FEC Instance ID optional,
UInt32 FEC_OTI Maximum Source Block Length optional,
UInt32 FEC OTI Encoding Symbol Length optional,
UInt32 FEC OTI_Max Number of Encoding Symbols optional,
charstring FEC _OTI Scheme Specific Info optional,
boolean FullFDT optional,
UInt32 Version ID Length optional
} with { // change 25 (WK 6): variant extension for definitions of XML namespaces
variant "replace ' ' with '-' && namespacedef nsprefix = '' nsuri = 'urn:oma:xml:b

type set length (1 infinity) of FileType FilelList;
type record FileType {
MBMS Session Identity List MBMS Session Identitys optional,
AnyUri Content Location,
UInt TOI,
UInt32 Content Length optional,
UInt32 Transfer Length optional,
charstring Content Type optional,
charstring Content Encoding optional,
charstring Content MD5 optional,
UInt8 FEC OTI_FEC Encoding ID optional,
UInt32 FEC OTI_FEC Instance ID optional,
UInt32 FEC_OTI Maximum Source Block Length optional,
UInt32 FEC OTI_Encoding Symbol Length optional,
UInt32 FEC OTI _Max Number of Encoding Symbols optional,
charstring FEC OTI Scheme Specific Info optional,
UInt32 Version ID Length optional
} with {variant "replace ' ' with '-'" }

type set length (1 infinity) of MBMS Session Identity Expiry Type MBMS Session Identity|

type set length (1 infinity) of MBMS Session Identity Type MBMS Session Identity List;
type record MBMS Session Identity Expiry Type ({

UInt8 text ,
UInt32 value

type record MBMS Session Identity Type {

UInt8 text
}
/**
*
* @desc
* Send by the SA to indicate that a start flute session request
* could be send.
* @member
* returnCode 0 - success 1+ - error code
* @member
* reason should be set if return code > 0
*/

type record StartFluteSessionResponse {
UInt returnCode,
charstring reason optional
}
} with {
encode "FLUTECodec"
} // End fluteConfigPrimitives

/**

*

* @desc
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boolean Complete optional,
charstring Content Type optional,
charstring Content Encoding optional,
UInt8 FEC OTI_FEC Encoding ID optional,
UInt32 FEC OTI_FEC Instance ID optional,
UInt32 FEC OTI Maximum Source Block Length optional,
UInt32 FEC OTI_Encoding Symbol Length optional,
UInt32 FEC OTI Max Number of Encoding Symbols optional,
charstring FEC OTI Scheme Specific Info optional,
boolean FullFDT optional,
UInt32 Version ID Length optional
} with { // change 25 (WK 6): variant extension for definitions of X
variant "replace ' ' with '-' && namespacedef nsprefix = ''

type set length (1 infinity) of FileType FilelList;
type record FileType {
MBMS Session Identity List MBMS Session Identitys optional,
AnyUri Content Location,
UInt TOI,
UInt32 Content Length optional,
UInt32 Transfer Length optional,
charstring Content Type optional,
charstring Content Encoding optional,
charstring Content MD5 optional,
UInt8 FEC OTI_FEC Encoding ID optional,
UInt32 FEC OTI_FEC Instance ID optional,
UInt32 FEC OTI Maximum Source Block Length optional,
UInt32 FEC OTI_Encoding Symbol Length optional,
UInt32 FEC OTI Max Number of Encoding Symbols optional,
charstring FEC OTI Scheme Specific Info optional,
UInt32 Version ID Length optional

} with {variant "replace ' ' with '-'" }
type set length (1 infinity) of MBMS Session Identity Expiry Type
type set length (1 infinity) of MBMS Session Identity Type MBMS_ S

type record MBMS Session Identity Expiry Type {
UInt8 text ,
UInt32 value

type record MBMS Session Identity Type {
UInt8 text

~
*
*

@desc
Send by the SA to indicate that a start flute session request
could be send.
@member
returnCode 0 - success 1+ - error code
@member
reason should be set if return code > 0

L I S R

/
type record StartFluteSessionResponse {
UInt returnCode,
charstring reason optional
}
} with {
encode "FLUTECodec"
} // End fluteConfigPrimitives

/‘k‘k

*

* @desc

Seite 64

ML namespaces
nsuri = 'urn:oma:xml:b

MBMS Session Identity]

ession Identity List;
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* These primitves extract information from or provide it to the
* upper interface of a HTTP stack
*/

group httpConfigPrimitives {

/**
*
* @desc
* The http request which is send by the end user to subscribe
* to a service.
* @member
* connectionId Contains a unique identifier for the (TCP)
* connection on which the POST was received
* @member
* serviceName Contains the name of the service which the end
* user want to subscribe.
*/

type record HttpSubscriptionRequestIndication {
UInt connectionId,
charstring serviceName

// change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
/**

* Note: Modifications to types still likely to cover HTTP use in

* service provisioning

*

* @desc

* Used for terminal requests on interactive channel

* @member

* keyValuePairs Indicates more detailed SG requests

* @Qremark

* if serviceGuideRequestType and keyValuePairs are both omitted
* then default view to service guide shall be sent (see OMA SG
* doc 5.4.3.2)

*/

type record HttpPostIndication {
KeyValuePairList keyValuePairs optional

/**
*
* @desc
* Used for terminal signalling of file repair or to request
* fragments referenced in a SGDU
* @member
* connectionId Contains a unique identifier for the (TCP)
* connection on which the GET was received
* @member
* messageUri The message URI
*/

type record HttpGetIndication {
UInt connectionId,
AnyUri messageUri

type enumerated ServiceGuideRequestType {
e _sgdd,
e _sgdu,
e _sgdd_sgdu

type record length (0 .. infinity) of KeyValuePair KeyValuePairList;
type record KeyValuePair {

charstring key,
charstring valuePart optional

// change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
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* These primitves extract information from or provide it to the
* upper interface of a HTTP stack
*/

group httpConfigPrimitives {

~
*
*

@desc
The http request which is send by the end user to subscribe
to a service.

@member
connectionId Contains a unique identifier for the (TCP)
connection on which the POST was received

@member
serviceName Contains the name of the service which the end
user want to subscribe.

L I T S

~

type record HttpSubscriptionRequestIndication {
UInt connectionId,
charstring serviceName

// change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
/‘k*

Note: Modifications to types still likely to cover HTTP use in

service provisioning

@desc
Used for terminal requests on interactive channel

@member
keyValuePairs Indicates more detailed SG requests

@remark
if serviceGuideRequestType and keyValuePairs are both omitted
then default view to service guide shall be sent (see OMA SG
doc 5.4.3.2)

L I R T S . S .

/
type record HttpPostIndication {
KeyValuePairList keyValuePairs optional

~
*
*

@desc
Used for terminal signalling of file repair or to request
fragments referenced in a SGDU

@member
connectionId Contains a unique identifier for the (TCP)
connection on which the GET was received

@member
messageUri The message URI

L I I S A .

type record HttpGetIndication {
UInt connectionId,
AnyUri messageUri

type enumerated ServiceGuideRequestType {
e_sgdd,
e_sgdu,
e_sgdd_sgdu

type record length (0 .. infinity) of KeyValuePair KeyValuePairList;
type record KeyValuePair {

charstring key,
charstring valuePart optional

// change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
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212 /** 210 /x*
213 * @desc 211 * @desc
214 * Used for terminal response on interactive channel 212 * Used for terminal response on interactive channel
215 * @member 213 * @member
216 * responseCode http status code to be used, e.g., 200 (OK) 214 * responseCode http status code to be used, e.g., 200 (OK)
217 * @member 215 * @member
218 * responseHeaders additional http header 216 * responseHeaders additional http header
219 * @member 217 * @member
220 * responsePayload This field shall only be set in case of 218 * responsePayload This field shall only be set in case of
221 * file repair responses; syntax is follows the one used in the 219 * file repair responses; syntax is follows the one used in the
222 * corresponding HTTP GET URI 220 * corresponding HTTP GET URI
223 */ 221 */
224 type record HttpResponseRequest { 222 type record HttpResponseRequest {
225 UInt responseCode, 223 UInt responseCode,
226 ResponseHeaderList responseHeaders optional, 224 ResponseHeaderlList responseHeaders optional,
227 ResponsePayload responsePayload optional 225 ResponsePayload responsePayload optional
228 } 226 }
229 227
230 // change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction 228 // change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
231 type record length (0 infinity) of ResponseHeader ResponseHeaderList; 229 type record length (0 infinity) of ResponseHeader ResponseHeaderList;
232 230
233 // change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction 231 // change 26 (WK18): (additional to 17) clearing of HTTP request/responses for Interaction
234 type record ResponseHeader { 232 type record ResponseHeader {
235 charstring name, 233 charstring name,
236 charstring valuePart optional 234 charstring valuePart optional
237 } 235 }
238 236
239 type union ResponsePayload { 237 type union ResponsePayload {
240 ServiceGuidePayload serviceGuidePayload, 238 ServiceGuidePayload serviceGuidePayload,
241 charstring text 239 charstring text
242 } 240 }
243 241
244 type record ServiceGuidePayload { 242 type record ServiceGuidePayload {
245 ServiceGuideResponse serviceGuideResponse, 243 ServiceGuideResponse serviceGuideResponse,
246 ServiceGuideDeliveryUnit serviceGuideDeliveryUnit optional 244 ServiceGuideDeliveryUnit serviceGuideDeliveryUnit optional
247 } 245 }
248 246
249 /** 247 /x*
250 * 248 *
251 * @desc 249 * @desc
252 * Send by the SA to indicate that a http response could be send 250 * Send by the SA to indicate that a http response could be send
253 * or not 251 * or not
254 * @member 252 * @member
255 * returnCode 0 - success 1+ - error code 253 * returnCode 0 - success 1+ - error code
256 * @member 254 * @member
257 * reason should be set if return code > 0 255 * reason should be set if return code > 0
258 */ 256 */
259 type record HttpResponseResponse { 257 type record HttpResponseResponse {
260 UInt returnCode, 258 UInt returnCode,
261 charstring reason optional 259 charstring reason optional
262 } 260 }
263 } with { 261 } with {
264 encode "HTTPCodec" // change 26 (WK18): (additional to 17) clearing of HTTP request/responjg 262 encode "HTTPCodec" // change 26 (WK18): (additional to 17) clearing of HTTP request/respong
265 } // end httpConfigPrimitives 263 } // end httpConfigPrimitives
266 264
267 265
268 group smsConfigPrimitives { 266 group smsConfigPrimitives {
269 /** 267 VA
270 * 268 *
271 * @desc 269 * @desc
272 * Send by the SA to indicate that a sms was received. 270 * Send by the SA to indicate that a sms was received.
273 * @member 271 * @member
274 * messageBody The message body of the sms 272 * messageBody The message body of the sms
275 */ 273 */
276 type record SmsGetIndication { 274 type record SmsGetIndication {
277 charstring messageBody // should be further structured 275 charstring messageBody // should be further structured
278 } 276 }
279 } // end smsConfigPrimitives 277 } // end smsConfigPrimitives
280 <>
281
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282 group mmsConfigPrimitives { = 278 group mmsConfigPrimitives {
283 /** 279 /x*
284 * 280 *
285 * @desc 281 * @desc
286 * Send by the SA to indicate that a mms was received. 282 * Send by the SA to indicate that a mms was received.
287 * @member 283 * @member
288 * messageBody The message body of the mms 284 * messageBody The message body of the mms
289 */ 285 */
290 type record MmsGetIndication { 286 type record MmsGetIndication {
291 charstring messageBody // should be further structured 287 charstring messageBody // should be further structured
292 } 288 }
293 } // end mmsConfigPrimitives 289 } // end mmsConfigPrimitives
294 /** 290 /x*
295 * 291 *
296 * @desc This group specifies information to be forwarded from TTCN-3 to the streaming server 292 * @desc This group specifies information to be forwarded from TTCN-3 to the streaming server
297 */ 293 */
298 group streamingServerPrimitives { 294 group streamingServerPrimitives {
299 /** 295 /x*
300 * 296 *
301 * @desc 297 * @desc
302 * Sends start streaming request to a streaming server 298 * Sends start streaming request to a streaming server
303 * @member 299 * @member
304 * streamId The stream identifier 300 * streamId The stream identifier
305 * @member 301 * @member
306 * fileName The file name reference to a file which should be 302 * fileName The file name reference to a file which should be
307 * streamed. 303 * streamed.
308 * @member 304 * @member
309 * sdp Includes IP information, codecs, rates, unicast vs 305 * sdp Includes IP information, codecs, rates, unicast vs
310 * broadcast, etc 306 * broadcast, etc
311 * @member 307 * @member
312 * contentProtection For future use 308 * contentProtection For future use
313 * @member 309 * @member
314 * serviceProtection For future use 310 * serviceProtection For future use
315 */ 311 */
316 type record StartStreamingRequest { 312 type record StartStreamingRequest {
317 UInt streamlId, 313 UInt streamlId,
318 charstring fileName, 314 charstring fileName,
319 Sdp sdp, 315 Sdp sdp,
320 charstring destinationIPaddress, // change 14 (WK18): dynamic setting of destinati 316 charstring destinationIPaddress, // change 14 (WK18): dynamic setting of destinati
321 ContentProtection contentProtection optional, // for future use 317 ContentProtection contentProtection optional, // for future use
322 ServiceProtection serviceProtection optional // for future use 318 ServiceProtection serviceProtection optional // for future use
323 }i 319 };
324 320
325 type charstring ContentProtection; 321 type charstring ContentProtection;
326 type charstring ServiceProtection; 322 type charstring ServiceProtection;
327 323
328 /** 324 VA
329 * 325 *
330 * @desc 326 * @desc
331 * Send by the SA to indicate that a start streaming request 327 * Send by the SA to indicate that a start streaming request
332 * could be send. 328 * could be send.
333 * @member 329 * @member
334 * returnCode 0 - success 1+ - error code 330 * returnCode 0 - success 1+ - error code
335 * @member 331 * @member
336 * reason should be set if return code > 0 332 * reason should be set if return code > 0
337 */ 333 */
338 type record StartStreamingResponse { 334 type record StartStreamingResponse {
339 UInt returnCode, 335 UInt returnCode,
340 charstring reason optional 336 charstring reason optional
341 } 337 }
342 338
343 /** 339 /x*
344 * 340 *
345 * @desc 341 * @desc
346 * Send to a streaming server to stop streaming. 342 * Send to a streaming server to stop streaming.
347 * @member 343 * @member
348 * streamId The stream identifier 344 * streamId The stream identifier
349 */ 345 */
350 type record StopStreamingRequest { 346 type record StopStreamingRequest {
351 UInt streamId 347 UInt streamId
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352 }i 348 }i
353 349
354 /** 350 /x*
355 * 351 *
356 * @desc 352 * @desc
357 * Send by the SA to indicate that a stop streaming request 353 * Send by the SA to indicate that a stop streaming request
358 * could be send. 354 * could be send.
359 * @member 355 * @member
360 * returnCode 0 - success 1+ - error code 356 * returnCode 0 - success 1+ - error code
361 * @member 357 * @member
362 * reason should be set if return code > 0 358 * reason should be set if return code > 0
363 */ 359 */
364 type record StopStreamingResponse { 360 type record StopStreamingResponse {
365 UInt returnCode, 361 UInt returnCode,
366 charstring reason optional 362 charstring reason optional
367 } 363 }
368 // change 3 (WK34): Service Protection: secure streaming service +-
369 group secureStreamingPrimitives {
370 type record UpdateKeyRequest {
371 ListOfSTKMKeys keys
372 }
373
374 type record of SecureStreamingKey ListOfSTKMKeys;
375
376 type record SecureStreamingKey {
377 octetstring masterKey,
378 octetstring saltKey optional
379 }
380
381 type record UpdateKeyResponse {
382 UInt returnCode,
383 charstring reason optional
384 }
385
386 type record ActivateKeyRequest {
387 integer keyListNumber,
388 SecureStreamingKey activeKey optional
389 }
390
391 type record ActivateKeyResponse {
392 UInt returnCode,
393 charstring reason optional
394 }
395
396 type record StartSecureStreamingRequest {
397 charstring destinationIPaddress,
398 Oct4 ssrc
399 }
400
401 type record StartSecureStreamingResponse {
402 UInt returnCode,
403 charstring reason optional
404 }
405
406 type record StopSecureStreamingRequest {
407 }
408
409 type record StopSecureStreamingResponse {
410 UInt returnCode,
411 charstring reason optional
412 }
413 }
414 } with { // change 26 (WK 6): support of new codec = 364 } with { // change 26 (WK 6): support of new codec
415 encode "StreamingServerCodec" 365 encode "StreamingServerCodec"
416 } // end streamServerPrimitives 366 } // end streamServerPrimitives
417 367
418 group fileServerPrimitives { 368 group fileServerPrimitives ({
419 /** 369 /x*
420 * 370 *
421 * @desc 371 * @desc
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* The message wich triggers the file server to transfer files.
* @member

* transferId The id of the transfer

* @member

* fileList The list of file which should be transfered by the
* file server

* @member

* sdp Includes IP information, codecs, rates, unicast vs

* broadcast, etc

* @member

* contentProtection for futher use

* @member

* serviceProtection for futher use

*/

type record StartFileTransferRequest {
UInt transferId,

charstring FluteSessionIp, // change 20 (WK18): (additional to 11) further
IPAddressType FluteSessionIpType, // change 20 (WK18): (additional to 11) further
UIntl6 FluteSessionPort, // change 20 (WK18): (additional to 11) further
UInt32 FluteUpdatelD, // CR (WK 34/2008): Flute Update Signalling

FDT InstanceType FDT Instance, // change 20 (WK18): (additional to 11) further
TransferFileList filelList,

Sdp sdp,

ContentProtection contentProtection optional,
ServiceProtection serviceProtection optional // for future use

bi

// change 20 (WK18): (additional to 11) further structured TTCN-3 types
/**

*

* @desc

* A list of Transfer files used by the file server

*/

type set of TransferFileWithHeaders TransferFilelList;

// change 20 (WK18): (additional to 11) further structured TTCN-3 types
type record TransferFileWithHeaders {
AnyUri Content Location,
charstring Content Type optional,
charstring Content Encoding optional,
TransferFile file optional // if omit use the content-location as file reference

// change 4 (WK18): according to OMA-TS-BCAST Services 5.3.6.2

/**
*
* @desc
* This type represents a Transfer file. A transfer file could
* be a zip file or an interactivity media
* document.
* @member
* zipFile
* @member
* interactivityMediaDocument
*/

type union TransferFile {
ZipFile zipFile,
InteractivityMediaDocumentType InteractivityMediaDocument

/**
*
* @desc
* This type represents a file reference.
*/

type charstring FileReference;

/**

*

* @desc
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* The message wich triggers the file server to transfer files.
* @member

* transferId The id of the transfer

* @member

* fileList The list of file which should be transfered by the
* file server

* @member

* sdp Includes IP information, codecs, rates, unicast vs

* broadcast, etc

* @member

* contentProtection for futher use

* @member

* serviceProtection for futher use

*/

type record StartFileTransferRequest {
UInt transferId,

charstring FluteSessionIp, // change 20 (WK18): (additional to 11) further
IPAddressType FluteSessionIpType, // change 20 (WK18): (additional to 11) further
UIntl6 FluteSessionPort, // change 20 (WK18): (additional to 11) further
UInt32 FluteUpdatelD, // CR (WK 34/2008): Flute Update Signalling

FDT InstanceType FDT Instance, // change 20 (WK18): (additional to 11) further
TransferFileList filelList,

Sdp sdp,

ContentProtection contentProtection optional,
ServiceProtection serviceProtection optional // for future use

}i

// change 20 (WK18): (additional to 11) further structured TTCN-3 types
/‘k‘k

*

* @desc

* A list of Transfer files used by the file server

*/

type set of TransferFileWithHeaders TransferFilelList;

// change 20 (WK18): (additional to 11) further structured TTCN-3 types
type record TransferFileWithHeaders {
AnyUri Content Location,
charstring Content Type optional,
charstring Content Encoding optional,
TransferFile file optional // if omit use the content-location as file reference

// change 4 (WK18): according to OMA-TS-BCAST Services 5.3.6.2
/‘k*

@desc
This type represents a Transfer file. A transfer file could
be a zip file or an interactivity media
document.
@member
zipFile
@member
interactivityMediaDocument

L I I S A .

/

type union TransferFile {

ZipFile zipFile,

InteractivityMediaDocumentType InteractivityMediaDocument

/‘k*
*
* @desc
* This type represents a file reference.
*/

type charstring FileReference;

/‘k‘k

*

* @desc
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492 * This type is a list of file references.
493 */
494 type set of FileReference FileReferencelist;
495
496 /**
497 *
498 * @desc
499 * This type represents a zip file. It includes all imformation
500 * for building the zip file at the test adaption.
501 * @member
502 * name The name of the zip file
503 * @member
504 * fileList The list of file references which should be included
505 * inside the zip file
506 */
507 type record ZipFile {
508 charstring name,
509 FileReferencelList fileList
510 }
511
512 /**
513 *
514 * @desc
515 * This response will be send by the file server to indicate the
516 * status of the file transfer start.
517 * @member
518 * returnCode 0 - success, 1+ - error code
519 * @member
520 * reason should be set if return code > 0
521 */
522 type record StartFileTransferResponse {
523 UInt returnCode,
524 charstring reason optional
525 }
526
527 /**
528 *
529 * @desc
530 * Send to a file server to stop streaming.
531 * @member
532 * transferId The stream identifier
533 */
534 type record StopFileTransferRequest {
535 UInt transferId
536 Y
537
538 /**
539 *
540 * @desc
541 * Send by the SA to indicate that a stop fiel transfer request
542 * could be send.
543 * @member
544 * returnCode 0 - success 1+ - error code
545 * @member
546 * reason should be set if return code > 0
547 */
548 type record StopFileTransferResponse {
549 UInt returnCode,
550 charstring reason optional
551 }
552
553 } with {
554 encode "FileTransferCodec" // change 27 (WK18): support of new codec
555 }// end fileServerPrimitives
556|} // end module AtsBCast ConfigPrimitives TypesAndValues
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* This type is a list of file references.
*/

type set of FileReference FileReferencelist;

/‘k*
*
* @desc
* This type represents a zip file. It includes all imformation
* for building the zip file at the test adaption.
* @member
* name The name of the zip file
* @member
* fileList The list of file references which should be included
* inside the zip file
*/

type record ZipFile {
charstring name,
FileReferencelist filelist

/‘k‘k
*
* @desc
* This response will be send by the file server to indicate the
* status of the file transfer start.
* @member
* returnCode 0 - success, 1+ - error code
* @member
* reason should be set if return code > 0
*/

type record StartFileTransferResponse {
UInt returnCode,
charstring reason optional

/‘k‘k
*
* @desc
* Send to a file server to stop streaming.
* @member
* transferId The stream identifier
*/

type record StopFileTransferRequest ({
UInt transferId
}i

/‘k‘k
*
* @desc
* Send by the SA to indicate that a stop fiel transfer request
* could be send.
* @member
* returnCode 0 - success 1+ - error code
* @member
* reason should be set if return code > 0
*/

type record StopFileTransferResponse {
UInt returnCode,
charstring reason optional

} with {
encode "FileTransferCodec" // change 27 (WK18): support of new codec
}// end fileServerPrimitives
} // end module AtsBCast ConfigPrimitives TypesAndValues
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1|//change 1 (WK18): for content protection tests = 1|//change 1 (WK18): for content protection tests

2 |module LibCommon BSM { 2 |module LibCommon BSM {

3 import from LibCommon HTTP_ TypesAndValues all; 3 import from LibCommon HTTP_TypesAndValues all;

4 import from LibCommon DataStrings all; 4 import from LibCommon DataStrings all;

5 import from AtsBCast ModuleParameters { 5 import from AtsBCast ModuleParameters {

6 group GBA; 6 group GBA;

7 group BSM; 7 group BSM;

8 } 8 }

9 import from LibCommon GBA BSF all; 9 import from LibCommon GBA BSF all;

10 import from LibCommon BSM TypesAndValues all; 10 import from LibCommon BSM TypesAndValues all;

11 import from LibCommon Time all; 11 import from LibCommon Time all;

12 // change 1 (WK23): Service Request extensions for content protection tests +-

13 import from LibCommon GBA BSF TypesAndValues all;

14 // change 1 (WK23): Service Request extensions for content protection tests

15 import from LibCommon BasicTypesAndValues all;

16 = 12

17 group BSM Registration { 13 group BSM Registration {

18 group BSM Templates { 14 group BSM Templates {

19 group BSM HTTP_ Templates { 15 group BSM _HTTP Templates ({
20 group RequestTemplates { 16 group RequestTemplates {
21 template HttpRequest mw registerAllServicesHttpRequest modifies mw | 17 template HttpRequest mw registerAllServicesHttpRequest modifies mw|
22 UriParameters := { 18 UriParameters := {
23 {Parameter := "requesttype", Value := "register"}, 19 {Parameter := "requesttype", Value := "register"},
24 * 20 *
25 }, 21 },
26 ContentType := { 22 ContentType := ({
27 // see TS 26.346 23 // see TS 26.346
28 Name := "Content-Type", ListOfValue := {{V{ 24 Name := "Content-Type", ListOfValue := {{V{
29 }, 25 },
30 Authorization := omit, 26 Authorization := omit,
31 Body := { 27 Body := {
32 //OMA Services 5.1.6.7 Registration Procedure 'omafq 28 //OMA Services 5.1.6.7 Registration Procedure 'omaf
33 mbmsSecurityRegister := mw simpleMbmsSecurityRegis{ 29 mbmsSecurityRegister := mw simpleMbmsSecurityRegist
34 } 30 }
35 } 31 }
36 32
37 // change 1 (WK23): Service Request extensions for content protect] <> 33 template HttpRequest mw_registerAllServicesHttpRequestWithAuthenti
38 // MBMS User Service Registration extensions 34 UriParameters := {
39 template HttpRequest mw_registerAllServicesHttpRequestWithAuthoriz 35 {Parameter := "requesttype", Value := "register"},
40 Authorization := { 36 £
41 Value := "Digest", 37 },
42 ParameterList := { 38 ContentType := {
43 {Name := "response", Value ?}, 39 // see TS 26.346
44 {Name := "username", Value := """" & p usej 40 Name := "Content-Type", ListOfValue := {{V
45 R 41 by
46 } 42 Body := {

43 //OMA Services 5.1.6.7 Registration Procedure 'oma-
44 mbmsSecurityRegister := mw simpleMbmsSecurityRegisf

47 } = 45 }
48 } 46 }
49 47
50 template HttpRequest mw deRegisterAllServicesHttpRequest modifies T 48 template HttpRequest mw deRegisterAllServicesHttpRequest modifies r
51 UriParameters := { 49 UriParameters := {
52 {Parameter := "requesttype", Value := "deregister" 50 {Parameter := "requesttype", Value := "deregister"
53 * 51 *
54 }, 52 },
55 ContentType := { 53 ContentType := ({
56 // see TS 26.346 54 // see TS 26.346
57 Name := "Content-Type", ListOfValue := {{V{ 55 Name := "Content-Type", ListOfValue := {{V{
58 }, 56 },
59 Authorization := omit, 57 Authorization := omit,

60 Body := { 58 Body := {

61 mbmsSecurityRegister := ? 59 mbmsSecurityRegister := ?

62 } 60 }

63 } 61 }

64 +-

65 // change 1 (WK23): Service Request extensions for content protect]

66 template HttpRequest mw smartcartServiceRequestHttpRequest (UInt p j

67 ContentType := {

68 // OMA Services 5.1.2.1

69 Name := "Content-Type", ListOfValue := {{V

Beyond Compare 2.5.2



14.10.2008 16:13:52 diff_log Seite 72
Datei: LibCommon_BSM.ttcn (Fortsetzung)
70 b
71 Authorization := omit,
72 Body := {
73 //OMA Services 5.1.5.2.1 Service Request
74 ServiceRequest := mw smartcartServiceRequest (p prot
75 }
76 }
77
78 // change 1 (WK23): Service Request extensions for content protect]
79 template HttpRequest mw anyServiceRequestHttpRequest modifies mw afj
80 ContentType := {
81 // OMA Services 5.1.2.1
82 Name := "Content-Type", ListOfValue := {{V
83 b
84 Body := {
85 //OMA Services 5.1.5.2.1 Service Request
86 ServiceRequest := mw_anyServiceRequest
87 }
88 }
89
90 // change 1 (WK23): Service Request extensions for content protect]
91 template HttpRequest mw smartcartServiceRequestHttpRequestWithAuth
92 Authorization := {
93 Value := "Digest",
94 ParameterList := {
95 {Name := "response", Value := ?},
96 {Name := "username", Value := """" & p usej
97 B
98 }
99 }
100 }
101 } = 62 }
102 63
103 group ResponseTemplates { 64 group ResponseTemplates {
104 template HttpResponse m_digestBsmResponse (charstring p nonce) modij <> 65 template HttpResponse m_digestBsmResponse (integer p statusCode, chg
105 anotherHeaders := { = 66 anotherHeaders := {
106 {Name := "Server", ListOfValue := {m defaultBsmSery 67 {Name := "Server", ListOfValue := {m defaultBsmSery
107 {Name := "WWW-Authenticate", ListOfValue := {m bsmj 68 {Name := "WWW-Authenticate", ListOfValue := {m bsmj
108 } 69 }
109 } 70 }
110 71
111 template HttpResponse m successBsmResponse (integer p statusCode, c} 72 template HttpResponse m successBsmResponse (integer p statusCode, c}
112 ContentType := { <> 73 ContentType := {
113 // see TS 26.346 74 // see TS 26.346
114 Name := "Content-Type", ListOfValue := {{Value := 75 Name := "Content-Type", ListOfValue := {{V{
115 b 76 b s
116 anotherHeaders := { 77 anotherHeaders := {
117 {Name := "Server", ListOfValue := {m defaultBsmSery 78 {Name := "Server", ListOfValue := {m defau]
118 {Name := "Authentication-Info", ListOfValue := {m | 79 {Name := "Authentication-Info", ListOfValuq
119 b 80 b s
120 Body := { 81 Body := {
121 mbmsSecurityRegisterResponse := valueof (p mbmsSecuj 82 mbmsSecurityRegisterResponse := valueof (p|
83 }
122 } = 84 }
123 } T-
124 // change 1 (WK23): Service Request extensions for content protect]
125 template HttpResponse m successBsmResponseCommon (charstring p contg
126 ContentType := {
127 // see TS 26.346
128 Name := "Content-Type", ListOfValue := {{Value := j
129 }y
130 anotherHeaders := {
131 {Name := "Server", ListOfValue := {m defaultBsmSery
132 {Name := "Authentication-Info", ListOfValue := {m |
133 b
134 Body := p_httpBody
135 }
136 } = 85 }
137 86
138 group HttpHeaderTemplates { 87 group HttpHeaderTemplates {
139 template HttpHeaderValue m defaultBsmServerHeader := { 88 template HttpHeaderValue m defaultBsmServerHeader := {
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140 Value := "RS ATE BSM Server/0.01", 89 Value := "RS ATE BSM Server/0.01",
141 ParameterList := omit 90 ParameterList := omit
142 } 91 }
143 92
144 template HttpHeaderValue m bsmWwwAuthenticate (charstring p nonce) 93 template HttpHeaderValue m bsmWwwAuthenticate (charstring p nonce)
145 Value := "Digest", 94 Value := "Digest",
146 ParameterList := { 95 ParameterList := {
147 // see OMA BCAST SvcCntProtection 6.6 96 // see OMA BCAST SvcCntProtection 6.6
148 {Name := "realm", Value := "3GPP-bootstrapping-uic 97 {Name := "realm", Value := "3GPP-bootstrapping-uic
149 {Name := "nonce", Value := """" & p nonce & """"}, 98 {Name := "nonce", Value := """" & p nonce & """"},
150 {Name := "opaque", Value := """" & "1234567890abcdg 99 {Name := "opaque", Value := """" & "1234567890abcdg
151 {Name := "algorithm", Value := "MD5"}, 100 {Name := "algorithm", Value := "MD5"},
152 {Name := "gop", Value := """" & "auth-int" & """"}, <> 101 {Name := "gop", Value := """" & "auth-int" & """"}
153 {Name := "stale", Value := "true"} // change 2 (WK]
154 } = 102 }
155 } 103 }
156 } 104 }
157 } 105 }
158 106
159 group BSM XML Templates { 107 group BSM XML Templates {
160 group RegisterTemplates { <> 108 group RegisterTemplates {
161 template mbmsSecurityRegisterType mw simpleMbmsSecurityRegister (chg = 109 template mbmsSecurityRegisterType mw simpleMbmsSecurityRegister (chg
162 servicelID := {p_ serviceld}, <> 110 serviceID := {
111 p_serviceld
112 by
163 registrationRequestExtension := * = 113 registrationRequestExtension := *
164 } 114 }
165 115
166 template mbmsSecurityRegisterResponseType m simpleMbomsSecurityRegig 116 template mbmsSecurityRegisterResponseType m simpleMbmsSecurityRegis
167 ResponseTypes := { 117 ResponseTypes := {
168 { 118 {
169 serviceID := {p_serviceld}, <> 119 servicelID := {p_serviceld},
170 ResponseCode := {"200 OK"} 120 ResponseCode := {"200 OK"},
171 } 121 RegistrationResponseServiceExtension := omit
172 } = 122 }
173 } <> 123 by
174
175 template mbmsSecurityRegisterResponseType m testMbmsSecurityRegistg
176 ResponseTypes := {
177 {
178 serviceID := {p_serviceId},
179 ResponseCode := {"200 OK"}
180 }
181 b o
182 RegistrationResponseExtension := { 124 RegistrationResponseExtension := omit
183 version := 0, // BCAST 1.0
184 LTKMDelivery := {Types := {{0}}} // 0 = UDP
185 }
186 }
187 }
188 125
189 group DeRegisterTemplates {
190 template mbmsSecurityDeregisterType mw simpleMbmsSecurityDeRegistej
191 servicelID := {
192 p_serviceld
193 }
194 } = 126 }
195 } <>
196 127
197 // change 1 (WK23): Service Request extensions for content protection testj 128 template mbmsSecurityRegisterResponseType m_ testMbmsSecurityRegisterResponse (charstrin
198 group ServiceTemplates { 129 ResponseTypes := {
199 template ServiceRequestType mw smartcartServiceRequest (UInt p protg 130 {
200 SmartcardProfileSpecificPart := { 131 servicelID := {p servicelId},
201 ProtectionKeyIDs := { 132 ResponseCode := {"200 OK"},
202 {p_protectionKeyId}, 133 RegistrationResponseServiceExtension := omit
203 @ 134 }
204 } 135 by
205 } 136 RegistrationResponseExtension := {
206 } 137 version := 0, // BCAST 1.0
207 138 LTKMDelivery := {Types := {0}} // 0 = UDP
208 // change 1 (WK23): Service Request extensions for content protect] 139 }
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209 template ServiceRequestType mw_anyServiceRequest := {
210 requestID := *,
211 UserID := *,
212 DeviceID := *,
213 Purchaseltems := {*},
214 DrmProfileSpecificPart := *,
215 SmartcardProfileSpecificPart := *
216
217 } 140 }
218
219 // change 1 (WK23): Service Request extensions for content protect]
220 template ServiceResponseType m testServiceResponse (UInt p requestI
221 requestID := p requestId
222 } 141 }
223 142
224 // change 1 (WK23): Service Request extensions for content protect] 143 group DeRegisterTemplates {
225 template ServiceResponseType m_testServiceResponseWithoutRequestID 144 template mbmsSecurityDeregisterType mw_simpleMbmsSecurityDeRegister (charstring p_servi
226 requestID := omit, 145 serviceID := {
227 globalStatusCode := 0, 146 p_serviceld
228 adaptationMode := omit, 147 }
229 Purchaseltems := p purchaseltemList
230 } 148 }
231 } 149 }
232 } = 150 }
233 } 151 }
234 152
235 group BSM Functions { 153 group BSM Functions {
236 // change 1 (WK23): Service Request extensions for content protection tests <> 154 function MBMS User Service Registration ServerSimulation(boolean p isParallelComport
237 function BSM ServerSimulation (boolean p_activateUserServiceRegistration, boolean p| 155 // BSF generates authentication vector and calculate expected response fror
238 boolean p_ activate 156 var bitstring v_IK := '0'B, v CK := '0'B, v_XRES := '0'B;
239 ) runs on BSMServerComponent { 157 var Bitl128 v_AUTN := ts AuthenticationInit (v_IK, v_CK, v_XRES);
240 // variables for HTTP communication 158 var charstring vNonce := fx bitstring2Base64 (PX AuthRAND & v_AUTN) ;
241 var HttpResponse v_response; 159
160 // MBMS User Service Registration Server is ready
242 var HttpRequest v_request; = 161 var HttpRequest v_request;
243 162
244 var octetstring v_rspAuth, v_mrk; <>
245 var charstring v _nonce := fx bitstring2Base64 ('00000000'B);
246
247 // variables used for MBMS Security Register Requests/Responses
248 var mbmsSecurityRegisterResponseType v_mbmsXml; 163 var mbmsSecurityRegisterResponseType v_mbmsXml;
249 // variables used for Service Requests/Responses 164 var octetstring rspAuth;
250 var ServiceResponseType v_serviceResponseXml; 165 var HttpResponse response;
251 = 166
252 var UInt v _protectionKeyId; <> 167 log ("MBMS User Service Registration waiting...");
253
254 if (p_activateServiceRequest) { 168 if (not p isParallelComponent) {
255 v_protectionKeyId := hex2int (protectionKeyId)
256 }
257
258 // MRK = KDF (Ks_ext NAF, "mbms-mrk")
259 v_mrk := fx calculatingKDF4MRK (ksNAF, fx char2octet ("mbms-mrk"));
260
261 log ("BSM ready...");
262
263 if ((not p UsrActAsParallelComponent) or (not p SrActAsParallelComponent))
264 t wait.start (PX TWAIT); = 169 t wait.start (PX_TWAIT);
265 } 170 }
266 alt { 171 alt {
267 [p_activateUserServiceRegistration] bsm.receive (mw_registerAllServ] <> 172 [] bsm.receive (mw registerAllServicesHttpRequest) -> value v requef
268 log("Verdict Info: 2a. The terminal sends the Registration| = 173 log ("Verdict Info: 2a. The terminal sends the Registration
269 setverdict (pass); 174 setverdict (pass) ;
270 bsm.send (m_digestBsmResponse (v_nonce)) ; <> 175 bsm.send (m_digestBsmResponse (401, vNonce)) ;
271 alt { = 176 alt {
272 [] bsm.receive (mw registerAllServicesHttpRequestWit <> 177 [] bsm.receive (mw registerAllServicesHttpRequestWif
273 if (match(str2oct (ung(getHeaderParameterVa] 178 if (match(str2oct (ung(getHeaderParameterva]
274 log("Verdict Info: 2c. The second | = 179 log ("Verdict Info: 2c. The second 1
275 setverdict (pass); 180 setverdict (pass) ;
276 v_mbmsXml := valueof (m_ testMbmsSecy <> 181 //var mbmsSecurityRegisterResponse]]
182 v_mbmsXml := valueof (m testMbmsSecurityRegisterResponse ("bcast-all-sery
277 v_rspAuth := ts calculateRspauth (v | 183 rspAuth := ts calculateRspauth (v_rg
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278 vV_response := m_successBsmResponse 184 response := valueof (m successBsmReq
279 bsm.send (v_response) ; 185 bsm.send (response) ;
280 } = 186 }
281 else { 187 else {
282 log("Verdict Info: RES doesn't corj 188 log ("Verdict Info: RES doesn't cori
283 setverdict (fail); 189 setverdict (fail);
284 bsm.send (m _basicResponse (400)) ; 190 bsm.send (m_basicResponse (400)) ;
285 } 191 }
286 } 192 }
287 [] bsm.receive (mw_anyHttpRequest) { 193 [] bsm.receive (mw_anyHttpRequest) {
288 log("Verdict Info: The terminal doesn't sej 194 log ("Verdict Info: The terminal doesn't seq
289 setverdict (fail); 195 setverdict (fail);
290 bsm.send (m _basicResponse (400)) ; 196 bsm.send (m_basicResponse (400)) ;
291 } 197 }
292 [not p UsrActAsParallelComponent] t wait.timeout {| <> 198 [not p isParallelComponent] t wait.timeout {
293 log("Verdict Info: The terminal doesn't sej = 199 log ("Verdict Info: The terminal doesn't seq
294 setverdict (inconc) ; 200 setverdict (inconc) ;
295 } 201 }
296 } // inner alt 202 } // inner alt
297 203
298 if (p_UsrActAsParallelComponent) { <> 204 if (p_isParallelComponent) {
299 repeat; 205 repeat;
300 }
301 }
302 [p activateServiceRequest] bsm.receive (mw anyServiceRequestHttpReq
303 log("Verdict Info: 2a. The terminal sends the Service Request for f
304 setverdict (pass) ;
305 bsm.send (m_digestBsmResponse (v_nonce)) ;
306 alt {
307 [] bsm.receive (mw anyServiceRequestHttpRequest) ->
308 if (match(str2oct (ung(getHeaderParameterVa]
309 log("Verdict Info: 2c. The second }
310 setverdict (pass);
311 var PurchaseltemList requestPurcha
312 var PurchaseltemResponselList respoq
313 for (var integer i := 0; i < sizeof
314 responsePurchaseltems[i] :4
315 }
316
317 if (ispresent (v _request.Body.Servi
318 v _serviceResponseXml := va]
319 }
320 else {
321 v _serviceResponseXml := va]
322 }
323
324 v _rspAuth := ts calculateRspauth (v ]|
325 vV _response := m successBsmResponse
326 bsm.send (v_response) ;
327 }
328 else {
329 log("Verdict Info: RES doesn't corj
330 setverdict (fail) ;
331 bsm.send (m _basicResponse (400)) ;
332 }
333 }
334 [] bsm.receive (mw_anyHttpRequest) {
335 log("Verdict Info: The terminal doesn't sej
336 setverdict (fail) ;
337 bsm.send (m _basicResponse (400)) ;
338 }
339 [not p SrActAsParallelComponent] t wait.timeout {
340 log("Verdict Info: The terminal doesn't sej
341 setverdict (inconc) ;
342 }
343 } // inner alt
344 206 }
345 if (p_SrActAsParallelComponent) {
346 repeat;
347 }
348 } = 207
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349 [] bsm.receive (mw_anyHttpRequest) { 208 [] bsm.receive (mw_anyHttpRequest) {
350 log("Verdict Info: The terminal doesn't send a HTTP request 209 log ("Verdict Info: The terminal doesn't send a HTTP request
351 setverdict (fail); 210 setverdict (fail);
352 bsm.send (m _basicResponse (400)) ; 211 bsm.send (m_basicResponse (400)) ;
353 212
354 if (p_UsrActAsParallelComponent or p_ SrActAsParallelCompong <> 213 if (p_isParallelComponent) {
355 repeat; 214 repeat;
356 } = 215 }
357 } 216 }
358 [ (not p UsrActAsParallelComponent) or (not p SrActAsParallelComponq <> 217 [not p isParallelComponent] t wait.timeout {
359 log("Verdict Info: The terminal doesn't send a HTTP request 218 log ("Verdict Info: The terminal doesn't send a HTTP request
360 setverdict (fail) ; 219 setverdict (inconc) ;
361 } = 220 }
362 } // alt 221 } // alt
363 222
364 return; 223 return;
365 } 224
366 225
367 // change 2 (WK23): GBA authentication extensions for content protection test <> 226 function ts_AuthResponseCheckMDS5 (in HttpRequest p httpRequest, in bitstring p XRE
368 function ts_calculateAuthResponse (in HttpRequest p httpRequest, in octetstring p p 227 var charstring v_Method := p_httpRequest.Method;
369 var ListOfParameter paramList := p httpRequest.Authorization.ParameterList; = 228 var ListOfParameter paramList := p httpRequest.Authorization.ParameterList
370 var charstring v Username := getHeaderParameterValue ("username", paramList 229 var charstring v Username := getHeaderParameterValue ("username", paramList
371 var octetstring v_oUsername := fx char2octet (unq(v_Username)) ; +-
372 var charstring v_Realm := getHeaderParameterValue ("realm", paramList); = 230 var charstring v_Realm := getHeaderParameterValue ("realm", paramList);
373 var octetstring v_oRealm := fx char2octet (ung(v_Realm)); <> 231 var charstring v_DigestUri := getHeaderParameterValue ("uri", paramList);
374 var charstring v_Method := p httpRequest.Method; 232 var charstring v_Nonce := getHeaderParameterValue ("nonce", paramList);
233 var charstring v_NC := getHeaderParameterValue("nc", paramList);
234 var charstring v_CNonce := getHeaderParameterValue ("cnonce", paramList);
235 var charstring v_Qop := getHeaderParameterValue ("qop", paramList);
236 var charstring v Dresponse := getHeaderParameterValue ("response", paramLis{
237
238
239
375 var octetstring v_oMETHOD := fx char2octet (v_Method); = 240 var octetstring v_oMETHOD := fx char2octet (v_Method) ;
376 var charstring v_DigestUri := getHeaderParameterValue("uri", paramList); <> 241 var octetstring v_oUsername := fx char2octet (ung(v_Username)) ;
242 var octetstring v _opasswd := bit2oct (p_XRES) ;
243
244
245 var octetstring v_oRealm := fx char2octet (ung(v_Realm));
377 var octetstring v_oDigestUri := fx charZoctet (v_DigestUri); = 246 var octetstring v_oDigestUri := fx char2octet (v_DigestUri);
378 var charstring v _Nonce := getHeaderParameterValue ("nonce", paramList); +-
379 var octetstring v_oNonce := fx char2octet (ung(v_Nonce)) ; = 247 var octetstring v_oNonce := fx char2octet (ung(v_Nonce));
380 var charstring v _NC := getHeaderParameterValue ("nc", paramList); +-
381 var octetstring v_oNC := fx char2octet (v_NC); = 248 var octetstring v_oNC := fx char2octet (v_NC);
382 var charstring v_CNonce := getHeaderParameterValue ("cnonce", paramList); +-
383 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)) ; = 249 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)) ;
384 var charstring v_Qop := getHeaderParameterValue ("qop", paramList); +-
385 var octetstring v_oQop := fx charZoctet (v_Qop); = 250 var octetstring v_oQop := fx charZoctet (v_Qop);
-+ 251 var octetstring v _oDresponse := str2oct (unqg(v_Dresponse)) ;
386 = 252
<> 253 var octetstring v_Secret := ''O;
254 var octetstring v_HA2 := ''0O;
255 var octetstring v _Data := ''O;
256 var octetstring v_RequestDigest := ''O;
257
387 // RFC 2617 3.2.2.2 = 258 // RFC 2617 3.2.2.2
388 // Al = ung (username-value) ":" ung(realm-value) ":" passwd 259 // Al = ung(username-value) ":" ung(realm-value) ":" passwd
389 var octetstring Al := v _oUsername & COLON HEX & v_oRealm & COLON HEX & p_pg <> 260 var octetstring Al := v _oUsername & COLON HEX & v_oRealm & COLON HEX & v_of
261
262
390 // H(ALl) = 263 // H(AL)
391 var octetstring HAl := fx md5 hex (Al); <> 264 var octetstring HAl := fx md5 hex (Al);
265
392 var charstring cHAl := oct2str (HAL); = 266 var charstring cHAl := oct2str (HALl);
393 var octetstring v_RequestDigest, A2, secret data, v_Secret, v_HA2, v Data;| <> 267
268 var octetstring A2, secret data;
394 = 269
395 v_Secret := fx charLow2octet (cHAL); 270 v_Secret := fx charLow2Zoctet (cHAL);
396 271
397 // RFC 2617 3.2.2.3 272 // RFC 2617 3.2.2.3
398 // A2 = Method ":" digest-uri-value 273 // A2 = Method ":" digest-uri-value
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399 A2 := v_OMETHOD & COLON_HEX & v_oDigestUri; 274 A2 := v_OMETHOD & COLON HEX & v_oDigestUri;
400 275
401 v_HA2 := fx charLow2octet (oct2str (fx md5 hex(A2))); 276 v_HA2 := fx charLow2octet (oct2str(fx md5 hex(A2)));
402 277
403 // RFC 2617 3.2.2.1 278 // RFC 2617 3.2.2.1
404 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value) 279 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value)
405 v _Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE} 280 v Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE}
406 281
407 // now apply KD function described in RFC 2617 section 3.2.1 282 // now apply KD function described in RFC 2617 section 3.2.1
408 // KD(secret, data) = H(concat (secret, ":", data)) 283 // KD(secret, data) = H(concat (secret, ":", data))
409 secret data := v_Secret & COLON HEX & v_Data; 284 secret data := v_Secret & COLON HEX & v_Data;
410 285
411 v_RequestDigest := fx md5 hex(secret data); 286 v_RequestDigest := fx md5 hex(secret data);
412 287
413 log("ts_calculateAuthResponse(): METHOD '" & v_Method & "'"); <> 288
414 log ("ts_calculateAuthResponse () client username '" & v_Username & "'"); 289 log ("ts_AuthResponseCheckMD5 () : METHOD '" & v_Method & "'");
415 log("ts_calculateAuthResponse(): client realm '" & v_Realm & "'"); 290 log ("ts_AuthResponseCheckMD5 () : client username '" & v_Username & "'");
416 log("ts_calculateAuthResponse(): client URI '" & v_DigestUri & "'"); 291 log ("ts_AuthResponseCheckMD5 () : client realm '" & v_Realm & "'");
417 log("ts_calculateAuthResponse(): client nonce '" & v _Nonce & "'"); 292 log ("ts_AuthResponseCheckMD5 () : client URI '" & v_DigestUri & "'");
418 log("ts_calculateAuthResponse(): client nc '" & v_NC & "'"); 293 log ("ts_AuthResponseCheckMD5 () : client nonce '" & v_Nonce & "'");
419 log("ts_calculateAuthResponse(): client cnonce '" & v_CNonce & "'"); 294 log ("ts_AuthResponseCheckMD5() : client nc '" & v.NC & "'");
420 log("ts_calculateAuthResponse(): client QoP '" & v _Qop & "'"); 295 log ("ts_AuthResponseCheckMD5 () : client CNonce '" & v_CNonce & "'");
296 log ("ts_AuthResponseCheckMD5 () : client QoP '" & v Qop & "'");
297 log ("ts_AuthResponseCheckMD5 () client response value '" & v_Dresponse & "'");
298
299 log ("ts_AuthResponseCheckMD5 () : server XRES: " & oct2str(v_opasswd)) ;
300
301 log ("ts AuthResponseCheckMD5 () : Al = ung(username-value) "":"" ung(realm-value) "":"" pass
302 log ("ts_AuthResponseCheckMD5(): Al: " & oct2str(Al));
303
304 log ("ts_AuthResponseCheckMD5 () : H(Al): " & oct2str(HAl));
305 log ("ts_ AuthResponseCheckMD5 () : cH(Al): " & cHAL);
306 log ("ts AuthResponseCheckMD5 () : v_Secret (H(Al)): " & oct2str(v_Secret));
307
308 log ("ts_AuthResponseCheckMD5 () : A2 = Method "":"" digest-uri-value");
309 log ("ts_AuthResponseCheckMD5 () : A2: " & oct2str(A2));
310
311 log ("ts_ AuthResponseCheckMD5 () : v_HA2: " & oct2str(v_HA2));
312
313 log ("ts_ AuthResponseCheckMD5 () : data: " & oct2str(v_Data));
314
315 log ("ts_AuthResponseCheckMD5 () : concat (secret, "":"", data)");
316 log ("ts_ AuthResponseCheckMD5 () : secret data: " & oct2str(secret data));
317
318 log ("ts_AuthResponseCheckMD5 () : KD (secret, data) = H(concat (secret, "":"", data))");
319 log ("ts_ AuthResponseCheckMD5 () : v_RequestDigest: " & oct2str(v_RequestDigest));
320
321 if (v_oDresponse == v_RequestDigest) ({
322 setverdict (pass) ;
323 } else {
324 log("Verdict Info: HTTP Digest response value is wrong.");
325 setverdict (fail) ;
421 326 }
422 return v_RequestDigest; = 327 return v_RequestDigest;
423 } 328 }
424 329
425 <> 330 function ts calculateRspauth(in HttpRequest p request, in bitstring p XRES, in cha]
426 // change 2 (WK23): GBA authentication extensions for content protection test
427 function ts calculateRspauth (in HttpRequest p request, in octetstring p password, 1
428 // REC 2617 and 3310 = 331 // RFC 2617 and 3310
429 var ListOfParameter p list := p request.Authorization.ParameterList; 332 var ListOfParameter p list := p request.Authorization.ParameterList;
430 var charstring v_NC := getHeaderParameterValue("nc", p_list); 333 var charstring v_NC := getHeaderParameterValue("nc", p_list);
431 var charstring v_CNonce := getHeaderParameterValue ("cnonce", p list); 334 var charstring v_CNonce := getHeaderParameterValue ("cnonce", p list);
432 var charstring v_DigestUri := getHeaderParameterValue ("uri", p list); 335 var charstring v _DigestUri := getHeaderParameterValue("uri", p list);
433 336
434 // username is BTID 337 // username is BTID
435 var octetstring v_oUsername := fx char2octet (btid); <> 338 var octetstring v_oUsername := fx char2octet (f generateBtid());
339 var octetstring v _opasswd := bit2oct (p_XRES) ;
340 // see OMA BCAST SvcCntProtection 6.6
341 var octetstring v oRealm := fx char2octet ("3GPP-bootstrapping-uicc@" & PX §
436 // complete URI (e.g. "/bmsc.homel.net/keymanagement?requesttype=register") = 342 // complete URI (e.g. "/bmsc.homel.net/keymanagement?requesttype=register"
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437 var octetstring v_oDigestUri := fx charZoctet (v_DigestUri); 343 var octetstring v_oDigestUri := fx char2octet (v_DigestUri);
438 var octetstring v_oNonce := fx char2octet (p_nonce); 344 var octetstring v_oNonce := fx char2octet (p_nonce);
439 var octetstring v_oNC := fx char2octet (v_NC); 345 var octetstring v_oNC := fx char2octet (v_NC);
440 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)); 346 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)) ;
441 var octetstring v_oQop := fx charZoctet ("auth-int"); 347 var octetstring v_oQop := fx charZoctet ("auth-int");
442 348
443 var octetstring Al, v _oRealm, v_Secret, v_HA2, v Data, v _RequestDigest, h ¢ <> 349 var octetstring v_Secret := ''O;
444 350 var octetstring v_HA2 := ''0O;
445 // see OMA BCAST SvcCntProtection 6.6 351 var octetstring v _Data := ''O;
446 if (PX GBA == e gba me) { 352 var octetstring v_RequestDigest := ''O;
447 v_oRealm := fx char2octet ("3GPP-bootstrapping@" & PX_ BSM FQDN) ;
448 }
449 else {
450 v_oRealm := fx char2octet ("3GPP-bootstrapping-uicc@" & PX BSM FQDN
451 }
452 = 353
453 // RFC 2617 3.2.2.2 354 // RFC 2617 3.2.2.2
454 // Al = ung(username-value) ":" ung(realm-value) ":" passwd 355 // Al = ung(username-value) ":" ung(realm-value) ":" passwd
455 Al := v_oUsername & COLON HEX & v_oRealm & COLON HEX & p_password; <> 356 var octetstring Al := v _oUsername & COLON HEX & v_oRealm & COLON HEX & v_of
357
358 var octetstring h entityBody, A2, secret data;
456 = 359
457 // H(AL) 360 // H(AL)
458 v_Secret := fx charLow2octet (oct2str (fx md5 hex (Al))); 361 v_Secret := fx charLow2octet (oct2str (fx md5 hex(Al)));
459 362
460 // RFC 2617 3.2.3 363 // RFC 2617 3.2.3
461 // A2 = ":" digest-uri-value ":" H(entity-body) 364 // A2 = ":" digest-uri-value ":" H(entity-body)
462 h_entityBody := fx charLow2octet (oct2str(fx md5 hex(p_entityBody))); 365 h entityBody := fx charLow2octet (oct2str(fx md5 hex(p_entityBody)));
463 A2 := COLON_HEX & v_oDigestUri & COLON HEX & h entityBody; 366 A2 := COLON_HEX & v_oDigestUri & COLON HEX & h_entityBody;
464 367
465 v_HA2 := fx charLow2octet (oct2str (fx md5 hex(A2))); 368 v_HA2 := fx charLow2octet (oct2str(fx md5 hex(A2)));
466 369
467 // RFC 2617 3.2.2.1 370 // RFC 2617 3.2.2.1
468 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value) 371 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value)
469 v _Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE} 372 v Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE}
470 373
471 //now apply KD function described in RFC 2617 section 3.2.1 374 //now apply KD function described in RFC 2617 section 3.2.1
472 //KD (secret, data) = H(concat (secret, ":", data)) 375 //KD (secret, data) = H(concat (secret, ":", data))
473 secret_data := v_Secret & COLON_HEX & v_Data; <> 376 secret data := v_Secret & COLON HEX & v_Data;
474 = 377
475 log ("ts_calculateRspauth(): v_NC -> " & v _NC); <> 378 log("ts_calculateRspauth () v_NC -> " & v_NC);
476 log("ts_calculateRspauth(): v_CNonce -> " & v_CNonce); 379 log("ts_calculateRspauth () v_CNonce -> " & v_CNonce);
477 log("ts_calculateRspauth(): v_oUsername -> " & oct2str(v_oUsername)); 380 log("ts_calculateRspauth () v_oUsername -> " & oct2str(v_oUsername));
381 log("ts _calculateRspauth(): v_opasswd -> " & oct2str(v_opasswd));
478 log("ts_calculateRspauth(): v_oRealm -> " & oct2str(v_oRealm)); 382 log("ts _calculateRspauth(): v_oRealm -> " & oct2str(v_oRealm));
479 log("ts_calculateRspauth(): v_DigestUri -> " & v_DigestUri); 383 log("ts _calculateRspauth(): v_DigestUri -> " & v_DigestUri);
480 log ("ts_calculateRspauth() : v_oNonce/p_nonce -> " & p_nonce); 384 log("ts_calculateRspauth () v_oNonce/p_nonce -> " & p_nonce);
481 log ("ts calculateRspauth(): v _oNC/v NC -> " & v _NC); 385 log("ts_calculateRspauth(): v_oNC/v_NC -> " & v_NC);
482 log("ts_calculateRspauth(): v_oCNonce -> " & v_CNonce); 386 log("ts_calculateRspauth(): v_oCNonce -> " & v_CNonce) ;
483 log("ts_calculateRspauth(): v_oQop -> " & oct2str(v_oQop)); 387 log("ts_calculateRspauth(): v_oQop -> " & oct2str(v_oQop));
484 = 388
485 return fx md5 hex(secret data); 389 return fx md5 hex(secret data);
486 } 390 }
487 +-
488 // change 2 (WK23): GBA authentication/authorization extensions for content protect
489 function f bsm setProtectionKeyId(hexstring p protectionKeyId) runs on BSMServerCo
490 protectionKeyId := p protectionKeyId;
491 }
492
493 // change 2 (WK23): GBA authentication/authorization extensions for content protect
494 function f bsm setBtid(charstring p btid) runs on BSMServerComponent {
495 btid := p_btid;
496 }
497
498 // change 2 (WK23): GBA authentication/authorization extensions for content protect
499 function f bsm setProtectionKeysAndValues (octetstring p ksNAF) runs on BSMServerCo
500 ksNAF := p_ ksNAF;
501 }
502 } = 391 }
503 392
504 group BSM Configuration_and Components { 393 group BSM Configuration_and Components {
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505 type component BSMServerComponent { 394 type component BSMServerComponent {

506 port BSMPort bsm; 395 port BSMPort bsm;

507 396

508 timer t wait; 397 timer t wait;

509 +-

510 var hexstring protectionKeyId; // change 2 (WK23): GBA authentication/auth

511 var charstring btid; // change 2 (WK23): GBA authentication/authorization ¢

512 var octetstring ksNAF // change 2 (WK23): GBA authentication/authorization

513 } = 398 }

514 399

515 type port BSMPort message { 400 type port BSMPort message {

516 in HttpRequest; 401 in HttpRequest;

517 out HttpResponse 402 out HttpResponse

518 } 403 }

519 +-

520 } = 404 }

521 405

522 group externalFunctions { 406 group externalFunctions {

523 external function fx mbmsXml20ct (in mbmsSecurityRegisterResponseType p mbmsXml) ref 407 external function fx mbmsXml20ct (in mbmsSecurityRegisterResponseType p mbmsXml) ref

524 // change 1 (WK23): Service Request extensions for content protection tests +-

525 external function fx serviceXml20ct (in ServiceResponseType p serviceXml) return ocf

526 // change 1 (WK23): Service Request extensions for content protection tests

527 external function fx calculatingKDF4MRK (in octetstring p keys, in octetstring p kd{

528 } = 408 }

529 } 409

5301} 410
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1|//change 1 (WK18): for content protection tests = 1|//change 1 (WK18): for content protection tests

2 |module LibCommon BSM TypesAndValues { 2 |module LibCommon BSM TypesAndValues {

3 import from LibCommon BasicTypesAndValues all; 3 import from LibCommon BasicTypesAndValues all;

4 // change 1 (WK23): Service Request extensions for content protection tests +-

5 import from LibBCast Common TypesAndValues all;

6 import from LibBCast ServiceGuide TypesAndValues { = 4 import from LibBCast ServiceGuide TypesAndValues {

7 group commonTypes; 5 group commonTypes;

8 } 6 }

9 7

10 // according to scheme for Service Protection Registration (see TS 26.346 11.4.1) 8 // according to scheme for Service Protection Registration (see TS 26.346 11.4.1)
11 group ServiceProtectionRegistration TypeDefinition { 9 group ServiceProtectionRegistration TypeDefinition {

12 type record mbmsSecurityRegisterType { 10 type record mbmsSecurityRegisterType {

13 servicelIDType servicelD, 11 servicelIDType servicelD,

14 RegistrationRequestExtensionType registrationRequestExtension optional 12 RegistrationRequestExtensionType registrationRequestExtension optional
15 } with { 13 } with {

16 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityRq 14 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityRg
17 } 15 }

18 16

19 type record servicelIDType { 17 type record serviceIDType {
20 XmlElementAnyURIValue text 18 XmlElementAnyURIValue text
21 } 19 }
22 20
23 // according to scheme OMA-TS-BCAST Services (5.1.6.7.1) 21 // according to scheme OMA-TS-BCAST Services (5.1.6.7.1)
24 group BcastRegistrationRequestExtension TypeDefinition { 22 group BcastRegistrationRequestExtension TypeDefinition {
25 type record RegistrationRequestExtensionType { 23 type record RegistrationRequestExtensionType {
26 UInt version, 24 UInt version,
27 LTKMDeliveryType LTKMDelivery optional 25 LTKMDeliveryType LTKMDelivery optional
28 } with { 26 } with {
29 variant "namespace prefix = 'bcast' namespacedef nsprefix = 'bcast' nsuri 5 27 variant "namespace prefix = 'bcast' namespacedef nsprefix = 'bcast' nsuri -
30 } 28 }
31 29
32 type record LTKMDeliveryType { 30 type record LTKMDeliveryType {
33 TypelList Types 31 Typelist Types
34 } with { 32 } with {
35 variant "namespace prefix = 'bcast'" 33 variant "namespace prefix = 'bcast'"
36 } 34 }

37 35

38 type set length (1 infinity) of TypeType Typelist <> 36 type set length (1 infinity) of XmlElementUnsignedByteValue Typelist
39 with { = 37 with {

40 variant "namespace prefix = 'bcast'" 38 variant "namespace prefix = 'bcast'"

41 } <>

42

43 // change 1 (WK23): Service Request extensions for content protection tests

44 // MBMS User Service Registration extensions

45 type record TypeType {

46 XmlElementUnsignedByteValue text

47 } = 39 }

48 } 40 }

49 } 41 }

50 42

51 // according to scheme for Service Protection De-Registration (see TS 26.346 11.5.1) 43 // according to scheme for Service Protection De-Registration (see TS 26.346 11.5.1)
52 group ServiceProtectionDeRegistration TypeDefinition { 44 group ServiceProtectionDeRegistration TypeDefinition {

53 type record mbmsSecurityDeregisterType { 45 type record mbmsSecurityDeregisterType {

54 servicelIDType servicelD 46 servicelIDType servicelD

55 } with { 47 } with {

56 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityDq 48 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityDg
57 } 49 }

58 } 50 }

59 51

60 // according to scheme for Service Protection Registration Response (see TS 26.346 11.7.1) 52 // according to scheme for Service Protection Registration Response (see TS 26.346 11.7.1)
61 // used as Service Protection Registration AND De-Registration Response Format 53 // used as Service Protection Registration AND De-Registration Response Format

62 group ServiceProtectionRegistrationResponse TypeDefinition { 54 group ServiceProtectionRegistrationResponse TypeDefinition {

63 type record mbmsSecurityRegisterResponseType { 55 type record mbmsSecurityRegisterResponseType {

64 ResponseTypelist ResponseTypes, 56 ResponseTypelist ResponseTypes,

65 RegistrationResponseExtensionType RegistrationResponseExtension optional 57 RegistrationResponseExtensionType RegistrationResponseExtension optional
66 } with { 58 } with {

67 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityRq 59 variant "namespacedef nsprefix = '' nsuri = 'urn:3GPP:metadata:2005:MBMS:securityRq
68 } 60 }

69 61

70 type set of ResponseType ResponseTypelist; 62 type set of ResponseType ResponseTypelist;

71 63
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72 type record ResponseType { 64 type record ResponseType {

73 servicelIDType servicelD, 65 serviceIDType servicelD,

74 ResponseCodeType ResponseCode, 66 ResponseCodeType ResponseCode,

75 RegistrationResponseServiceExtensionType RegistrationResponseServiceExtension opti 67 RegistrationResponseServiceExtensionType RegistrationResponseServiceExtension opti
76 } 68 }

77 69

78 type record ResponseCodeType { 70 type record ResponseCodeType {

79 XmlElementStringValue text 71 XmlElementStringValue text

80 } 72 }

81 73

82 // according to scheme OMA-TS-BCAST Services (5.1.6.7.2 and 5.1.6.7.3) 74 // according to scheme OMA-TS-BCAST Services (5.1.6.7.2 and 5.1.6.7.3)
83 group BcastRegistrationResponseExtension TypeDefinition { 75 group BcastRegistrationResponseExtension TypeDefinition {
84 type record RegistrationResponseExtensionType { 76 type record RegistrationResponseExtensionType {
85 UInt version, 77 UInt version,

86 LTKMDeliveryType LTKMDelivery optional 78 LTKMDeliveryType LTKMDelivery optional
87 } with { 79 } with {

88 variant "namespace prefix = 'bcast'" 80 variant "namespace prefix = 'bcast'"
89 } 81 }

90 82

91 type record RegistrationResponseServiceExtensionType { 83 type record RegistrationResponseServiceExtensionType {
92 UInt version, 84 UInt version,

93 LTKMList LTKMs optional, 85 LTKMList LTKMs optional,

94 SubscriptionWindowType SubscriptionWindow optional 86 SubscriptionWindowType SubscriptionWindow optional
95 } with { 87 } with {

96 variant "namespace prefix = 'bcast'" 88 variant "namespace prefix = 'bcast'"
97 } 89 }

98 90

99 type set length (1 infinity) of LTKMType LTKMList <> 91 type set length (1 infinity) of XmlElementStringValue LTKMList
100 with { = 92 with {

101 variant "namespace prefix = 'bcast'" 93 variant "namespace prefix = 'bcast'"
102 } T-

103

104 // change 1 (WK23): Service Request extensions for content protection tests

105 // MBMS User Service Registration extensions

106 type record LTKMType {

107 XmlElementStringValue text

108 } = 94 }

109 95

110 type record SubscriptionWindowType { 96 type record SubscriptionWindowType {

111 UInt startTime, 97 UInt startTime,

112 UInt endTime optional 98 UInt endTime optional

113 } with { 99 } with {

114 variant "namespace prefix = 'bcast'" 100 variant "namespace prefix = 'bcast'"
115 } 101 }

116 } 102 }

117 } 103

118 <>

119 // change 1 (WK23): Service Request extensions for content protection tests

120 // according to scheme for Service Request (see OMA-TS-BaCST Services 5.1.5.2.1)

121 group ServiceRequest TypeDefinition {

122 type record ServiceRequestType {

123 UInt requestID optional,

124 UserIDType UserID optional, // for smartcard is omitted

125 DeviceIDType DevicelD optional,

126 ServiceEncryptionProtocolList ServiceEncryptionProtocols optional,

127 PurchaselItemList Purchaseltems,

128 DrmProfileSpecificPartType DrmProfileSpecificPart optional,

129 SmartcardProfileSpecificPartType SmartcardProfileSpecificPart optional

130 }

131

132 type set length (1 infinity) of PurchaseItemType PurchaseltemList;

133

134 type set length (1 infinity) of ServiceEncryptionProtocolType ServiceEncryptionProtocoll

135

136 type record ServiceEncryptionProtocolType {

137 XmlElementStringValue text

138 }

139

140 type record PurchaseItemType {

141 AnyUri globalIDRef,

142 PurchaseDataReferenceType PurchaseDataReference optional,
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143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213

UserConsentAnswerType UserConsentAnswer optional,
ServiceType Service optional

type record PurchaseDataReferenceType {
AnyUri idRef,
PriceType Price optional

type record PriceType {
charstring currency optional,
XmlElementStringValue text
}

type record UserConsentAnswerType {
AnyUri id,
XmlElementStringValue text optional // boolean > 'true' || 'false' || '0' || '1'

type record ServiceType {
AnyUri globallIDRef,
charstring notification // boolean > 'true' || 'false' || '0'" || '1"'

type record SmartcardProfileSpecificPartType {
charstring timestampMin optional,
charstring timestampMax optional,
ProtectionKeyIDList ProtectionKeyIDs

type set length (1 .. infinity) of ProtectionKeyIDType ProtectionKeyIDList;

type record ProtectionKeyIDType {
XmlElementUnsignedIntValue text
}

type record DeviceIDType {
UInt8 type

type record DrmProfileSpecificPartType {
AnyUri rightsIssuerURI optional,
BroadcastModeType BroadcastMode optional

type record BroadcastModeType {
XmlElementStringValue text

type record UserIDType {
UInt8 type

// change 1 (WK23): Service Request extensions for content protection tests

// according to scheme for Service Response (see OMA-TS-BaCST Services 5.1.5.2.2)

group ServiceResponse TypeDefinition {

type record ServiceResponseType {

UInt requestID optional,
UInt8 globalStatusCode optional,
charstring adaptationMode optional,
PurchaseItemResponselList PurchaseItems
// DrmProfileSpecificPartType DrmProfileSpecificPart // not applicable to smartcar

type set length (1 .. infinity) of PurchaseltemWithStatusAndTimesType PurchaseltemResponse]

type record PurchaseltemWithStatusAndTimesType {
AnyUri globalIDRef,
UInt8 itemwiseStatusCode optional,
SubscriptionWindowType SubscriptionWindow optional

diff_log
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214
215

}

}
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1|//change 1 (WK18): for content protection tests = 1|//change 1 (WK18): for content protection tests

2 |module LibCommon GBA BSF { 2 |module LibCommon GBA BSF {

3 import from LibCommon HTTP_ TypesAndValues all; 3 import from LibCommon HTTP_TypesAndValues all;

4 import from LibCommon DataStrings all; 4 import from LibCommon DataStrings all;

5 import from AtsBCast ModuleParameters { 5 import from AtsBCast ModuleParameters {

6 group GBA; 6 group GBA;

7 group BSM; // change 2 (WK23): GBA authentication/authorization extensions for content prof +-

8 } = 7 }

9 import from LibCommon GBA BSF TypesAndValues all; 8 import from LibCommon GBA BSF TypesAndValues all;

10 import from LibCommon Time all; <> 9 import from LibCommon Time all;

11 10

12 group BSF { = 11 group BSF {

13 group BSF _Templates { 12 group BSF Templates {

14 group HTTPTemplates { 13 group HTTPTemplates {

15 group RequestTemplates { <> 14 group RequestTemplates {

16 template HttpRequest mw_anyHttpRequest := { = 15 template HttpRequest mw_anyHttpRequest := {

17 Method := ?, 16 Method := ?,

18 Uri := 2, 17 Uri := 2,

19 Version := ?, 18 Version := ?,
20 UriParameters := *, 19 UriParameters := *,
21 Host := 2, 20 Host := ?,
22 ContentType := *, 21 ContentType := *,
23 Authorization := *, 22 Authorization := *,
24 anotherHeaders := *, 23 anotherHeaders := *,
25 Body := * 24 Body := *
26 } 25 }
27 <> 26
28 template HttpRequest mw initialHttpRequest modifies mw anyHttpRequq = 27 template HttpRequest mw initialHttpRequest modifies mw anyHttpRequg
29 Authorization := { <> 28 Authorization := {
30 Value := "Digest", 29 Value := "Digest",
31 ParameterList := { = 30 ParameterList := {
32 {Name := "response", Value := ?}, 31 {Name := "response", Value := ?},
33 {Name := "username", Value := """" & PX IM} 32 {Name := "username", Value := """" & PX IMj]
34 * 33 *
35 } <> 34 }
36 } = 35 }
37 } 36 }
38 } 37 }
39 <> 38
40 group ResponseTemplates { = 39 group ResponseTemplates {
41 template HttpResponse m_basicResponse (integer p statusCode) := { 40 template HttpResponse m _basicResponse (integer p_statusCode) := {
42 Version := "HTTP/1.1", 41 Version := "HTTP/1.1",
43 Code := p_statusCode, 42 Code := p_statusCode,
44 ContentType := omit, 43 ContentType := omit,
45 anotherHeaders := { <> 44 anotherHeaders := {
46 {Name := "Server", ListOfValue := {m defaultBsfSery = 45 {Name := "Server", ListOfValue := {m defaultBsfSery
47 } 46 }
48 , 47 ’
49 Body := omit 48 Body := omit
50 } 49 }
51 <> 50
52 template HttpResponse m _digestBsfResponse (charstring p nonce) modi{ 51 template HttpResponse m_digestBsfResponse (integer p statusCode, chg
53 anotherHeaders := { 52 anotherHeaders := {
54 {Name := "Server", ListOfValue := {m defaultBsfSery = 53 {Name := "Server", ListOfValue := {m defaultBsfSery
55 {Name := "WWW-Authenticate", ListOfValue := {m defq 54 {Name := "WWW-Authenticate", ListOfValue := {m def:
56 } 55 }
57 } 56 }
58 <> 57
59 template HttpResponse m_successBsfResponse (charstring p response, 58 template HttpResponse m_successBsfResponse (integer p statusCode, c}
60 ContentType := { = 59 ContentType := {

61 Name := "Content-Type", ListOfValue := {{Value := 60 Name := "Content-Type", ListOfValue := {{Value :=
62 }, 61 },

63 anotherHeaders := { 62 anotherHeaders := {

64 {Name := "Server", ListOfValue := {m defaultBsfSery 63 {Name := "Server", ListOfValue := {m defaultBsfSery
65 {Name := "Expires", ListOfValue := {{Value := g 64 {Name := "Expires", ListOfValue := {{Value := j
66 {Name := "Authentication-Info", ListOfValue := {m 65 {Name := "Authentication-Info", ListOfValue := {m
67 }, 66 },

68 Body := { 67 Body := {

69 BootstrappingInfo := p bsfXml 68 BootstrappingInfo := p bsfXml
70 } 69 }
71 } 70 )
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72 } 71 }
73 <> 72
74 group HttpHeaderTemplates { = 73 group HttpHeaderTemplates {
75 template HttpHeaderValue m defaultBsfServerHeader := { 74 template HttpHeaderValue m defaultBsfServerHeader := {
76 Value := "RS ATE BSF Server/0.02", 75 Value := "RS ATE BSF Server/0.02",
77 ParameterList := omit 76 ParameterList := omit
78 } 77 )
79 <> 78
80 template HttpHeaderValue m defaultWwwAuthenticate (charstring p nond = 79 template HttpHeaderValue m defaultWwwAuthenticate (charstring p non
81 Value := "Digest", 80 Value := "Digest",
82 ParameterList := { 81 ParameterList := {
83 {Name := "realm", Value := """" & PX BSF FQDN & "" 82 {Name := "realm", Value := """" & PX BSF FQDN & ""
84 {Name := "nonce", Value := """" & p nonce & """"}, 83 {Name := "nonce", Value := """" & p nonce & """"},
85 {Name := "algorithm", Value := "AKAv1-MD5"}, 84 {Name := "algorithm", Value := "AKAv1-MD5"},
86 {Name := "gop", Value := """" & "auth-int" & """"} 85 {Name := "gop", Value := """" & "auth-int" & """"}
87 } 86 }
88 } 87 }
89 <> 88
90 template HttpHeaderValue m defaultAuthInfoHeaderRspauth (charstring| = 89 template HttpHeaderValue m defaultAuthInfoHeaderRspauth (charstring
91 Value := "rspauth", 90 Value := "rspauth",
92 ParameterList := {{ Name := p response, Value := o 91 ParameterList := {{ Name := p response, Value := oI
93 } 92 }
94 } 93 }
95 <> 94
96 template HttpHeaderValue m defaultAuthInfoHeaderQop := { = 95 template HttpHeaderValue m _defaultAuthInfoHeaderQop := {
97 Value := "gop", 96 Value := "qgop",
98 ParameterList := {{ Name := "auth-int", Value := o 97 ParameterList := {{ Name := "auth-int", Value := oj
99 } 98 }
100 } 99 }
101 } 100 }
102 } 101 }
103 <> 102
104 group BSFXMLTemplate { = 103 group BSFXMLTemplate {
105 template BootstrappingInfoType m bsfXml (charstring p btid, charstring p 1i{ 104 template BootstrappingInfoType m bsfXml (charstring p btid, charstring p 1if
106 btid := { text := p btid }, 105 btid := { text := p btid },
107 lifeTime := { text := p lifeTime } 106 lifeTime := { text := p lifeTime }
108 } 107 }
109 } 108 }
110 } 109 }
111 <> 110
112 group BSF_Functions { = 111 group BSF_Functions {
113 // change 2 (WK23): GBA authentication/authorization extensions for content protect <> 112 function BSF ServerSimulation(boolean p isParallelComponent) runs on BSFServerComp
114 A
115 R
116 * @desc Initialisation of BSF depending values.
117 * @param p_ks_ext NAF Returns Ks_ext NAF value. Used from BSM server.
118 =/
119 function f bsf init (out octetstring p ks ext NAF, out octetstring p ks int NAF) ruj
120 // BSF generates authentication vector and calculate expected response frof = 113 // BSF generates authentication vector and calculate expected response fror
121 var bitstring v_IK := '0'B, v_CK := '0'B; <> 114 var bitstring v_IK := '0'B, v_CK := '0'B, v _XRES := '0'B;
115 var Bit128 v_AUTN := ts AuthenticationInit(v_IK, v_CK, v_XRES);
116 var charstring vNonce := fx bitstring2Base64 (PX AuthRAND & v_AUTN) ;
122 var Bitl28 v_AUTN; 117
118 //BSF generate B-TID -> TS 33.220 4.5.2
119 var charstring btid := f generateBtid();
123 = 120
124 // BSF generate key material -> TS 33.220 4.5.2 121 // BSF generate key material -> TS 33.220 4.5.2
125 var octetstring v_UaSecProtocolId := '0100000001'0; <> 122 var bitstring Ks := v_CK & v_IK;
126 var octetstring v _NAF Id := fx char2octet (PX BSM FQDN) & v_UaSecProtocolId 123 // log("new Ks: " & bit2str(Ks)):;
127 124
128 if (PX GBA == e gba me) { 125 var charstring sameTime;
129 v_AUTN := ts AuthenticationInit (v_IK, v_CK, xres); 126 var BootstrappingInfoType v_bsfXml;
130 } 127 var octetstring rspAuth;
131 else { 128 var HttpResponse response;
132 v_AUTN := ts_AuthenticationInitForGbaU(v_IK, v_CK, xres); 129 // BSF generate Ks_(ext) NAF = KDF (Ks, "gba-me/u", RAND, IMPI, NAF Id)
133 } 130 // hint: NAF Id can computed if the used cipher suite is known!!!
134 131 // => 1lst step PSK-TLS handshake between peer and H-SLP in order to gather
135 // nonce for HTTP Digest 132 // -> assumption: key generation is according to TS 33.220 4.5.2
136 nonce := fx bitstring2Base64 (PX AuthRAND & v_AUTN); 133 //var octetstring UaSecProtocolId := generateUaSecurityProtocolId (mapChipei
137 //p_nonce := nonce; 134 // log("new UaSecProtocolId: " & oct2str (UaSecProtocolId)):;
138 135 //var octetstring NAF_Id := fx char2octet (PX H SLP_FQDN) & UaSecProtocolId
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139 //now we can generate Ks (ext/int) NAF = KDF (Ks, "gba-me/u", RAND, IMPI, N 136 //var octetstring impi := fx char2octet (PX IMPI);
140 ks ext NAF := fx calculatingKDF4NAF (bit2oct (v CK & v IK), fx char2octet("g
141 p_ks _ext NAF := ks ext NAF;
142 ks int NAF := fx calculatingKDF4NAF (bit2oct (v CK & v IK), fx charZoctet("g
143 p_ks_int NAF := ks_int NAF;
144 } 137
145 138 // BSF is ready
146 // change 2 (WK23): GBA authentication/authorization extensions for content protect
147 function BSF ServerSimulation (boolean p isParallelComponent) runs on BSFServerComp
148 var HttpResponse v_response;
149 var HttpRequest v_request; = 139 var HttpRequest v_request;
150 <> 140 log ("BSF waiting...");
151 var BootstrappingInfoType v_bsfXml;
152 var octetstring v_rspAuth;
153
154 log ("BSF ready...");
155 if (not p_isParallelComponent) { 141 if (not p isParallelComponent) {
156 t wait.start (PX TWAIT); 142 t wait.start (PX_TWAIT);
157 } 143 }
158 alt { = 144 alt {
159 [] bsf.receive (mw_initialHttpRequest) -> value v_request ({ 145 [] bsf.receive (mw_initialHttpRequest) -> value v_request ({
160 log("Verdict Info: 4a. The terminal sends a POST request w] 146 log ("Verdict Info: 4a. The terminal sends a POST request w]
161 setverdict (pass); 147 setverdict (pass) ;
162 bsf.send(m _digestBsfResponse (nonce)) ; <> 148 bsf.send(m _digestBsfResponse (401, vNonce)) ;
163 alt { = 149 alt {
164 [1 bsf.receive(mw initialHttpRequest) -> value v rq <> 150 [] bsf.receive(mw initialHttpRequest) -> value Vv r¢
165 if (match(str2oct (ung(getHeaderParameterVa] 151 if (match(str2oct (ung(getHeaderParameterVva]
166 log("Verdict Info: 4c. RES corrensy = 152 log ("Verdict Info: 4c. RES corrensy
167 setverdict (pass) ; 153 setverdict (pass) ;
<> 154 sameTime := fx date2RFC1123(2); //
168 v_bsfXml := valueof (m bsfXml (btid, 155 v_bsfXml := valueof (m_bsfXml (btid,
169 v_rspAuth := ts calculateRspauth (v | 156 rspAuth := ts calculateRspauth (v rq
170 v_response := m_successBsfResponse 157 response := valueof (m successBsfRe{
171 bsf.send(v_response) ; 158 bsf.send(response) ;
172 } = 159 }
173 else { 160 else {
174 log("Verdict Info: RES doesn't corj 161 log ("Verdict Info: RES doesn't cori
175 setverdict (fail) ; 162 setverdict (fail);
176 bsf.send(m basicResponse (400)) ; 163 bsf.send(m basicResponse (400)) ;
177 } 164 }
178 } 165 }
179 } 166 }
180 if (p_isParallelComponent) { 167 if (p_isParallelComponent) {
181 repeat; 168 repeat;
182 } 169 }
183 } 170 }
184 [] bsf.receive { 171 [] bsf.receive {
185 log("Verdict Info: The terminal doesn't send a POST request 172 log ("Verdict Info: The terminal doesn't send a POST request
186 setverdict (fail); 173 setverdict (fail);
187 bsf.send(m basicResponse (400)) ; 174 bsf.send(m basicResponse (400)) ;
188 if (p_isParallelComponent) { <> 175 if (p_isParallelComponent) {
189 repeat; 176 repeat;
190 } = 177 }
191 } 178 }
192 [not p isParallelComponent] t wait.timeout { <> 179 [not p isParallelComponent] t wait.timeout {
193 log("Verdict Info: The terminal doesn't send a HTTP request 180 log ("Verdict Info: The terminal doesn't send a HTTP request for BSF.");
194 setverdict (inconc) ; 181 setverdict (inconc) ;
195 } 182 }
196 } // alt 183 } // alt
197 return; = 184 return;
198 } 185 }
199 186
200 function ts_AuthResponseCheckAKAv1MD5 (in HttpRequest p httpRequest, in bitstring p| <> 187 function ts_AuthResponseCheckAKAvIMD5 (in HttpRequest p httpRequest, in bitstring fj
201 // input is the comma separated parameter list: digestResponse from the Auf = 188 // input is the comma separated parameter list: digestResponse from the Auf
202 // and the value of XRES calculated in ts_ AuthenticationInit 189 // and the value of XRES calculated in ts_AuthenticationInit
203 // This function calculates the digest response (v _RequestDigest) for p XRE <> 190 // This function calculates the digest response (v _RequestDigest) for p XR}
204 // RFC 2617 and compares it with the response received from the UE (v Dresy = 191 // REC 2617 and compares it with the response received from the UE (v Drest
205 <> 192
206 var charstring v_Method := p_ httpRequest.Method; = 193 var charstring v_Method := p_httpRequest.Method;
207 var ListOfParameter paramList := p httpRequest.Authorization.ParameterList 194 var ListOfParameter paramList := p httpRequest.Authorization.ParameterList
208 var charstring v Username := getHeaderParameterValue ("username", paramList 195 var charstring v Username := getHeaderParameterValue ("username", paramList
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209 var charstring v_Realm := getHeaderParameterValue ("realm", paramList); 196 var charstring v_Realm := getHeaderParameterValue ("realm", paramList);
210 var charstring v_DigestUri := getHeaderParameterValue("uri", paramList); 197 var charstring v_DigestUri := getHeaderParameterValue ("uri", paramList);
211 var charstring v _Nonce := getHeaderParameterValue ("nonce", paramList); 198 var charstring v _Nonce := getHeaderParameterValue ("nonce", paramList);
212 var charstring v_NC := getHeaderParameterValue("nc", paramList); 199 var charstring v_NC := getHeaderParameterValue("nc", paramList);
213 var charstring v_CNonce := getHeaderParameterValue ("cnonce", paramList); 200 var charstring v_CNonce := getHeaderParameterValue ("cnonce", paramList);
214 var charstring v_Qop := getHeaderParameterValue ("qop", paramList); 201 var charstring v_Qop := getHeaderParameterValue ("qop", paramList);
215 var charstring v Dresponse := getHeaderParameterValue ("response", paramList 202 var charstring v Dresponse := getHeaderParameterValue ("response", paramList
<> 203
204
216 = 205
217 var octetstring v_oMETHOD := fx char2octet (v_Method); 206 var octetstring v_oMETHOD := fx char2octet (v_Method);
218 var octetstring v_oUsername := fx char2octet (unq(v_Username)) ; 207 var octetstring v_oUsername := fx char2octet (ung(v_Username)) ;
219 var octetstring v _opasswd := bit2oct (p_XRES); 208 var octetstring v_opasswd := bit2oct (p_XRES) ;
220 209
221 var octetstring v_oRealm := fx char2octet (ung(v_Realm)); 210 var octetstring v_oRealm := fx char2Zoctet (ung(v_Realm));
222 var octetstring v_oDigestUri := fx charZoctet (v_DigestUri); 211 var octetstring v_oDigestUri := fx char2octet (v_DigestUri);
223 var octetstring v_oNonce := fx char2octet (ung(v_Nonce)) ; 212 var octetstring v_oNonce := fx char2octet (ung(v_Nonce));
224 var octetstring v_oNC := fx char2octet (v_NC); 213 var octetstring v_oNC := fx char2octet (v_NC);
225 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)); 214 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)) ;
226 var octetstring v_oQop := fx charZoctet (v_Qop); 215 var octetstring v_oQop := fx charZoctet (v_Qop);
227 var octetstring v_oDresponse := str2oct (unq(v_Dresponse)); 216 var octetstring v _oDresponse := str2oct (unq(v_Dresponse)) ;
228 <> 217
229 var octetstring v_Secret := ''O; = 218 var octetstring v_Secret := ''O;
230 var octetstring v_HA2 := ''0O; 219 var octetstring v_HA2 := ''0;
231 var octetstring v _Data := ''O; 220 var octetstring v _Data := ''O;
232 var octetstring v_RequestDigest := ''O; 221 var octetstring v_RequestDigest := ''O;
233 222
234 // RFC 2617 3.2.2.2 223 // RFC 2617 3.2.2.2
235 // Al = ung(username-value) ":" ung(realm-value) ":" passwd 224 // Al = ung(username-value) ":" ung(realm-value) ":" passwd
<> 225 var octetstring Al :=
236 var octetstring Al := v oUsername & COLON HEX & v_oRealm & COLON HEX & v_of 226 v_oUsername & COLON_HEX & v_oRealm & COLON_HEX & v_opasswd;
237 227
238 var octetstring A2, secret data; 228 var octetstring A2, secret data;
239 = 229
240 // H(ALl) 230 // H(AL)
241 v_Secret := fx charLow2octet (oct2str (fx md5 hex (Al))); 231 v_Secret := fx charLow2octet (oct2str (fx md5 hex(Al)));
242 232
243 // RFC 2617 3.2.2.3 233 // RFC 2617 3.2.2.3
244 // A2 = Method ":" digest-uri-value 234 // A2 = Method ":" digest-uri-value
245 A2 := v_OMETHOD & COLON_HEX & v_oDigestUri; 235 A2 := v_OMETHOD & COLON HEX & v_oDigestUri;
246 236
247 v_HA2 := fx charLow2octet (oct2str (fx md5 hex(A2))); 237 v_HA2 := fx charLow2octet (oct2str(fx md5 hex(A2)));
248 238
249 // RFC 2617 3.2.2.1 239 // RFC 2617 3.2.2.1
250 // ung (nonce-value) 240 // ung (nonce-value)
251 // ":" nc-value 241 // ":" nc-value
252 // ":" ung(cnonce-value) 242 // ":" ung(cnonce-value)
253 // ":" ung(gop-value) 243 // ":" ung(gop-value)
254 // ":" H(A2) 244 // ":" H(A2)
255 v _Data := (v_oNonce & COLON HEX & v_ONC & COLON HEX & v_oCNoncq 245 v _Data := (v_oNonce & COLON HEX & v_ONC & COLON HEX & v_oCNoncq
256 246
257 //now apply KD function described in RFC 2617 section 3.2.1 247 //now apply KD function described in RFC 2617 section 3.2.1
258 //KD (secret, data) = H(concat (secret, ":", data)) 248 //KD (secret, data) = H(concat (secret, ":", data))
259 secret data := v_Secret & COLON HEX & v_Data; 249 secret data := v_Secret & COLON _HEX & v_Data;
260 v_RequestDigest := fx md5 hex(secret data); 250 v_RequestDigest := fx md5 hex(secret data);
261 <> 251
262 log ("ts_AuthResponseCheckAKAvIMDS5 () : METHOD '" & v_Method & "'"); 252 log ("ts_AuthResponseCheckAKAvVIMDS () : METHOD '" & v_Method & "'");
263 log ("ts AuthResponseCheckAKAvVIMD5 () : client username '" & v Username & "'" 253 log ("ts_AuthResponseCheckAKAvVIMDS () : client username '" & v _Username & "'");
264 log("ts_AuthResponseCheckAKAvIMDS5 () : client realm '" & v_Realm & "'"); 254 log ("ts_AuthResponseCheckAKAvIMDS5 () : client realm '" & v_Realm & "'");
265 log ("ts_AuthResponseCheckAKAvIMDS5 () : client URI '" & v _DigestUri & "'"); 255 log ("ts_AuthResponseCheckAKAvVIMDS () : client URI '" & v _DigestUri & "'");
266 log ("ts_AuthResponseCheckAKAvIMDS5 () : client nonce '" & v_Nonce & "'"); 256 log ("ts_AuthResponseCheckAKAvIMDS5 () : client nonce '" & v_Nonce & "'");
267 log ("ts_AuthResponseCheckAKAvIMDS5 () : client nc '" & v.NC & "'"); 257 log ("ts_AuthResponseCheckAKAvIMDS5 () : client nc '" & v. NC & "'");
268 log ("ts_AuthResponseCheckAKAvIMDS5 () : client CNonce '" & v_CNonce & "'"); 258 log ("ts_AuthResponseCheckAKAvVIMDS () : client CNonce '" & v_CNonce & "'");
269 log ("ts_AuthResponseCheckAKAvIMD5 () : client QoP '" & v _Qop & "'"); 259 log ("ts_AuthResponseCheckAKAvVIMDS5 () : client QoP '" & v Qop & "'");
270 log ("ts AuthResponseCheckAKAVIMDS5 () : client response value '" & v Dresponsq 260 log ("ts_AuthResponseCheckAKAvIMDS5 () : client response value '" & v_Dresponse & "'");
271 261
272 log ("ts_AuthResponseCheckAKAvVIMDS5 () : server XRES: " & oct2str(v_opasswd)); 262 log ("ts_AuthResponseCheckAKAVIMDS () : server XRES: " & oct2str(v_opasswd));
273 263
274 log ("ts_AuthResponseCheckAKAvIMDS5 () : calculated response value """ & oct2sf 264 log ("ts_AuthResponseCheckAKAvVIMDS () : calculated response value '""" & oct2j
275 = 265
276\ // if (v_RequestDigest == v_oDresponse) { 266 |// if (v_RequestDigest == v_oDresponse) {
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277\ // return (true) 2671// return (true)
2781 // } else { 2681// } else {
2791 // return (false) 2691// return (false)
2801 // } 2701(// }
281 return v_RequestDigest; 271 return v_RequestDigest;
282 } 272 }
283 273
284 function ts calculateRspauth(in ListOfParameter p list, in bitstring p XRES, in ch 274 function ts calculateRspauth(in ListOfParameter p list, in bitstring p XRES, in ch{
285 // REC 2617 and 3310 275 // RFC 2617 and 3310
286 var charstring v_NC := getHeaderParameterValue("nc", p_list); 276 var charstring v_NC := getHeaderParameterValue("nc", p_list);
287 var charstring v_CNonce := getHeaderParameterValue ("cnonce", p list); 277 var charstring v_CNonce := getHeaderParameterValue ("cnonce", p list);
288 var charstring v_DigestUri := getHeaderParameterValue ("uri", p list); 278 var charstring v _DigestUri := getHeaderParameterValue ("uri", p list);
289 <> 279
290 var octetstring v_oUsername := fx char2octet (PX IMPI); = 280 var octetstring v_oUsername := fx char2octet (PX_ IMPI);
291 var octetstring v _opasswd := bit2oct (p_XRES); 281 var octetstring v _opasswd := bit2oct (p_XRES) ;
292 var octetstring v_oRealm := fx char2octet (PX BSF FQDN) ; 282 var octetstring v_oRealm := fx char2octet (PX BSF_FQDN) ;
293 var octetstring v_oDigestUri := fx char2octet("/"); 283 var octetstring v_oDigestUri := fx char2octet("/");
294 var octetstring v_oNonce := fx char2octet (p_nonce); 284 var octetstring v_oNonce := fx char2octet (p_nonce);
295 var octetstring v_oNC := fx char2octet (v_NC); 285 var octetstring v_oNC := fx char2octet (v_NC);
296 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)); 286 var octetstring v_oCNonce := fx char2octet (ung(v_CNonce)) ;
297 var octetstring v_oQop := fx charZoctet ("auth-int"); 287 var octetstring v_oQop := fx charZoctet ("auth-int");
298 <> 288
289
290
299 var octetstring v_Secret := ''O; = 291 var octetstring v_Secret := ''O;
300 var octetstring v_HA2 := ''0O; 292 var octetstring v_HA2 := ''0;
301 var octetstring v _Data := ''O; 293 var octetstring v _Data := ''O;
302 var octetstring v_RequestDigest := ''O; 294 var octetstring v_RequestDigest := ''O;
303 295
304 // RFC 2617 3.2.2.2 296 // RFC 2617 3.2.2.2
305 // Al = ung (username-value) ":" ung(realm-value) ":" passwd 297 // Al = ung(username-value) ":" ung(realm-value) ":" passwd
306 var octetstring Al := v oUsername & COLON HEX & v oRealm & COLON HEX & v of 298 var octetstring Al := v oUsername & COLON HEX & v oRealm & COLON HEX & v of
307 <> 299
308 var octetstring h entityBody, A2, secret data; 300 var octetstring h entityBody, A2, secret data;
309 = 301
310 // H(ALl) 302 // H(AL)
311 v_Secret := fx charLow2octet (oct2str (fx md5 hex (Al))); 303 v_Secret := fx charLow2octet (oct2str (fx md5 hex(Al)));
312 304
313 // RFC 2617 3.2.3 305 // RFC 2617 3.2.3
314 // A2 = ":" digest-uri-value ":" H(entity-body) 306 // A2 = ":" digest-uri-value ":" H(entity-body)
315 h_entityBody := fx charLow2octet (oct2str(fx md5 hex(p_entityBody))); 307 h entityBody := fx charLow2octet (oct2str(fx md5 hex(p_entityBody)));
316 A2 := COLON_HEX & v_oDigestUri & COLON HEX & h entityBody; 308 A2 := COLON_HEX & v_oDigestUri & COLON HEX & h_entityBody;
317 309
318 v_HA2 := fx charLow2octet (oct2str (fx md5 hex(A2))); 310 v_HA2 := fx charLow2octet (oct2str(fx md5 hex(A2)));
319 311
320 // RFC 2617 3.2.2.1 312 // RFC 2617 3.2.2.1
321 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value) 313 // ung(nonce-value) ":" nc-value ":" ung(cnonce-value) ":" ung(gop-value)
322 v _Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE} 314 v Data := (v _oNonce & COLON HEX & v oNC & COLON HEX & v oCNonce & COLON HE}
323 315
324 //now apply KD function described in RFC 2617 section 3.2.1 316 //now apply KD function described in RFC 2617 section 3.2.1
325 //KD (secret, data) = H(concat (secret, ":", data)) 317 //KD (secret, data) = H(concat (secret, ":", data))
326 secret data := v_Secret & COLON HEX & v_Data; 318 secret data := v_Secret & COLON HEX & v_Data;
327 <> 319
328 log("ts_calculateRspauth(): v_NC -> " & v _NC); 320 log("ts_calculateRspauth(): v_.NC -> " & v _NC);
329 log("ts_calculateRspauth(): v_CNonce -> " & v_CNonce); 321 log("ts_calculateRspauth(): v_CNonce -> " & v_CNonce);
330 log("ts_calculateRspauth(): v_oUsername/ixit IMPI USIM -> " & PX_IMPI); 322 log("ts_calculateRspauth(): v_oUsername/ixit IMPI USIM -> " & PX IMPI);
331 log("ts_calculateRspauth(): v_opasswd -> " & oct2str(v_opasswd)); 323 log("ts_calculateRspauth(): v_opasswd -> " & oct2str(v_opasswd));
332 log("ts_calculateRspauth(): v_oRealm/ixit BSF FQDN -> " & PX BSF_FQDN) ; 324 log("ts _calculateRspauth(): v_oRealm/ixit BSF FQDN -> " & PX BSF_ FQDN) ;
333 log("ts_calculateRspauth(): v_DigestUri -> " & v_DigestUri); 325 log("ts _calculateRspauth(): v_DigestUri -> " & v_DigestUri);
334 log ("ts_calculateRspauth() : v_oNonce/p_nonce -> " & p_nonce); 326 log("ts_calculateRspauth() : v_oNonce/p_nonce -> " & p_nonce);
335 log ("ts calculateRspauth(): v _oNC/v NC -> " & v _NC); 327 log("ts_calculateRspauth(): v_oNC/v_NC -> " & v_NC);
336 log("ts_calculateRspauth(): v_oCNonce -> " & v_CNonce); 328 log("ts_calculateRspauth(): v_oCNonce -> " & v_CNonce) ;
337 log("ts_calculateRspauth(): v_oQop -> " & oct2str(v_oQop)); 329 log("ts_calculateRspauth(): v_oQop -> " & oct2str(v_oQop));
338 330
339 return fx md5 hex(secret data); = 331 return fx md5 hex(secret data);
340 } 332 }
341 333
342 function ung(in charstring p_string) return charstring { 334 function ung(in charstring p string) return charstring ({
343 var charstring retval; <> 335 var charstring retval;
344 log("ung(): in -> " & p_string); = 336 log("ung(): in -> " & p_string);
345 <> 337
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346 if ((substr(p string, 0, 1) == """") and (substr(p string, lengthof(p striy = 338 if ((substr(p string, 0, 1) == """") and (substr(p string, lengthof (p strii
347 retVal := substr(p_string, 1, lengthof(p string) - 2); 339 retVal := substr(p_string, 1, lengthof(p_string) - 2);
348 } 340 }
349 else { 341 else {
350 retVal := p_string; 342 retval := p string;
351 } 343 }
352 <> 344
353 log("ung(): out -> " & retval); = 345 log ("ung(): out -> " & retval);
354 return retval; 346 return retval;
355 } 347 }
356 <> 348
357 function getHeaderParameterValue (in charstring p headerParameterValue, in ListOfPaj = 349 function getHeaderParameterValue (in charstring p headerParameterValue, in ListOfPaj
358 var integer i; 350 var integer i;
359 <> 351
360 for (i := 0; i < sizeof(p_list); i:= i+1){ = 352 for (i := 0; i < sizeof(p_list); i:= i+1){
361 if (p_list[i].Name == p headerParameterValue) { 353 if (p_list[i].Name == p headerParameterValue) {
362 return (p_list[i].Value); 354 return (p_list[i].Value);
363 } 355 }
364 } 356 }
365 <> 357
366 return ""; = 358 return "";
367 } 359 }
368 <> 360
369 function ts_AuthenticationInit (out bitstring v IKey, out bitstring v CKey, out bit 361 function ts_AuthenticationInit (
362 out bitstring v_IKey,
363 out bitstring v_CKey,
364 out bitstring v_XRES) return bitstring ({
370 // Calculation is done according to 34.108, clause 8.1.2 and 33.102, clausq = 365 // Calculation is done according to 34.108, clause 8.1.2 and 33.102, clause
371 var Bitl28 v_XDOut, v_AUTN; 366 var Bitl28 v_XDOut, v_AUTN;
372 var bitstring v_AUTN 2; 367 var bitstring v_AUTN_2;
373 var Bit64 v_CDOut, v_XDOut Half, v MAC; 368 var Bit64 v_CDOut, v_XDOut Half, v_MAC;
374 var Bitd8 v_AK; 369 var Bit48 v_AK;
375 var bitstring v_AUTN 1; 370 var bitstring v_AUTN_1;
376 371
377 v_XDOut := PX AuthRAND xordb PX AuthkK; 372 v_XDOut := PX_AuthRAND xordb PX AuthK;
378 373
379 v_CDOut := PX AuthSQON & PX_ AuthAMF; 374 v_CDOut := PX AuthSQN & PX AuthAMF;
380 375
381 v_XDOut Half := substr (v_XDOut, 0, 64); 376 v_XDOut Half := substr (v_XDOut, 0, 64);
382 377
383 v_AK := substr (v_XDOut, 24, 48); 378 v_AK := substr (v_XDOut, 24, 48);
384 379
385 v_AUTN_ 1 := PX AuthSQN xordb v_AK; 380 v_AUTN 1 := PX AuthSQN xordb v_AK;
386 381
387 v_MAC := v_XDOut Half xord4b v_CDOut; 382 v_MAC := v_XDOut_Half xordb v_CDOut;
388 383
389 v_AUTN 2 := PX AuthAMF & v_MAC; 384 v_AUTN 2 := PX AuthAMF & v_MAC;
390 385
391 v_AUTN := v_AUTN 1 & v_AUTN 2; 386 v_AUTN := v_AUTN 1 & v_AUTN 2;
392 387
393 // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16 388 // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16
394 v_IKey := 389 v_IKey :=
395 substr (v_XDOut, 16, (128 - 16)) & substr (v_XDOut, 0, 16); 390 substr (v_XDOut, 16, (128 - 16)) & substr (v_XDOut, 0, 16);
396 391
397 // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8 392 // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8
398 v_CKey := 393 v_CKey :=
399 substr (v_XDOut, 8, (128 - 8)) & substr (v_XDOut, 0, 8); 394 substr (v_XDOut, 8, (128 - 8)) & substr (v_XDOut, 0, 8);
400 395
401 v_XRES := substr (v_XDOut, 0, (PX_ AuthN + 1)); 396 v_XRES := substr (v_XDOut, 0, (PX AuthN + 1));
402 397
403 return (v_AUTN); 398 return (v_AUTN);
404 } 399 }
405 <> 400
406 // change 2 (WK23): GBA authentication/authorization extensions for content protect
407 function ts AuthenticationInitForGbaU (out bitstring v IKey, out bitstring v_CKg
408 // Calculation is done according to 34.108, clause 8.1.2 and 33.102, clausq
409 var Bitl28 v_XDOut, v_AUTN_;
410 var Bit64 v_CDOut, v_XDOut Half, v MAC, v _MAC ;
411 var Bit48 v_AK;
412
413 v_XDOut := PX AuthRAND xor4b PX AuthK;
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414

415 v_CDOut := PX AuthSQN & PX AuthAMF;

416

417 v_XDOut Half := substr (v_XDOut, 0, 64);

418

419 v_AK := substr (v_XDOut, 24, 48);

420

421 v_MAC := v_XDOut Half xord4b v_CDOut;

422

423 // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

424 v_IKey :=

425 substr (v_XDOut, 16, (128 - 16)) & substr (v_XDOut, 0, 16);

426

427 // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

428 v_CKey :=

429 substr (v_XDOut, 8, (128 - 8)) & substr (v_XDOut, 0, 8);

430

431 v MAC := v MAC xord4b substr(oct2bit((fx sha 1 hex(bit2oct (v IKey)))), O,

432

433 v_AUTN_ := (PX_ AuthSQN xordb v _AK) & PX AuthAMF & v_MAC ;

434

435 // length of v_XRES is depending on PX AuthN

436 v_XRES := substr (v_XDOut, 0, (PX_ AuthN + 1));

437 // flipping the last significant bit

438 v_XRES := v_XRES xordb int2bit(l, PX AuthN + 1);

439

440 return (v_AUTN );

441 }

442

443

444 /** = 401 /x*

445 @ <> 402 w3

446 * @desc BSF generate B-TID (Bootstrapping Transaction Identifier) -> TS 33.220 4. 403 * @desc BSF generate B-TID -> TS 33.220 4.5.2

447 * @return B-TID as charstring = 404 * @return B-TID as charstring

448 */ 405 */

449 function f bsf generateBtid() return charstring { <> 406 function f generateBtid() return charstring ({

450 return fx_bitstring2Base64 (PX_AuthRAND) & "@" & PX BSF_FQDN; = 407 return fx bitstring2Base64 (PX_AuthRAND) & "@" & PX BSF FQDN;

451 } 408 }

452 | // change 2 (WK23): GBA authentication/authorization extensions for content protectioy <> 409

453 /=% 410(// )%
4111 // * @desc The Ua security protocol identifier is a string of five octets.
4121 // * The first octet denotes the organization which specifies the Ua security
4131 // * protocol. The four remaining octets denote a specific security protocol
4141 // * within the responsibility of the organization.
4151 // * The following values for organizations are assigned:
416 // * "0x01l" 3GPP
417\// * "0x02" 3GPP2
4181 // * "0x03" Open Mobile Alliance
4191 // * "0x04" GSMA
420\ // * ( 0x01,0x00,0x01,yy,zz ) Ua security protocol for "Shared key-based UE
421\ // * authentication with certificatebased NAF authentication", according to TS 33.22]
422\ // * , or "Shared key-based mutual authentication between UE and NAF", according to
4231 // * TS 33.222. Here, "yy,zz" is the protection mechanism CipherSuite code according
4241 // * to the defined values for TLS CipherSuites in TLS V1.0 and PSK Ciphersuites for

454 @ 425(// *

455 * @desc Sets a new B-TID for BSF. 426 // * @param p_ cipherSuiteNumber

456 * @param p btid 4271 // * @return

457 * @Qverdict 428 |// * @verdict

458 = 429 |// =/

459 function f bsf setBtid(charstring p btid) runs on BSFServerComponent { 430 // function generateUaSecurityProtocolId(in octetstring p cipherSuiteNumber) return o
4311 // return PX OrganizationOctet & '0001'0 & p cipherSuiteNumber;
4321 // }
433
4341 // function mapChiperSuiteToNumber (in CipherSuites p ciphersuite) return octetstring
4351 // var octetstring csNumber := '0000'0;
436 // if (p_ciphersuite == TLS _RSA WITH NULL SHA) {
4371 // csNumber := '0002'0;

460 btid := p btid; 4381 // }
439 // else if (p_ciphersuite == TLS_RSA WITH 3DES_EDE CBC_SHA) {
4401 // csNumber := '000a'O;
4411 // }
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442\ // else if (p_ciphersuite == TLS_RSA WITH AES 128 CBC_SHA) {
443\ // csNumber := '002f'0;
4441 // }
445\ // else if (p_ciphersuite == TLS_PSK WITH 3DES_EDE CBC_SHA) {
446 |// csNumber := '008b'O;
447\ // }
448\ // else if (p_ciphersuite == TLS_PSK WITH AES 128 CBC_SHA) {
449 |// csNumber := '008c'O;
4501 // }
451\ // else {
452 | // log("Verdict Info: unknown cipher suite");
453\ // setverdict (inconc) ;
4541 // }
4551 // return csNumber;
461 } 456 | // }
462 457
463 const octetstring COLON_HEX := '3A'O; = 458 const octetstring COLON_HEX := '3A'0O;
464 } 459 }
465 <> 460
466 group BSF_Configuration_ and Components { = 461 group BSF _Configuration_ and Components {
467 type component BSFServerComponent { 462 type component BSFServerComponent {
468 port BSFPort bsf; 463 port BSFPort bsf;
469 <> 464
470 timer t wait; = 465 timer t_wait;
471 +-
4721 // change 2 (WK23): GBA authentication/authorization extensions for content pi
473 var charstring btid;
474 var charstring nonce;
475 var octetstring ks_ext NAF, ks int NAF;
476 var bitstring xres;
477 } — 466 )
478 <> 467
479 type port BSFPort message { = 468 type port BSFPort message {
480 in HttpRequest; 469 in HttpRequest;
481 out HttpResponse 470 out HttpResponse
482 } 471 }
483 } 472 }
484 } 473
485 <> 474
486 group externalFunctions { = 475 group externalFunctions {
487 external function fx char2octet (in charstring p_string) return octetstring; 476 external function fx char2octet (in charstring p_string) return octetstring;
488 external function fx charLow2octet (charstring p string) return octetstring; //transformes 477 external function fx charLow2octet (charstring p string) return octetstring; //transformes
489 //function to calculate the MD5 Message-Digest Algorithm according to RFC 1321 <> 478 //function to calculate the MD5 Message-Digest Algorithm according to RFC 1321
490 external function fx md5 hex(octetstring p_data) return octetstring; = 479 external function fx md5 hex(octetstring p_data) return octetstring;
491 external function fx bitstring2Base64 (in bitstring p bitstring) return charstring; 480 external function fx bitstring2Base64 (in bitstring p_bitstring) return charstring;
492 /** 481 /x*
493 * @desc Converts the system time in the RFC 1123 format (e.g. 'Thu, 08 Jan 2004 10:23:17 482 * @desc Converts the system time in the RFC 1123 format (e.g. 'Thu, 08 Jan 2004 10:23:17
494 * @param p_additionalDays system time + 'p additionalDays' => return value 483 * @param p_additionalDays system time + 'p additionalDays' => return value
495 * @return date in RFC 1123 format 484 * @return date in RFC 1123 format
496 * @verdict <> 485 * @verdict
497 */ = 486 */
498 external function fx date2RFC1123(in integer p additionalDays) return charstring; 487 external function fx date2RFC1123(in integer p_additionalDays) return charstring;
499 /** 488 /x*
500 * @desc Converts the system time in the UTC format (e.g. '2007-07-24T13.20:00Z"). 489 * @desc Converts the system time in the UTC format (e.g. '2007-07-24T13.20:00Z2").
501 * @param p_ additionalDays system time + 'p additionalDays' => return value 490 * @param p_additionalDays system time + 'p additionalDays' => return value
502 * @return date in UTC format 491 * @return date in UTC format
503 * @verdict <> 492 * @verdict
504 */ = 493 */
505 external function fx date2UTC(in integer p_additionalDays) return charstring; 494 external function fx date2UTC(in integer p additionalDays) return charstring;
506 external function fx bsfXml20ct (in BootstrappingInfoType p bsfXml) return octetstring; 495 external function fx bsfXml20ct (in BootstrappingInfoType p bsfXml) return octetstring;
507 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf +-
508 external function fx sha 1 hex(octetstring p data) return octetstring;
509 // change 2 (WK23): GBA authentication/authorization extensions for content protection tesf
510 external function fx calculatingKDF4NAF (in octetstring p_ keys, in octetstring p_kdfType,
511 in
512 in
513 } = 496
514} 497}
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Datei: LibCommon_GBA_BSF_TypesAndValues.ttcn

diff_log

Seite 92

1|//change 1 (WK18): for content protection tests = 1|//change 1 (WK18): for content protection tests

2 |module LibCommon GBA BSF TypesAndValues { 2 |module LibCommon GBA BSF TypesAndValues {

3 import from LibBCast ServiceGuide TypesAndValues { 3 import from LibBCast ServiceGuide TypesAndValues {
4 group commonTypes 4 group commonTypes

5 } 5 }

6 6

7 group BSFXMLMessage { 7 group BSFXMLMessage {

8 type record BootstrappingInfoType { 8 type record BootstrappingInfoType {
9 btidType btid, 9 btidType btid,

10 lifetimeType lifeTime 10 lifetimeType lifeTime

11 } with {variant "namespacedef nsprefix = '' nsuri = 'uri:3gpp-gba'"} 11 } with {variant "namespacedef nsprefix = '' nsuri = 'uri:3gpp-gba'"}
12 12

13 type record btidType { 13 type record btidType {

14 XmlElementStringValue text 14 XmlElementStringValue text
15 } 15 }

16 16

17 type record lifetimeType { 17 type record lifetimeType {

18 XmlElementStringValue text 18 XmlElementStringValue text
19 } 19 }
20 } 20 }
21 +-
22 // change 2 (WK23): GBA authentication/authorization extensions for content protection tests
23 group GBA {
24 type enumerated GBAType {
25 e gba u,
26 e gba me
27 }
28 }
29|} = 211}
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Datei: LibCommon_HTTP_TypesAndValues.ttcn

1|//change 1 (WK18): for content protection tests = 1|//change 1 (WK18): for content protection tests

2 |module LibCommon HTTP_TypesAndValues { 2 |module LibCommon HTTP_ TypesAndValues {

3 import from LibCommon GBA BSF TypesAndValues all; 3 import from LibCommon GBA BSF TypesAndValues all;

4 import from LibCommon BSM TypesAndValues all; 4 import from LibCommon BSM TypesAndValues all;

5 5

6 group HttpMessages { 6 group HttpMessages {

7 type record HttpRequest { 7 type record HttpRequest {

8 charstring Method ("GET", "POST"), 8 charstring Method ("GET", "POST"),

9 charstring Uri, 9 charstring Uri,

10 charstring Version, 10 charstring Version,

11 UriParameterList UriParameters optional, 11 UriParameterlList UriParameters optional,
12 HttpHeaderValue Host, 12 HttpHeaderValue Host,

13 HttpHeader ContentType optional, 13 HttpHeader ContentType optional,

14 HttpHeaderValue Authorization optional, 14 HttpHeaderValue Authorization optional,

15 set of HttpHeader anotherHeaders optional, 15 set of HttpHeader anotherHeaders optional,
16 HttpBody Body optional 16 HttpBody Body optional

17 } 17 }

18 18

19 type record HttpResponse { 19 type record HttpResponse {
20 charstring Version, 20 charstring Version,
21 integer Code, 21 integer Code,
22 HttpHeader ContentType optional, 22 HttpHeader ContentType optional,
23 set of HttpHeader anotherHeaders optional, 23 set of HttpHeader anotherHeaders optional,
24 HttpBody Body optional 24 HttpBody Body optional
25 } 25 }
26 26
27 type union HttpBody { 27 type union HttpBody {
28 octetstring values, 28 octetstring values,
29 BootstrappingInfoType BootstrappingInfo, 29 BootstrappingInfoType BootstrappingInfo,
30 mbmsSecurityRegisterType mbmsSecurityRegister, 30 mbmsSecurityRegisterType mbmsSecurityRegister,
31 mbmsSecurityRegisterResponseType mbmsSecurityRegisterResponse, <> 31 mbmsSecurityRegisterResponseType mbmsSecurityRegisterResponse
32 // change 1 (WK23): Service Request extensions for content protection tests
33 ServiceRequestType ServiceRequest,
34 // change 1 (WK23): Service Request extensions for content protection tests
35 ServiceResponseType ServiceResponse
36 } = 32 }
37 33
38 group HttpHeaders ({ 34 group HttpHeaders {
39 type record HttpHeader ({ 35 type record HttpHeader {
40 charstring Name, 36 charstring Name,
41 set length (l..infinity) of HttpHeaderValue ListOfValue 37 set length (1..infinity) of HttpHeaderValue ListOfValue
42 } 38 }
43 39
44 type record HttpHeaderValue { 40 type record HttpHeaderValue {
45 charstring Value optional, 41 charstring Value optional,
46 ListOfParameter ParameterList optional 42 ListOfParameter ParameterList optional
47 } 43 }
48 44
49 type set of HttpHeaderValueParameter ListOfParameter; 45 type set of HttpHeaderValueParameter ListOfParameter;
50 46
51 type record HttpHeaderValueParameter { 47 type record HttpHeaderValueParameter ({
52 charstring Name, 48 charstring Name,
53 charstring Value optional 49 charstring Value optional
54 } 50 }
55 } 51 }
56 52
57 group HttpUriParameter { 53 group HttpUriParameter {
58 type set of UriParameter UriParameterList; 54 type set of UriParameter UriParameterList;
59 55

60 type record UriParameter { 56 type record UriParameter {

61 charstring Parameter, 57 charstring Parameter,

62 charstring Value optional 58 charstring Value optional

63 } 59 }

64 } 60 }

65 } with { 61 } with {

66 encode "ExtHttpCodec" 62 encode "ExtHttpCodec"

67 } 63 }

68|} 64|}
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