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1 Reason for Change

Security is one of the most important functions for SUPL. In fact, it is even part of the acronym. In spite of this fact the subject has not received a lot of attention.

Contribution OMA-LOC-2003-0286-SUPL-security discussed various aspects of security. One aspect treated in that document was SUPL agent authentication. SUPL agent authentication is also part of the authentication requirement in the RD (6.1.23)

This document addresses the SUPL agent authentication needed in the SET Initiated SUPL Service case.

It is straightforward to authenticate the SUPL agent if extra steps in the basic call-flows are added, e.g. like described in OMA-LOC-2003-0286-SUPL-security. However, extra steps causes an undesired latency. To avoid this extra latency the present CR proposes to instead have an extra information element in the SUPL START message, which is an authentication code consisting of the encryption of the current date, time and a random number. This way the SUPL agent is authenticated and the code is not valid after a number of seconds have passed. Furthermore, the SLP can optionally make sure that the same random number is not used twice within a certain time-period. The encryption key is obtained by using the ROAP protocol, which is the protocol used in DRM to exchange encryption keys for digital rights.

The key exchange is only necessary to use when the SUPL agent does not have an encryption key, or when the SLP decides that the key is too old. 

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

Uses the OMA-DRM ROAP protocol, but no changes to that standard are foreseen
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the text in following section of this CR to the current SUPL AD baseline.

6 Detailed Change Proposal

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	 
	 

	[SUPL RD]
	“OMA LOC SUPL RD”. Open Mobile Alliance(. 

URL: http://www.openmobilealliance.org/

	[3GPP2 Stage 1]
	“3GPP2 S.R0066-0

	[ROAPPS]
	OMA DRM “DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0-20040420-D, URL:http//www.openmobilealliance.org/


<NEXT CHANGED SECTION>
6.9 SUPL Collaboration SET Initiated

An SLP and SET SHALL support SUPL INIT, SUPL START, SUPL POS and SUPL END. An SLP and SET MAY support SUPL RESPONSE and SUPL POS INIT (referred here in as the SUPL Extended Flow), which constitute an optional message pair.   

6.9.1 Immediate

6.9.1.1 Non-Roaming Successful Case
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A. The SUPL Agent on the SET sends a SUPL START message to start a positioning session with the SLP to start Positioning Procedure with the SLP. The SUPL START message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. MS assisted A-GPS, MS based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, IS-801). In addition the SET Capabilities SHALL include the SUPL Extended Flow element, which SHALL be; Reduced Flow, Extended Flow or Both Flows. The SET may optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV). If an authentication encryption key is previously negotiated to be used between the SLP and the SET the SET SHALL provide the authcode authentication code
The SLP will inspect the SUPL START message and will determine which positioning protocol (RRLP, RRC, IS-801) will be used.

If the SLP determines that the SET Capability indicates Extended Flow and the SLP supports the SUPL Extended Flow, the SLP SHALL send SUPL RESPONSE as specified in step B. 

If the SLP determines that the SET Capability indicates Extended Flow but the SLP does not support the SUPL Extended Flow, the SLP SHALL respond with SUPL END to the SET with an appropriate error indication.

If the SLP determines that the SET Capability indicates Reduced Flow in the SUPL START request, the SLP SHALL start a positioning procedure by sending an SUPL POS message containing the initial message for this positioning procedure as shown in step D.

If the SLP determines that the SET Capability indicates Both Flows in the SUPL START request, the SLP decides either sending SUPL RESPONSE as specified in step B or starting a positioning procedure as specified in step D.  

B. Optional Step: 

If the SLP decides to use the Extended Flow based on its own capability and SET capability, the SLP SHALL respond with the SUPL RESPONSE to the SET. 

C. Optional Step: If the SET receives the SUPL RESPONSE from SLP, the SET SHALL respond with a SUPL POS INIT message. The SET may include the first SUPL POS element in the SUPL POS INIT message.

D. The SET or the SLP could exchange several successive positioning procedure messages.

The SLP calculates the position estimate based on the received positioning measurements (MS assisted) or SLP calculates the position estimate based on assistance obtained from the SLP (MS based). 

E. Once the position calculation is complete the SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET will release all resources related to this session.

6.9.1.2 Non-Roaming Auhtentication Initiation Case
6.9.1.3 This case assumes that the SLP requires SUPL agent authentication, and that an authentication encryption key has not been previously negotiated, or that the key is stale.
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A. The SUPL Agent on the SET sends a SUPL START message to start a positioning session with the SLP to start Positioning Procedure with the SLP. The SUPL START message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. MS assisted A-GPS, MS based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, IS-801). In addition the SET Capabilities SHALL include the SUPL Extended Flow element, which SHALL be; Reduced Flow,  Extended Flow or Both Flows. The SET may optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV).


B. The SLP notices on reception of the SUPL START message that there is no authentication code present, or that they used key is stale. Since in this case authentication is required the SLP responds with a SUPL END message, indicating with an error code that a authentication encryption key need to be negotiated
C. When the SET receives the error code it will initiate a key exchange using the ROAP 4-pass registration protocol. 
D. the SET SHALL send the SUPL START message again, this time with the authentication code included
6.9.1.4 Roaming Successful Case

Editor Note: To be completed.
6.9.1.5 Error Cases

Editor Note: To be completed.
6.9.2 Deffered

6.9.2.1 Non-Roaming Successful Case

Editor Note: To be completed.
6.9.2.2 Roaming Successful Case

Editor Note: To be completed.
6.9.2.3 Error Cases

Editor Note: To be completed.
7. SUPL Security Function

7.1 SET authentication

If the SUPL environment cannot be trusted, i.e. the SET is not under the control of the SUPL provider the SET MUST be authenticated. In SUPL this authentication is performed in the following manner:

· In the SUPL START message the SET provides an encryption of the current date, time and a random number, using a SUPL encryption key.

· Upon reception of th SUPL start message the SLP checks the validity of the aforementioned encryption, by decrypting is and verifying that the date and time is within 24 hours, and that the random number has not previously been used. The SLP must store these random numbers for at least 24 hours.

· If the SET does not have a SUPL encryption key, the ROAP 4-pass registration protocol  is used to exchange keys [ROAPPS]. Per default the SET does not have a SUPL encryption key, and thus always performs the first SUPL START without the encryption. If the SLP requires SET authentication it MUST send back a SUPL END message, indicating the authentication failure with an error code. When the SET receives this error code it will initiate a key exchange using the ROAP 4-pass registration protocol [ROAPPS].   
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