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1 Reason for Change

This contribution proposes a number of SUPL collaboration exception procedures for inclusion in Sections 6.8.1.3 of the SUPL AD.  Sequence diagrams/descriptions, for network-initiated collaborations of the type [roaming, immediate] are proposed for the following categories of exception conditions:

· Positioning denied based on subscriber control

· SUPL protocol error

· Positioning protocol mismatch between SET and SLP
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

If this contribution is approved, proposed text and figures to the current SUPL AD baseline should be included.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Discuss, approve and incorporate the text and diagrams of this CR to Section 6.8.1.3 of the current SUPL AD baseline.
6 Detailed Change Proposal
6.1 SUPL Collaboration Network Initiated
6.8.1.3  Exception Procedures
Note: In this contribution, although only the roaming, immediate collaboration exception procedures are shown, they are easily extensible to cover the non-roaming, immediate exception cases.  In the non-roaming, immediate cases, the R-SLP/H-SLP interface is effectively collapsed since the same SLP is serving both roles.  The ms-id parameter is used by the SLP upon receiving the MLP SLIP message from the SUPL Agent to determine whether the SET is roaming, and in turn whether it should function as the R-SLP or H-SLP.

6.8.1.3.1  Positioning Disallowed
6.8.1.3.1.1  Disallowed by SET
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A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which the SUPL Agent is associated. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. By examining the received msid of the target SET, the R-SLP can identify the Home-SLP based on roaming agreement or use a DNS lookup mechanism similar to IETF RFC 2916, however the details of the mechanism is out of the scope of this specification. The R-SLP then forwards the location request to the Home-SLP of the target SET, using RLP interface.
C. The H-SLP verifies whether positioning is permissible by checking the lcs-client-id against stored privacy settings for the received ms-id, for example, by accessing a local rule repository.  It determines that notification must be sent to the SET subscriber to request approval for the positioning.

D. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the H-SLP, the intended positioning method, and a notification element to request subscriber approval for the positioning.

E. The SET evaluates the notification rules and alerts the subscriber of the position request. The subscriber’s response indicates its position should not be divulged.  Consequently the SET returns to the H-SLP a SUPL END message containing the session-id and the cause-id indicating the error reason (“positioning denied by subscriber”).  Afterwards the H-SLP and the SET release the resources related to this session at the Lup interface.
F. The H-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the R-SLP by means of the RLP SRLIA message.

G. The R-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

6.8.1.3.1.2  Disallowed from Privacy Check
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A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which the SUPL Agent is associated. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. By examining the received msid of the target SET, the R-SLP can identify the Home-SLP based on roaming agreement or use a DNS lookup mechanism similar to IETF RFC 2916, however the details of the mechanism is out of the scope of this specification. The R-SLP then forwards the location request to the Home-SLP of the target SET, using RLP interface.
C. The H-SLP verifies whether positioning is permissible by checking the lcs-client-id against stored privacy settings for the received ms-id, for example, by accessing a local rule repository.  In this case, the H-SLP determines positioning is not permissible.
D. The H-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the R-SLP by means of the RLP SRLIA message.

E. The R-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

6.8.1.3.2 SUPL Protocol Error: Missing Mandatory Parameter, Wrong Parameter Value and Unexpected Message
6.8.1.3.3 The following SUPL protocol error types are addressed by the exception procedures in Section 6.8.1.3.2:

· Missing mandatory parameter(s)
· Wrong parameter value

· Unexpected message
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A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which the SUPL Agent is associated. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. By examining the received msid of the target SET, the R-SLP can identify the Home-SLP based on roaming agreement or use a DNS lookup mechanism similar to IETF RFC 2916, however the details of the mechanism is out of the scope of this specification. The R-SLP then forwards the location request to the Home-SLP of the target SET, using RLP interface.
C. Assuming that its privacy check permits positioning to take place, the H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger.  In this case the SUPL INIT message contains one or more SUPL protocol errors, as shown in Table 1. 
D. The SET sends to the H-SLP a SUPL END message containing the cause-id for the specific protocol error, as shown in Table 1.  Afterwards the H-SLP and the SET release the resources related to this session at the Lup interface.

E. The H-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the R-SLP by means of the RLP SRLIA message 

F. The R-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

	SUPL Protocol Error
(contained in SUPL INIT message)
	Cause-ID/Sub-ID
(contained in SUPL END message)

	Missing mandatory parameter
	Missing parameter/X

	Wrong parameter value
	Inappropriate parameter value/Y

	Unexpected message
	Unexpected message/Z


Table 1 – SUPL Protocol Errors and Cause-IDs
6.8.1.3.2.2 
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6.8.1.3.4 SUPL Protocol Error: Invalid Session ID
This section addresses the SUPL protocol error Invalid Session-ID.
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A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. By examining the received msid of the target SET, the R-SLP can identify the Home-SLP based on roaming agreement or use a DNS lookup mechanism similar to IETF RFC 2916, however the details of the mechanism is out of the scope of this specification. The R-SLP then forwards the location request to the Home-SLP of the target SET, using RLP interface.
C. Assuming that its privacy check permits positioning to take place, the H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger, and starts Timer LT1.  The SUPL INIT message contains, among other mandatory parameters, the session-id.  In this case the session-id value is set to “a”.
D. The SET will evaluate the Notification rules and follow the appropriate actions. The SET respond with a SUPL START message to start a positioning session with the H-SLP. In this case, the session-id parameter value in the SUPL START message is set to “b”.
E. Since “b” isn’t the session-id expected by the H-SLP, it waits for another SUPL START message containing the right session-id to arrive from the SET.   Given this does not occur before LT1 expires, H-SLP sends to the SET a SUPL END message containing the cause-id for the specific protocol error (“invalid session-id”).  Afterwards the H-SLP and the SET release the resources related to this session at the Lup interface.

F. The H-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the R-SLP by means of the RLP SRLIA message 

G. The R-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.
6.8.1.3.5 Positioning Protocol Mismatch
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A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the lcs-client-id received.

B. By examining the received msid of the target SET, the R-SLP can identify the Home-SLP based on roaming agreement or use a DNS lookup mechanism similar to IETF RFC 2916, however the details of the mechanism is out of the scope of this specification. The R-SLP then forwards the location request to the Home-SLP of the target SET, using RLP interface.
C. Assuming that its privacy check permits positioning to take place, the H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the SLP and the intended positioning method. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP shall also include Notification element in the SUPL INIT message.

D. The SET will evaluate the Notification rules and follow the appropriate actions. The SET respond with a SUPL START message to start a positioning session with the H-SLP. The SUPL START message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g. MS assisted A-GPS, MS based A-GPS) and associated positioning protocols (e.g. RRLP, RRC, IS-801).  In this case the positioning protocol value is set to “M”. The SET may optionally provide NMR specific for the radio technology being used (e.g. for GSM: TA, RXLEV).

E. In this case, the SLP supports only positioning protocol of value “N”.  It sends to the SET a SUPL END message containing the cause-id for the specific protocol error (“protocol M not supported”).  Afterwards the H-SLP and the SET release the resources related to this session at the Lup interface.

F. The H-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the R-SLP by means of the RLP SRLIA message 

G. The R-SLP sends the position response, containing the ms-id, lcs-client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.
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