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1 Reason for Change

Location WG has asked SEC to review the PCP protocol. SEC has identified that text in security section is missing and endorsed the text below ( see OMA-SEC-2006-0024R01-CR_PCP_TS_1_0_AddTextToSecuritySection ) to be placed in Security section.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5     Recommendation

LOC is asked to review proposed changes and if found appropriate agree the CR. 

6     Detailed Change Proposal

Change 1:  Changes to references

2.1    Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2616]
	"Hypertext Transfer Protocol –HTTP/1.1"

 June 1999. URL http://www.ietf.org

	[RFC 2246]
	"The TLS Protocol Version 1.0"

January 1999. URL:  http://www.ietf.org

	[XML-1.0]
	"Extensible Markup Language (XML) 1.0" W3C Recommendation: REC-xml-20001006

URL:  http://www.w3c.org

	[IANA]
	Internet Assigned Numbers Authority (IANA)

URL: http://www.iana.org/

	[ASCII]
	US-ASCII. Coded Character Set - 7-Bit American Standard Code for Information Interchange. Standard ANSI X3.4-1986, ANSI, 1986.

	[22.071]
	3GPP TS 22.071 Release 6: "Location Services (LCS); Service description, Stage 1" URL: http://www.3gpp.org/ftp/Specs/latest/Rel-6/22_series/

	[23.271]
	3GPP TS 23.271 Release 6: "Functional stage 2 description of LCS" URL: http://www.3gpp.org/ftp/Specs/latest/Rel-6/23_series/

	[MLS AD]
	“OMA Mobile Location Service Architecture ”. 

Open Mobile Alliance(. OMA-AD-MLS-V1_0, URL: http://www.openmobilealliance.org/

	[MLS RD]
	“OMA Mobile Location Service Requirements ”. 

Open Mobile Alliance(. OMA-RD-MLS-V1_0, URL: http://www.openmobilealliance.org/

	[OMA-MLP]
	“Mobile Location Protocol”. Open Mobile Alliance(. OMA-TS-MLP-V3_2

URL: http://www.openmobilealliance.org/

	[OWSER]
	OMA Web Service Enabler (OWSER), Core Specifications V1_0, http://www.openmobilealliance.org/


Change 2:  Changes to security section

5.1 Security



The information carried on Privacy Checking Protocol (PCP) is sensitive personal information and SHALL be protected against modification and disclosure of information to unauthorized parties. The communicating parties MUST authenticate each other. 

The main threat to PCP is incorrect release of location info from a Location Server due to rouge PCE providing incorrect privacy assertions or manipulation of the communication between a Location Server and a PCE.

This specification does not define any specific security mechanisms to be used. However, the requirements above still imply that if PCP is carried over an internal interface its implementation MUST ensure that the communicating entities are legitimate and that the information exchange is protected against intercept and modifications. 
When PCP is carried by a transport protocol over an external interface, the transport protocol MUST provide mutual authentication between the Location Server and the PCE, and confidentiality and integrity protection of the information exchanged. The protection mechanisms MUST be in accordance with chapter 7.1.2 in OMA Web Services Enabler (OWSER) [OWSER].
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