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1 Reason for Change

Current SUPL 2.0 RD (OMA-RD-SUPL-V2_0-20060726-D) includes several requirements to provide assistance for emergency services.  However, without any DoS  (Denial of Service) protection requirement, the SUPL 2.0 MAY be subject to DoS attacks that may prevent it from providing emergency service assistance. This contribution proposes to include a new requirement for SUPL 2.0 to provide DoS protection. 
2 Impact on Backward Compatibility

SUPL 1.0 did not have any DoS Protection requirement for 3GPP based implementations. It is possible that some 3GPP based SUPL 2.0 terminals MAY not work with a SUPL 1.0 compliant networks due to extra measures to be implemented for DoS protection.
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask LOC WG to agree on the CR to be incorporated to the latest SUPL 2.0 RD
6 Detailed Change Proposal

Security

	Label
	Description
	Enabler Release

	SEC-01
	SUPL SHALL ensure that any location information that is stored or exchanged is secure and thus is not accessible to unauthorized access, i.e., unauthorized disclosure, usage, loss or corruption of location data is prevented.
- If SUPL provides the ability for the SET or SUPL network to store location information, the location data SHALL be stored in a secure manner and SHALL be available for retrieval by authorized applications.
- Note that the authorization here is governed by the SET user’s privacy requirements (i.e., user privacy preferences/profile) and local regulations. Stored location data SHALL only be accessible to those applications that are authorized by the SET user.
- Emergency services and lawful purposes are exempted from this requirement in that they can override any user privacy preference setting. 
	SUPL V1.0

	SEC-02
	SUPL SHALL deliver its content (data which facilitates the SUPL transaction) in a trustworthy and reliable manner, e.g., Location information SHALL be protected against eavesdropping or modification of the data traffic.
	SUPL V1.0

	SEC-03
	It SHALL be possible to authenticate the SUPL Agent, SUPL network and SET user.
	SUPL V1.0

	SEC-04
	SUPL 2.0 specifications SHOULD provide mechanisms to prevent Denial of Service (DoS) attacks
	SUPL V2.0


Table 2: High-Level Functional Requirements – Security Items
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