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1 Reason for Contribution

The security Section of the OMA-TS-ULP_v2.0 needs updating. This document summarizes the security requirements, the corresponding security mechanisms and the required changes as a general introduction to documents OMA-SEC-2007-0024 through to OMA-SEC-2007-0032.
2 Summary of Contribution

The proposal is divided into three sections. Section 1 models SUPL v2.0 call flows into various phases and lists the security requirements for communication in each phase. Section 2 outlines the methods for establishing a mutually-authenticated TLS session between a SET and a SLC. Section 3 summarizes the security mechanisms proposed for each phase. Section 4 explains the proposed organisation of Section 6.1of the SUPL v2.0 ULP TS, and lists the proposed CRs to be submitted and summarizes the changes in each the CR or input document.
3 Detailed Proposal

1. Short Version of SUPL 2.0 Phases
1.1 Description of Phases

From the perspective of securing ULP, a SUPL 2.0 session may include the following 5 phases:

· SUPL INIT phase (Network-initiated scenarios): in which an SLC sends a SUPL INIT message to the SET. The communication in this phase involves:

· SLC(SET: SUPL INIT.

· Negotiation phase (all scenarios except Immediate-Proxy): in which the SET and SLC may exchange parameters of the sessions. The communication in this phase involves one of the following:

· SET( SLC: SUPL END, or

· SET(H-SLC: SUPL START, then
H-SLC(SET: SUPL RESPONSE or SUPL END, or

· SET(H-SLC: SUPL TRIGGERED  START, then


H-SLC(SET: SUPL TRIGGERED RESPONSE or SUPL END, or

· SET(SLC: SUPL AUTH REQUEST, then 
SLC(SET: SUPL AUTH RESPONSE or SUPL END.

· Positioning Phase: in which the SET sends SUPL POS INIT to the SLC or SPC, and then the SUPL POS session occurs. This phase may end in a SUPL END (Immediate sessions) or SUPL REPORT (Triggered sessions). The communication in this phase involves the following:

· SET( SLC/SPC: SUPL POS INIT, followed by

SET( SLC/SPC: SUPL POS messages, followed by

SLC/SPC ( SET: SUPL END (Immediate) or SUPL REPORT (Triggered session)

A Triggered SUPL Sesssion MAY repeat the positioning phase.

· Reporting and Re-Notification Phase: (Triggered or Post-Positioning Notification) in which the SET sends SUPL REPORT to the H-SLC, the SLC AND SET may then exchange post-positioning notification messages. The communication in this phase may involve:

· SET( H-SLC: SUPL REPORT, possibly followed by 
· H-SLC ( SET: SUPL NOTIFY followed by 
SET(H-SLC: SUPL NOTIFY RESPONSE

· Triggered End Phase: (Triggered only) in which the initiating entity (H-SLC or SET) ends the SUPL session by sending SUPL END to the other entity. The communication in this phase involves one of the following:

· SET( H-SLC: SUPL END, possibly followed by 
· H-SLC ( SET: SUPL END.

· Security Synchronization Session: This is a newly defined session required for various security purposes only - no new features are introduced. Security synchronization sessions are orthogonal to  normal SUPL session. A security synchronization sessionis required in the following scenarios

·  If the SET wishes to negotiate SUPL INIT security and keys.

· If the SET needs to refresh keys for Non-Proxy Triggered SUPL sessions. 
· If the SET wishes to obtain an E-SLP whitelist.

The communication in this phase involves the following:

· SET( H-SLC: SUPL SEC START, possibly followed by 
· H-SLC ( SET: SUPL SEC RESPONSE.

· (optional) H-SLC ( SET: SUPL AUTH RESPONSE

· H-SLC ( SET: SUPL END (ends the Security Synchronization Session)
These phases are secured using the following mechanisms

· SUPL INIT Phase: SUPL INIT messages from the H-SLC can be protected by:

· Integrity protection, and/or

· Replay protection.

· Encryption.

· Negotiation Phase: The messages exchanged during this phase are protected by

· A mutually authenticated TLS session between the SET and SLC.

· Positioning Phase: The messages exchanged during this phase are protected by

· (for Proxy SLP Mode) a mutually authenticated TLS session between the SET and SLC.

· (for Non-Proxy SLP Mode) a mutually authenticated TLS session between the SET and SPC.

· Reporting and RE-Notification Phase: The messages exchanged during this phase are protected by

· A mutually authenticated TLS session between the SET and SLC. 

· Triggered End Phase: The messages exchanged during this phase are protected by

· A mutually authenticated TLS session between the SET and SLC. 

· Security Synchronization Session: The messages exchanged during a Security Synchronization Session are protected by

· A mutually authenticated TLS session between the SET and H-SLC. 

1.2 Security Requirements for Each Phase

Summarizing the above points, to secure SUPL 2.0, the following is required:

· SUPL INIT Security: incorporating: 

· optional Integrity protection for non-emergency SUPL INIT,
· optional Replay protection for non-emergency SUPL INIT
· optional Encryption for non-emergency SUPL INIT

· A method for assigning priority to local E-SLPs.
· A mutually authenticated TLS session between the SET and SLC, to be used in

· Negotiation Phase, 

· Positioning Phase (if using Proxy Mode), 

· Reporting Phase,  

· Triggered End Phase,

· Security Synchronization Phase. 

· A mutually authenticated TLS session between the SET and SPC , to be used in

· Positioning Phase (if using Non-Proxy SLP Mode).

Note that once the SET and SLC are communicating over a mutually authenticated TLS session, then following can be performed

· The H-SLC can negotiate SUPL INIT security with the SET, and can provide an E-SLC whitelist over the mutually authenticated TLS session between SET and H-SLC.

· The SLC can enable (and authorize) mutual authentication of the SET and an authorized SPC using TLS-PSK with SPC_SET_Key distributed to SPC and SET by SLC.
2. SET-SLC Mutual Authentication Methods 

The three methods in SUPL 1.0 are supported for mutual authentication between SET and SLC:

· Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

· SET and SLC are mutually authenticated using TLS with GBA. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

· Alternative Client authentication (ACA)-based. This uses TLS 1.0 with

· Server certificate to authenticate the SLC

· Alternative Client authentication of the SET. In this case, the SLC authenticates the SET by getting the carrier to confirm the IP address associated with the SET Identifier (MSISDN etc.).

· SUPL-Specific Key (SSK)-based (only applicable to Home-SLC). This is an updated version of the 3GPP2-specifif method from SUPL v1.0.
· In this case, each SET (or SET-UICC) shares a pre-provisioned key with the Home-SLC. 

· This shared key is used in a SSK Handshake (to be specified: similar to GBA bootstrapping) to derive a temporary PSK_H-SLP_SET_Key  in the H-SLC and SET UICC: the PSK_H-SLP_SET_Key is passed from the UICC to SET handset. The PSK_H-SLP_SET_Key is then used to establish mutually-authenticated TLS-PSK sessions between H-SLC and SET handset.

All three methods are applicable for both 3GPP and 3GPP2. 
2.1 Support

· SET handsets: ACA is mandatory, GBA is optional but preferred, SSK is optional
· SET UICC/UIM/SIM/USIM support the GBA- and ACA-based methods by default: SSK support is optional.

· The SLC chooses which method(s) of the three the H-SLC will to support. The SSK-based method can only be used with UICC/UIM/SIM/USIM that support the SSK-method.

· 
· Regarding the bearer network

· The bearer network must support GBA for its subscribers to use the GBA-based method.

· The bearer network must support serving requests associated IP addresses and SET identifiers for its subscriber to use the ACA-based method.
· The bearer network is not involved in the SSK-based method.

2.2 Comments
The method used in negotiated using the TLS handshake (details are provided in OMA-SEC-2007-0024-CR-SET_SLC_Mutual_Authentication).

GBA is the preferred method, followed by the SSK-based method and finally the ACA-based method.
The SSK-based method is included for providers that have not yet deployed GBA, and for whom ACA is not an attractive option (for example, if the bearer can’t support ACA ).
3. Security Mechanisms for each Phase
4. This section explains what security session (e.g. TLS session) needs to be established at each phase.
4.1 SUPL INIT Phase

H-SLC-sourced SUPL INIT messages: (Optional) The H-SLC secures SUPL INIT messages using the protocol, algorithms and keys negotiated during Security Synchronization (NULL security may be negotiated). The SET applies negotiated security to received SUPL INIT messages. We will define a new (simple) SUPL-specific protocol, but allow for other more generic protocols to be used as they are developed in the future.
E-SLC-sourced SUPL INIT messages: (Optional) The E-SLC keeps E-SLP whitelists up to date. The SET gives priority to SUPL INIT messages received from E-SLC’s on the (optional) whitelist provided by H-SLC during Security Synchronization.
4.2 Negotiation Phase

The SET and H-SLC can use already-open TLS session, or the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

4.3 Positioning Phase

Network-Initiated, Immediate, Proxy Mode

The SET has not kept a TLS session open in anticipation of the Positioning Phase (note there is no Negotiation phase for Network-Initiated, Immediate, Proxy sessions).

The SET and SLC can use already-open TLS session that is open for other reasons. Otherwise, the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

SET-Initiated, Immediate, Proxy Mode

The SET keeps the TLS session open (that was used for the corresponding Negotiation Phase) in anticipation of the Positioning Phase.

Triggered, Proxy Mode

The SET has not kept a TLS session open in anticipation of the Triggered Positioning Phase.

The SET and H-SLC can use already-open TLS session that is open for other reasons. Otherwise, the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

Immediate, Non-Proxy Mode

The SET and SPC establish a fresh secure TLS session using the SPC_SET_Key provided by the SLC during the negotiation Phase.

Triggered, Non-Proxy Mode

The SET and SPC establish a fresh secure TLS session, or resume a previous TLS session, using the SPC_SET_Key provided by the SLC. The SPC_SET_Key has limited lifetime. The first SPC_SET_Key of the triggered sessions is provided during either the Negotiation Phase, and subsequent keys are provided during  Security Synchronization Sessions.

4.4 Reporting & Re-Notification Phase

Network-Initiated, Triggered, Proxy Mode

The SET keeps the TLS session open (that was used for the corresponding Positioning Phase) in anticipation of the Reporting and RE-Notification Phase.

Network-Initiated, Triggered, Non-Proxy Mode

The SET has not kept a TLS session open in anticipation of the Reporting and Re-Notification Phase.

The SET and H-SLC can use already-open TLS session that is open for other reasons. Otherwise, the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

4.5 Triggered End Phase

Ending by SET: In some cases, the SET keeps the TLS session open (that was used for the corresponding Positioning Phase or Reporting and Re-Notification Phase) in anticipation of Ending Phase. 

In other cases, the SET and H-SLC can use already-open TLS session that is open for other reasons, or the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

Ending by SLC; Immediate Mode: The SET keeps the TLS session open in anticipation of the SLC sending SUPL END.
Ending by SLC; Triggered Mode with premature ending: The SET does not have a TLS session open in anticipation of the H-SLC sending SUPL END. The H-SLC must wait to send SUPL END over a TLS session that is open for alternative reasons. 
Ending by SLC; Network-initiated, Triggered Mode with normal ending: The SET keeps the TLS session open in anticipation of the SLC sending SUPL END.
4.6 Security Synchronization Session
The SET may not have kept a TLS session open in anticipation of the Security Synchronization Phase.

The SET and H-SLC can use already-open TLS session that is open for other reasons. Otherwise, the Set must initiate a fresh TLS session or resuming of a previous existing TLS session.

5. Required Changes
The Sub-sections in 6.1 have been re-ordered in some cases:
6.1.1
SET-SLC Mutual-Authentication Methods

6.1.1.1

List of Supported SET-SLC Mutual-Authentication Methods (Normative)
6.1.1.2

Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)

6.1.1.3

Supported SET-SLC Mutual-Authentication Methods by Entity (Normative)

6.1.1.4

Guidelines for minimizing TLS Handshake Workload (Normative)

6.1.2

The SSK-based Method (Normative)

6.1.2.1

SSK-based Method Specific Notation and Abbreviations

6.1.2.2

SET Handset detection of UIM/UICC/SIM/USIM support for SSK (Normative)
6.1.2.3

SSK Handshake Callflow
(SUPL INIT procedures were in Section 6.1.3: now in section 6.1.6)
6.1.3

TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

6.1.3.1

Principles for negotiating a SET-SLC Mutual-Authentication Method (Informative)

6.1.3.2

TLS Handshake with the H-SLC

6.1.3.3

TLS Handshake with the E-SLC

(I propose changing to single section combining 3GPP and 3GPP2 text where possible. Otherwise, I will have to change more of the numbering)

6.1.4

Alternative Client Authentication (ACA) Mechanisms

6.1.4.1

Network-Initiated Scenario

6.1.4.2

SET-Initiated Scenario

6.1.5

Authentication Mechanisms applicable to an E-SLP

6.1.5.1

E-SLP FQDN

6.1.5.2

Processing Emergency SUPL INIT messages

6.1.5.3

Mutual-Authentication and Registered SETs

6.1.5.4

Authentication and Unregistered SETs

6.1.5.5

E-SLP Whitelists

(Was section 6.1.3)

6.1.6.

Processing Non-Emergency SUPL INIT messages

6.1.6.1

Network-based VER Authentication of the SUPL INIT Message

6.1.6.2

Network-based Re-Play protection of SUPL INIT Message

6.1.6.3

Other Security for Non-Emergency SUPL INIT Message

6.1.6.3.1
Support for Other Protocols for Protection of SUPL INIT

6.1.6.3.2
Regarding the SUPL Security Synchronization Sessions

6.1.6.3.3
Generic Callflow for Securing SUPL INIT 

6.1.6.3.4
NULL Protection Protocol

6.1.6.3.4
Requirements for Additional SUPL INIT Protection Protocols

6.1.7.

Procedures for Securing Positioning Sessions

6.1.7.1

Immediate, Proxy Positioning Sessions

6.1.7.2

Triggered, Proxy Positioning Sessions

6.1.7.3

Immediate, Non-Proxy Sessions

6.1.7.4

Triggered, Non-Proxy Sessions

6.1.8

SUPL Security Synchronization Procedure
6.1.8.1

Support by Entities

6.1.8.2

Messages

6.1.8.3

Callflow
6.1.9

SUPL INIT Interim Security (SIIS) Protocol

6.1.9.1

Support

6.1.9.2

SIIS Session Negotiation

6.1.9.3

SIIS Wrapping

6.1.9.4

SIIS Un-Wrapping

6.1.9.5

Replay Protection Algorithms 

6.1.9.5.1
16-Bit Counter: ReplayAlgID = 0x01

6.1.9.6

Ciphering Protection Algorithms 

6.1.9.6.1
NULL ciphering: CipherAlgId = 0x01

6.1.9.7

Integrity Protection Algorithms

6.1.9.7.1
HMAC-SHA1-64: IntAlgID = 0x01.

The changes are provided in the following CRs.
CR #1 (OMA-SEC-2007-0024-CR): SET-SLC mutual authentication: Changes for Sections 6.1.1, 6.1.3.1 and 6.1.3.2
1. Clarify available methods for SET-SLC mutual authentication
2. Specify support for each SET-SLC mutual authentication method.

3. Specify how the SET-SLC mutual authentication method is chosen as part of the TLS handshake. (Section 6.1.3.1 and 6.1.3.2).
CR #2 (OMA-SEC-2007-0027-INP and -0028-CR): Emergency Sessions. Changes for Sections 6.1.5. 
1. Clarify available SET-SLC mutual authentication methods for an Emergency-SLC.

2. 
3. E-SLP Whitelists.

4. Allow E-SLP to resend SUPL INIT over an established TLS session if VER from SET fails verification (indicating SUPL INIT was altered).
CR #3: (OMA-SEC-2007-0025-CR) SSK method. Changes for Section 6.1.2. 
1. Explanatory text for the SSK method

2. Specify the SSK handshake.
CR #4:  (OMA-SEC-2007-0029-INP and -0030-CR) SUPL INIT protection. Changes for Sections 6.1.6 and 6.1.9.
1. Non-emergency SUPL INIT protection (Section 6.1.6)
a. NULL protection protocol for SUPL INIT.
b. SI-Sec protection protocol for SUPL INIT. (Section 6.1.9)
i. Specify parameters exchanged in Security Synchronization Sessions

ii. Specify Formats

iii. Specify how H-SLC applies security  to SUPL INIT (Wrapping)

iv. Specify how SET applies security  to SUPL INIT (Unwrapping)
CR #5: (OMA-SEC-2007-0031-INP, but no CR yet) Regarding Positioning Sessions. Changes for Section 6.1.7.
1. Proxy Sessions.
a. Immediate Sessions. Explanatory text only required

b. Triggered Sessions. Explanatory text only required/

2. Non-Proxy Sessions.
a. Immediate Sessions. SUPL AUTH REQ and SUPL AUTH RESPONSE change to be in line with Triggered sessions

i. Update explanatory text

ii. New format for SUPL AUTH REQ and SUPL AUTH RESPONSE

b. Triggered Sessions.

i. Update explanatory text

ii. New format for SUPL TRIGGERED RESPONSE.
CR #6: (OMA-SEC-2007-0031-CR) SUPL Security Synchronization Sessions. Requires defining
1. SUPL INIT protection protocol negotiation

2. Obtaining an E-SLP whitelist.

3. Updating SPC_SET_Key for Triggered, Non-Proxy sessions

4. Specifying formats for

a. SUPL SEC START

b. SUPL SEC RESPONSE

4 Intellectual Property Rights
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5 Recommendation

Discuss and agree to these principles.









�This is the same as for a H-SLC since an E-SLC may be a H-SLC.
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