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1 Reason for Contribution

This document describes the changes related to (non-emergency) SUPL INIT messages that are propose din OMA-SEC-2007-002x-CR-SUPL_SUPL_INIT. 
2 Summary of Contribution

The proposal is divided into three sections. Section 1 models SUPL v2.0 call flows into various phases and lists the security requirements for communication in each phase. Section 2 outlines the methods for establishing a mutually-authenticated TLS session between a SET and a SLC. Section 3 summarizes the security mechanisms proposed for each phase. Section 4 explains the proposed organisation of Section 6.1of the SUPL v2.0 ULP TS, and lists the proposed CRs to be submitted and summarizes the changes in each the CR.
3 Detailed Proposal

The use of VER has been extended from use in only SUPL POS INIT, to use in the first message fro the SET sent in all network-initiated sessions. Replay protection section remains largely as is.

The use of a MAC in SUPL INIT has been re-written. Now, if MAC protection is desired, then the SET and H-SLC must negotiate (in the Security Synchronization Session) a protocol for securing SUPL INIT (NULL is default). The negotiated protocol can then offer integrity protection, replay protection, encryption etc.. The Security Synchronization Session is used to negotiate fresh keys etc. If no SUPL Security Synchronization Session occurs, then NULL protection is applied to the SUPL INIT message.
A SUPL-specific protocol (SUPL INIT Interim Security SIIS) is proposed in Section 6.1.9 until a more generic solution (to the problem of securing push messages) is addressed. SIIS currently supports

· replay protection: current supported replay protection algorithm

· 16-bit counter, 
· integrity protection: current supported integrity protection algorithm

· HMAC-SHA1-64.

· ciphering: current supported ciphering algorithm

· NULL.

Additional algorithms can easily be supported. Algorithms are negotiated in the SUPL Security Synchronization Session.

The sections affected by this CR are:

(SUPL INIT security was addressed in Section 6.1.3, but it has been moved to Section 6.1.6)
6.1.6.

Processing Non-Emergency SUPL INIT messages

6.1.6.1

Network-based VER Authentication of the SUPL INIT Message

6.1.6.2

Network-based Re-Play protection of SUPL INIT Message

6.1.6.3

Other Security for Non-Emergency SUPL INIT Message

6.1.6.3.1
Support for Other Protocols for Protection of SUPL INIT

6.1.6.3.2
Regarding the SUPL Security Synchronization Sessions

6.1.6.3.3
Generic Callflow for Securing SUPL INIT 

6.1.6.3.4
NULL Protection Protocol

6.1.6.3.4
Requirements for Additional SUPL INIT Protection Protocols

6.1.9

SUPL INIT Interim Security (SIIS) Protocol

6.1.9.1

Support

6.1.9.2

SIIS Session Negotiation

6.1.9.3

SIIS Wrapping

6.1.9.4

SIIS Un-Wrapping

6.1.9.5

Replay Protection Algorithms 

6.1.9.5.1
16-Bit Counter: ReplayAlgID = 0x01

6.1.9.6

Ciphering Protection Algorithms 

6.1.9.6.1
NULL ciphering: CipherAlgId = 0x01

6.1.9.7

Integrity Protection Algorithms

6.1.9.7.1
HMAC-SHA1-64: IntAlgID = 0x01.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree to these principles. Then examine CR.
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