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1 Reason for Change

See document OMA-SEC-2007-0023-INP_SUPL_2_0_CR_ Summary_Security_changes.
Note: this revision collates the changes in previous revisions.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change TS document accordingly.
6 Detailed Change Proposal

6.1.8
SUPL Security Synchronization Procedure

6.1.8.1
Purpose (Informative)

The purpose of the SUPL Security Synchronization Session Procedure is to enable the following components of SUPL v2.0 security:

· Non-NULL protection for SUPL INIT messages. This procedure allows the SET and H-SLC to negotiate a protocol for protection SUPL INIT messages, and negotiate parameters associated with that protocol. Note that NULL protocol can be negotiated

· Security for triggered, non-proxy sessions. This procedure allows the H-SLC to provide fresh PSK_SPC_SET_Key values for current triggered non-proxy sessions.

6.1.8.2 
Support by Entities 

The purpose of this procedure is to enable the following components of SUPL v2.0 security:

· Non-NULL protection for SUPL INIT messages, and

· Security for triggered, non-proxy sessions.

If the H-SLC wishes to support any of the components in Section 6.1.8.1, then the H-SLC MUST support this procedure.

If the SET wishes to support any of the components in Section 6.1.8.1, then the SET MUST support this procedure.

E-SLC entities are not involved this procedure.

SET UICC/UIM/SIM/USIM are not involved this procedure.

Bearer entities are not involved in this procedure.

6.1.8.3
Messages
SUPL SEC START: message sent from SET to H-SLC to begin the procedure. This message contains at least the following:

· List of supported protocols for protecting SUPL INIT messages, along with any protocol-specific parameters.

·  (optional) A list of SessionID values corresponding to Triggered, Non-Proxy sessions for which the SET wishes to updated PSK_SPC_SET_Key.

· Further enhancements to this procedure may allow additional parameters to be included in SUPL SEC START.

SUPL SEC RESPONSE: message sent from H-SLC to SET in response to receiving a SUPL SEC START. This message contains at least the following:

· A selected protocol for SUPL INIT protection, along with any protocol-specific parameters. Note: NULL protection may be selected.

· (If requested) Updated non-proxy keys for triggered sessions, consisting of tuples containing SessionID value, PSK_SPC_SET_Key, associated SPC-TID and lifetime.

· Further enhancements to this procedure may allow additional parameters to be included in SUPL SEC RESPONSE.

6.1.8.4
Callflow
1. A Security Synchronization Session is initiated in the SET (that supports this procedure) by one of the following scenarios

a. Power up or detection of a new UICC.

b. The current SUPL INIT protection protocol requires the SET to make contact with the H-SLC (for example, to refresh keys to re-synchronization counters for re-play protection).

c. The SET determines that the current PSK_SPC_SET_Key for at least one Triggered, Non-Proxy sessions is about to expire.

2. The SET and H-SLC establish a mutually-authenticated TLS session. The H-SLC SHOULD ensure that the SET authentication is fresh (that is, the H-SLC should require either a fresh bootstrapping (if using GBA), a fresh SSK Handshake (if using SSK) or the H-SLC should perform a fresh IP-address binding). All messages in the call flow are sent over this TLS session.

3. SET accumulates information: 

· The SUPL Security Synchronization Session is like any other SUPL sessions: it needs a Session ID. The SET chooses a SET assigns a SET SessionID of the Security Synchronization Session.

· The SET determines the list of supported SUPL INIT protection protocols. The SET determines additional parameters that need to be provided to the H-SLC in regards to these protocols.

·  (Optional) The SET determines the list of SessionID values for triggered, Non-Proxy sessions for which the PSK_SPC_SET_Key need to be updated. The SET shall not attempt to use the key associated with these SessionIDs until the SET receives a response from the H-SLC regarding these SessionID values.

4. The SET forms SUPL SEC START message and sends the message to the H-SLC.

5. The following tasks are performed by the H-SLC (the order in which the tasks are performed is not relevant)

a. The H-SLC selects a SUPL INIT protection protocols from the SUPL SEC START that is also supported by the SET. If the H-SLC does not support non-NULL SUPL INIT protection protocols, then the H-SLC selects the NULL protocol by default.

· The H-SLC generates parameters (such as keys) required to be sent to the SET for support of the protection protocol.

b. For each SessionID in the SUPL SEC START message, the H-SLC performs the following

· If the SessionID does not correspond to a current Triggered Non-Proxy session, then the H-SLC ignores this SessionID.

· Otherwise, the H-SLC MAY negotiate fresh values of PSK_SPC_SET_Key, SPC-TID and lifetime for that SessionID with the corresponding SPC. 

· The SPC SHALL discard the old PSK_SPC_SET_Keys and begin using the new PSK_SPC_SET_Key immediately. 

· If the negotiation with the SPC was successful, then the H-SLC stores the values to be added to the SUPL SEC RESPONSE.

· Otherwise, if the H-SLC determines that the Triggered Session should end (for example, if the H-SLC cannot contact the SPC or the H-SLC no longer trusts the SPC), then the H-SLC SHALL send an appropriate SUPL END message to the SET.

6. The H-SLC forms SUPL SEC RESPONSE from the parameters determined in the previous step,  The H-SLC then sends SUPL SEC RESPONSE to the SET. The H-SLC shall use the parameters from Step 5 for protecting SUPL INIT messages sent after SUPL SEC RESPONSE is sent, and until the H-SLC sends the next SUPL SEC RESPONSE message or the SUPL INIT security session expires.  

7. The SET assigns the selected SUPL INIT protection protocol. The SET shall use these parameters for processing SUPL INIT messages received after this time and until the SET receives the next SUPL SEC RESPONSE message or the SUPL INIT security session expires. The SET MUST NOT use existing previous parameters for processing SUPL INIT. If fresh PSK_SPC_SET_Key values are provided, then the SET discards the previous keys associated with these sessions and begins using these new keys.  
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