Doc# OMA-LOC-2007-0116-INP_Support_for_SUPL_Tunnelling_with_Secure_SET_Connection.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution
Doc# OMA-LOC-2007-0116-INP_Support_for_SUPL_Tunnelling_with_Secure_SET_Connection.doc
Input Contribution

Input Contribution

	Title:
	Support for SUPL Tunnelling with Secure SET Connection
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA LOC

	Submission Date:
	6 April 2007

	Source:
	Stephen Edge, Andreas Wachter; Qualcomm Inc.

sedge@qualcomm.com, awachter@qualcomm.com 

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

Contribution OMA-LOC-2007-0047-INP_SUPL_2_0_Support_Emergency_VoIP_Calls from TCS has already proposed a means of supporting SUPL location for emergency calls by transporting the SUPL INIT and possibly other SUPL messages between the E-SLP and SET using the already secure SIP connection between the SET and some SIP call server local to the E-SLP (e.g. an E-CSCF in 3GPP). However, this proposal could easily be extended to other types of SUPL location where a secure IP connection has already between established between the SET and SUPL Agent to support other applications for which SUPL location is later needed. This contribution shows how a more general capability could be supported in later versions of SUPL with no additional impact to MLP and SUPL to support just emergency call location in SUPL 2.0.
2 Summary of Contribution

User cases are provided, a SUPL location example is described and SUPL and MLP impacts are defined.
3 Detailed Proposal

1. User Cases

Many remotely accessed applications exist for which a secure connection first needs to be established between a client on a wireless terminal and a network server. Examples include VoIP call establishment to or from the client, location based applications like navigation and place finding, banking, travel assistance, Email access, IM and so on. To support such applications, secure transport associations are first created between the client and server using methods like TLS, PSK-TLS, HTTPS, IPsec, SIPS. In supporting the application, the server will sometimes need to obtain the clients location – e.g. to correctly route a VoIP or emergency VoIP call, to provide correct navigation assistance etc. One convenient way to obtain the location would be for the server to send a location request using MLP to the client’s H-SLP or to an R-SLP associated with the server. If normal SUPL is then used to obtain the client location, the H-SLP may have to invoke SMS or WAP Push to deliver the initial SUPL INIT and the SET and H-SLP (and SET and H-SPC or V-SPC if non-proxy mode is used) will need to establish a secure IP connection before further SUPL messages can be exchanged to perform the positioning. This may incur some significant delay as well as significant processing and signalling the result of which may be an unacceptable user experience and/or high network operational cost.  However, since a secure transport connection already exists between the server and client, it would be possible instead to transfer the SUPL INIT and further SUPL messages using this secure connection.
One specific user case is that of an emergency VoIP call as discussed in OMA-LOC-2007-0047-INP_SUPL_2_0_Support_Emergency_VoIP_Calls where a 3GPP E-CSCF needs to obtain the location of a client UE who is originating a VoIP emergency call by sending a location request to an LRF which may further interact with an E-SLP to perform the location.
The remainder of this contribution elaborates on the implied architectural and signalling changes.

2. SUPL Message Flow Example
Figure 1 illustrates the most general case where a SUPL Agent with a pre-existing secure connection to a SET and an association with some R-SLP obtains the SET location when proxy mode is used.
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Figure 1: NW Initiated Non-Roaming Successful Case – Proxy Mode

NOTE:
See section XXX for timer descriptions.

A. The SET and SUPL Agent establish a secure transport connection of type X to support some application or service. For example, X could be HTTPS, TLS, TLS-PSK, IPsec or SIP.

B. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The SLIR includes the type of secure transport connection established to the SET. The R-SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the H-SLP may apply subscriber privacy against the client-id.
C. The R-SLP forwards the location request to the H-SLP for the SET using an RLP SRLIR request. The SRLIP includes the type of secure transport connection established between the SUPL Agent and SET.

D. Based on the received ms-id the H-SLP shall apply subscriber privacy against the client-id.
The H-SLP verifies that the target SET is currently not SUPL roaming.
The H-SLP MAY also verify that the target SET supports SUPL. The H-SLP verifies that the SET supports SUPL transport using a secure transport connection of type X.
E. The H-SLP initiates the location session with the SET using the SUPL INIT message. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY contain the desired QoP. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. The H-SLP transfers the SUPL INIT to the R-SLP inside an RLP SUPL Tunnelling Message (STM). 
F. The R-SLP transfers the SUPL INIT to the SUPL Agent inside an MLP STM.

G. The SUPL Agent transfers the SUPL INIT to the SET using the secure transport connection established in step A.

H. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the H-SLP uses proxy or non-proxy mode. In this case, proxy mode is used. The SET then sends a SUPL POS INIT message to the SUPL Agent using the secure transport connection established in step A. The SUPL POS INIT message contains at least session-id, SET capabilities, and a location identifier (lid).
I. The SUPL Agent transfers the SUPL POS INIT to the R-SLP inside an MLP STM.

J. The R-SLP transfers the SUPL POS INIT to the H-SLP inside an RLP STM.

K. Based on the SUPL POS INIT message including posmethod(s) supported by the SET the H-SLP SHALL then determine the posmethod. If required for the posmethod the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 
The SET and the H-SLP exchange several successive positioning procedure messages. These are transferred via the R-SLP and SUPL Agent as in steps E, F, G, H, I and J.

L. The H-SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the H-SLP (SET-Based). Once the position calculation is complete the H-SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SUP END is transferred first to the R-SLP inside an RLP STM.

M. The R-SLP forwards the SUPL END to the SUPL Agent.

N. The SUPL Agent forwards the SUPL END to the SET using the secure transport connection established in step A. The SET SHALL then release all resources related to this session.

O. The H-SLP sends the position estimate back to the R-SLP in an RLP SRLIA message and the H-SLP SHALL release all resources related to this session.
P. The R-SLP sends the position estimate back to the SUPL Agent in an MLP SLIA message and the R-SLP SHALL release all resources related to this session.

3. SUPL Impacts

SUPL transport would be extended by enabling the SET and the SUPL Agent to send and receive SUPL messages via the SUPL Agent using one or more secure transport connection types.  Initially (e.g. in SUPL 2.0) this could be restricted to just SIP to support location of a SET that had established a VoIP emergency call. Later (e.g. in SUPL 3.0), SUPL transport using other types of secure transport connection could be supported - e.g. HTTPS, TLS, PSK-TLS, IPsec, SIPS. For each new type of secure transport connection, it would need to be specified (e.g. in the ULP spec.) how the SUPL transport was supported.
5. MLP and RLP Impacts

One additional bidirectional RLP message and one additional bidirectional MLP message would be added to enable tunnelling of SUPL messages between a SUPL Agent and H-SLP, E-SLP or R-SLP and between an R-SLP and H-SLP. 

In addition, an initial MLP or RLP request message would contain an additional optional parameter indicating the type of secure transport connection between the SUPL Agent and SET that had been established and was available for transferring SUPL messages.

The above SUPL and MLP impacts would be needed to support location of emergency calls in SUPL 2.0 and the only impacts subsequent to that to support other applications would be to add RLP impacts, to define new values for secure transport connection types and to include the transport connection type parameter in other types of MLP requests, besides that for emergency location.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If it is agreed to include a capability to support transport of SUPL messages using tunnelling through MLP and SIP for location of a SET with an emergency call, it is recommended to ensure that later extension will be possible to others types of application where a secure transport connection exists between the SET and a network application.
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