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1 Reason for Contribution

This document summarizes the status of the changes proposed in QUALCOMM documents OMA-SEC-2007-0023 through to -0032.
2 Summary of Contribution

A. Overall Document Status

The current revisions and their official status are as follows:
The following INP documents introduced the proposed changes and have not been updated to reflect changes in revisions of the proposals. Much of the explanation in these documents still applies, but some of the explanations no longer agree with the CRs.
· SEC-0023 = LOC-0066- INP_SUPL_2_0_CR_Summary_Security_changes.

· SEC-0027 = LOC-0070-INP_SUPL_Emergency_Authentication.

· SEC-0029 = LOC-0072-INP_SUPL_INIT.

The following INP documents introduced the proposed changes and there is no associated CR: this document has been updated to reflect the latest proposals.

· SEC-0031R02 = LOC-0074R02-INP_SUPL_Triggered_Sessions. Status: SEC-Agreed in principle, LOC-Agreed. Reflects changes after LOC and SEC discussions.
The following revisions of the CR documents reflect the latest proposal following discussion in the OMA-LOC and OMA-SEC in Frankfurt meeting. These documents shall be discussed at the 16 MAY 2007 SEC conference call.
· SEC-0024R04 = LOC-0067R04-CR_SET_SLC_Mutual_Authentication: Status: SEC-open, LOC-Open.
· SEC-0025R02 = LOC-0068R02-CR_SUPL_SET_SLC_SSK_Mutual_Authentication: Status: SEC-agreed, LOC-defer to SEC. 
· SEC-0026R02 = LOC-0069R02-CR_SUPL_SET_SLC_ACA_Method: Status: SEC- open, LOC-open.
· SEC-0028R02 = LOC-0071R03-CR_SUPL_Emergency_Security: Status: SEC-agreed-in principle, LOC-Open.
· SEC-0030R02 = LOC-0073R02-CR_SUPL_INIT: Status: SEC-open, LOC-Defer to SEC.
· SEC-0032R02 = LOC-0075R02-CR_SUPL_Security_Synchronization: Status: SEC-agreed-in-principle, LOC-Open.
3 Detailed Proposal

Note: only revisions submitted to Frankfurt meetings are considered in this discussion.
1. Status within SEC-0024R04 = LOC-0067R04-CR_SET_SLC_Mutual_Authentication
History: 
· R02: Status: SEC-open, LOC-Noted. Difference from R01:
· Editorial changes 
· Corrected old text that said all authentication methods were supported by SET.
· R03: Status: SEC-open, LOC-Open. reflected changes after discussions in OMA-LOC. Difference from R02: 
· editorial changes 
· removed references to 3GPP(2). SEC-agreed, LOC-agreed.
· Corrected more old text that said all authentication methods were supported by SET. SEC-agreed, LOC-agreed.
· R04: Status: SEC-open, LOC-Open. reflected changes after discussions in OMA-SEC. Difference from R03: 
· major changes

· Only CDMA supports SSK. Status: SEC-agreed, LOC-agreed.
· GSM/UMTS negotiation of authentication method simply refers to 3GPP2 GBA specifications. Status: SEC-agreed, LOC-defers to SEC.
· New Negotiation for CDMA SET authentication method Status: SEC-open, LOC-defers to SEC.
· H-SLP supporting CDMA SETs provides certificate that lists supported authentication methods. SET can now securely determine mutually supported authentication methods SET attempts a new TLS handshake for each mutually supported authentication method until obtain successful TLS handshake.

· TLS handshake defined for SSK.

· In discussions in LOC on SEC-0026/LOC-0069 it was pointed out that an authentication method without client authentication may be required for emergency services, so a fourth authentication method (SLC-only) has been added (this had been incorporated into previous agreed text, but this text had not been reflected in previous revisions of this CR). Status: SEC-open, LOC-open.
Future work:
· OMA-SEC needs to approve the following outstanding issues
· Negotiation for CDMA SET authentication method. Needs approval in SEC only.
· Certificate-based approach.

· SSK TLS handshake defined in specification. (Alternative: refer to GBA specifications and provide delta/differences).

· SLC-only method. Needs approval in SEC and LOC.
· R04 to be discussed in SEC conference call
· OMA-LOC needs to approve the following outstanding issues
· SLC-only method 
2. Status within SEC-0025R02 = LOC-0068R02-CR_SUPL_SET_SLC_SSK_Mutual_Authentication
History: 

· R01: Status: SEC-open, LOC-Agreed. Difference from original:

· Editorial changes. 

· Included call flow diagram

· Editorial changes to agree with call flow diagram.

· R02: Status: SEC-agreed, LOC-defer to SEC.. Reflected changes after discussions in OMA-LOC. Difference from R01: 

· editorial changes 

· Text is now CDMA specific. SEC-agreed, LOC-agreed.
· Major changes

· Text refers to GBA and show delta. SEC-agreed, LOC-defer to SEC.
· Only an initial delta shown, more text is required in additional CRs.
Future work:
· OMA-SEC needs to approve the following outstanding issues
· Remaining text showing delta. To be introduced in new CRs. Needs approval in SEC only.
· To be discussed in SEC conference call on 30 May 2007 (see SEC portal).
· OMA-LOC needs to approve the following outstanding issues
· Discuss WLAN issues. 

3. Status within SEC-0026R02 = LOC-0069R02-CR_SUPL_SET_SLC_ACA_Method
History: 

· R01: Status: SEC-open, LOC-Agreed. Difference from original:

· Clarification

· Additional text explaining options of two methods when H-SLP performs SET_ID/IP address binding.

· Additional text explaining process when sending SET_ID to the bearer network in order to get the corresponding IP address..

· R02: Status: SEC- open, LOC-open. Reflected changes after discussions in OMA-LOC. Difference from R01: 

· Clarification

· Of processing when H-SLP stores SET_ID/IP Binding. SEC-open, LOC-open.
· Bearer may only support one of two methods for SET_ID/IP address binding. SEC-open, LOC-agreed.
Future Work
· OMA-SEC needs to approve the following outstanding issues
· All proposed changes.  Need approval in SEC only ?
· R02 to be discussed in SEC conference call on 02 May 2007 (see SEC portal)
· OMA-LOC needs to approve the following outstanding issues
· None?
4. Status within SEC-0028R03 = LOC-0071R03-CR_SUPL_Emergency_Security
History: 

· R02: Status: SEC-open, LOC-Noted. Difference from original:

· Major changes:
· clarification of E-SLP whitelisting and processing of emergency SUPL INIT messages in sections 6.1.5.2
· Principle of using a E-SLP whitelist: Agreed in SEC, Agreed in LOC.
· Using a dynamic whitelist: Agreed in SEC
· Allowing SUPL INIT to be resent to SET when SET has contacted correct E-SLP, but it becomes evident to E-SLP that the SUPL INIT was altered.

· R03: Status: SEC-open, LOC-Open. Follows discussion in OMA-LOC. Difference from original:

· Major changes:
· E-SLP whitelists description is no longer in terms of queuing since queuing is an implementation detail. 
· Principle: Agreed in SEC, Agreed in LOC.
· Actually Text: Open in SEC, Open in LOC.
· New text about when an E-SLP whitelist update is initiated. LOC would need to specify details. Agreed in SEC, Open in LOC.
· Security Synchronization Session is now one option (currently only option) for provisioning dynamic whitelists. Agreed in SEC, Agreed in LOC.
Future work:
· OMA-SEC needs to approve the following outstanding issues
· SEC discussed long-life whitelists (e.g., a “global” whitelist that can be used by SET to look-up    E-SLPs for current position (rather that H-SLP providing E-SLP whitelist that only applies to a given range of positions). SEC also discussed options for delivering static E-SLP whitelist such as using device management. SEC members will bring in CRs 

· Text describing E-SLP whitelists.
· R03 to be discussed in SEC conference call on 02 May 2007 (see SEC portal).
· OMA-LOC needs to approve the following outstanding issues
· Text regarding E-SLP whitelists, after approval by OMA-SEC.
5. Status within SEC-0030R02 = LOC-0073R02-CR_SUPL_INIT
History: 

· R01: Status: SEC-open, LOC-Defer to SEC. Difference from original:

· Editorial: 

· Messages <SUPL AUTH REQ> and <SUPL TRIGGERED START> missed in two places. Agreed in SEC, Agreed in LOC.
· R02: Status: SEC-open, LOC-Defer to SEC. Follows comments from OMA-LOC. Difference from original:

· Clarification: 

· Clarification of SIPL INIT protection protocol requirements.

· Text:  Open in SEC, Open in LOC. 
· OMA-LOC wanted text motivating why SET-based SUPL INIT protection is required. 
· Principle: Agreed in SEC, Agreed in LOC.
· Text:  Rejected in SEC, Open in LOC. 
· COMMENT: OMA-SEC considered the motivations, and didn’t find them convincing since other methods could be used. New motivations were found and will be introduced in a new CR at OMA-SEC conference call.
Future work:

· OMA-SEC needs to approve the following outstanding issues.
· Technical description is not yet approved. (see comments above).
· New CR

· Including new motivation(s) motivating why SET-based SUPL INIT protection is required.
· Text explaining that SUPL operators must balance cost of this security against the benefits
· R02 and new CR to be discussed in SEC conference call on 02 May 2007 (see SEC portal).
· OMA-LOC needs to approve the following outstanding issues
· None?
6. Status within SEC-0031R02 = LOC-0074R01-INP_SUPL_Triggered_Sessions
History: 

· Original: Status: SEC-open, LOC-R01 agreed with changes. 

· R01: Status: SEC-Approved in principle with changes, LOC-Agreed. Follows comments from OMA-LOC. Difference from original:

· Clarification: 

· References to security synchronization session removed. Agreed in SEC. Agreed in LOC.
· R02: Status: SEC-Approved in principle, LOC-Agreed. Follows comments from OMA-SEC. Difference from R01l:

· Editorial corrections:

· Erroneous reference to emergency services in sentence on when <SUPL START> <SUPL RESPONSE> is used.

· Remove references to <SUPL START> and <SUPL RESPONSE> in Immediate, Non-Proxy discussion since it does not apply.

Future work:

· OMA-SEC needs to approve the following outstanding issues.
· R02  Formal approval at OMA-SEC conference call 02 May.
· OMA-LOC needs to approve the following outstanding issues
· None.
7. Status within SEC-0032R02 = LOC-0075R02-CR_SUPL_Security_Synchronization
History: NOT YET DISCUSSED IN OMA-SEC
· R01: Status: SEC-open, LOC- open.  This was the first document to be examined by OMA-LOC. R02 Agreed in LOC with caveat of needing text regarding When a Security synchronization Session is initiated
· R02: Status: SEC-open, LOC- Open. Follows comments from OMA-LOC. Difference from original:

· Clarification: 

· When a Security synchronization Session is initiated (as requested by LOC). Open in SEC. Open in LOC.
Future work:

· OMA-SEC needs to approve the following outstanding issues.
· R02 to be discussed for formal agreement in SEC conference call on 02 May 2007 (see SEC portal).
· OMA-LOC needs to approve the following outstanding issues
· Still open for discussion.
SUMMARY OF OUTSTANDING ISSUES FOR OMA-SEC
1. Status within SEC-0024R04 = LOC-0067R04-CR_SET_SLC_Mutual_Authentication

· Negotiation for CDMA SET authentication method. Needs approval in SEC only.
· Certificate-based approach.

· SSK TLS handshake defined in specification. (Alternative: refer to GBA specifications and provide delta/differences).

· SLC-only method. Needs approval in SEC and LOC.
· R04 to be discussed in SEC conference call on 02 May.

2. Status within SEC-0025R02 = LOC-0068R02-CR_SUPL_SET_SLC_SSK_Mutual_Authentication

· Document is agreed.
· Remaining text showing delta. To be introduced in new CRs. Needs approval in SEC only. To be discussed in SEC conference call on 02 May.
3. Status within SEC-0026R02 = LOC-0069R02-CR_SUPL_SET_SLC_ACA_Method

· All proposed changes.  Need approval in SEC only ?
· R02 to be discussed in SEC conference call on 02 May.
4. Status within SEC-0028R03 = LOC-0071R03-CR_SUPL_Emergency_Security

· SEC discussed long-life whitelists (e.g., a “global” whitelist that can be used by SET to look-up    E-SLPs for current position (rather that H-SLP providing E-SLP whitelist that only applies to a given range of positions). SEC also discussed options for delivering static E-SLP whitelist such as using device management. SEC members will bring in CRs 

· Text describing E-SLP whitelists.
· R03 to be discussed in SEC conference call on 02 May.
5. Status within SEC-0030R02 = LOC-0073R02-CR_SUPL_INIT

· Technical description is not yet approved. (see comments above).

· New CR

· Including new motivation(s) motivating why SET-based SUPL INIT protection is required.

· Text explaining that SUPL operators must balance cost of this security against the benefits

· R02 and new CR to be discussed in SEC conference call on 02 May.

6. SEC-0031R02 = LOC-0074R01-INP_SUPL_Triggered_Sessions

· Formal agreement in SEC conference call on 02 May.
7. SEC-0032R02 = LOC-0075R02-CR_SUPL_Security_Synchronization

· Formal agreement in SEC conference call on 02 May.
SUMMARY OF OUTSTANDING ISSUES FOR OMA-LOC
1. SEC-0024R04 = LOC-0067R04-CR_SET_SLC_Mutual_Authentication

· SLC-only method 
2. SEC-0025R02 = LOC-0068R02-CR_SUPL_SET_SLC_SSK_Mutual_Authentication

· None: document is agreed. 

3. SEC-0026R02 = LOC-0069R02-CR_SUPL_SET_SLC_ACA_Method

· None?
4. SEC-0028R03 = LOC-0071R03-CR_SUPL_Emergency_Security

· Text regarding E-SLP whitelists, after approval by OMA-SEC.
5. SEC-0030R02 = LOC-0073R02-CR_SUPL_INIT

· None?
6. SEC-0031R02 = LOC-0074R01-INP_SUPL_Triggered_Sessions

· None. After formal approval by SEC, need CRs to change non-proxy call flows and message parameters.
7. Status within SEC-0032R02 = LOC-0075R02-CR_SUPL_Security_Synchronization

· Still open for discussion.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree that this document reflects the status of the proposed SUPL v2.0 Security changes.
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