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1 Reason for Change

This CR provides an update to section 6.1.4 which is not very clear in terms of describing the ACA mechanism. The proposed change is only a restructuring and clarification of the previously agreed section 6.1.4 and does not introduce any technical change. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change ULP TS document accordingly.
6 Detailed Change Proposal
6.1.4 Alternative Client Authentication (ACA) Mechanisms

Note: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a GSM/UMTS bearer network) or one of the MDN, MIN or IMSI (if the SET is on a CDMA bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of the Alternative Client Authentication mechanism.  It is recommended for SLPs to implement the PSK-TLS with GBA as well as the Alternative Client Authentication Mechanism.

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· Note: A bearer network may support the ACA-based method. A bearer network must support the ACA-based method if a H-SLC wishes to support the ACA-based method for the bearer network’s subscribers. 
· An SLC may support the ACA-based method. 

· A SET handset must support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.0 for certificate based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.0 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.0 and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the H-SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. If the ACA mechanism is implemented the H-SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for an SLP to use the ACA mechanism, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer.

GSM/UMTS Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using a GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network. 

CDMA Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.
Section 6.1.4.1 describes how this mechanism is used for client authentication in SUPL v2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET_ID or by querying the bearer network for the SET_ID using the IP address.
6.1.4.1
ACA Procedures
Network-Initiated Scenarios: If, after receiving a SUPL INIT message from the H-SLP (and after applying the appropriate security mechanisms and notification/verification as described elsewhere in this document), the SET is authorized to continue with the SUPL sessions, then an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

SET-Initiated Scenarios: When the SET wishes to initiate a SUPL session, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in Section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in Section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in either a SET-initiated scenario or a Network-initiated scenario:

1. The SET establishes a TLS 1.1 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

2. Prior to responding to the first SUPL Message (SUPL POS INIT, SUPL START, SUPL AUTH REQUEST, SUPL TRIGGERED START or SUPL REPORT), the H-SLP  MUST enquire the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

3. The H-SLP then MUST record this SET_ID to identify the SET for authentication purposes.  If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the SET is considered authentic.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.  The H-SLP MUST ensure that within a given SUPL Session the source IP address of the SET MUST NOT change.  If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message.
4. The H-SLP determines if the SLP Session ID in the first message corresponds to a currently valid SLP Session ID assigned by the H-SLP

a. If the SLP Session ID in the first message corresponds to a currently valid SLP Session ID assigned by the H-SLP, then the H-SLP MUST compare the verified SET_ID (returned from the bearer) corresponds to the SET_ID that the H-SLP has associated with that SLP Session ID.
i. If the SET_ID values agree, then the H-SLP continues with the SUPL session.

ii. If the SET_ID values disagree, the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
b. If the SLP Session ID in the first SUPL message does not correspond to a valid SLP Session ID, then the H-SLP continues with the SUPL Session. Note: Such a SUPL session must be a SET-initiated session; if the first SUPL message is not appropriate for a SET-initiated session, then the H-SLP will need to terminate the SUPL session with the relevant SUPL error messages (however this is outside the scope of security).
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