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1 Reason for Change

The ILP TS spec needs a chapter covering the security implications of the Llp interface. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

This CR does not require changes to other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change ILP TS document accordingly.

6 Detailed Change Proposal

8. Security Considerations

9. SLC-SPC Security  
10. The connection between the SLC and SPC SHALL be secure. The specifics of which methods  are used to secure the connection are beyond the scope of this document.
10.1 Non-Proxy Mode Mutual Authentication Key Refresh Mechanism 
The keys used for mutual authentication in non-proxy mode (SPC_SET_Key, SPC-TID, SPC_SET_Key_lifetime) require a refresh mechanism for triggered scenarios. For immediate scenarios, no refresh mechanism is required since the duration of an immediate SUPL session never exceeds the lifetime of the mutual authentication keys SPC_SET_Key and SPC-TID and each new authentication keys are generated at the beginning of each immediate SUPL session. The following sections describe a key refresh mechanism for non-roaming and roaming scenarios.  

10.1.2 Mutual Authentication Key Refresh Mechanism for non roaming
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Figure 69: Mutual authentication key refresh mechanism for non roaming

A. The SET and the H-SLP are engaged in a non-proxy triggered SUPL session.

B. A fixed (and configurable) amount of time before SPC_SET_Key_lifetime expires, the SET requires a new SPC_SET_Key and SPC-TID to be used for mutual SET/H-SPC authentication.

C. If the SET is not already attached to the Packet Data Network it will attach itself or the SET establishes a circuit switched data connection.

D. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the H-SLC and sends a SUPL AUTH REQ message to the H-SLC. The SUPL AUTH REQ message contains the session-id.

E. The H-SLC creates SPC_SET_Key and SPC-TID to be used for mutual H-SPC/SET authentication and optionally also a new SPC_SET_Key_lifetime. The H-SLC forwards these keys to the H-SPC in a PREQ message. PREQ contains session-ids, SPC_SET_Key, SPC-TID and optionally SPC_SET_Key_lifetime.

F. The H-SPC confirms the receipt of the PREQ message with a PRES message.

G. The H-SLC forwards SPC_SET_Key, SPC-TID and optionally SPC_SET_Key_lifetime to the SET in a SUPL AUTH RESP message. The SET MAY release the IP connection to the H-SLC.

10.1.3 Mutual Authentication Key Refresh Mechanism for roaming with V-SLP
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Figure 70: Mutual authentication key refresh mechanism for roaming with V-SLP

A. The SET and the H/V-SLP are engaged in a non-proxy triggered SUPL session.

B. A fixed (and configurable) amount of time before SPC_SET_Key_lifetime expires, the SET requires a new SPC_SET_Key and SPC-TID to be used for mutual SET/V-SPC authentication.

C. If the SET is not already attached to the Packet Data Network it will attach itself or the SET establishes a circuit switched data connection.

D. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the H-SLC and sends a SUPL AUTH REQ message to the H-SLC. The SUPL AUTH REQ message contains the session-id.

E. The H-SLC verifies that the target SET is currently SUPL roaming.

NOTE:
The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL 2.0 (there are various environment dependent mechanisms).

F. The H-SLC creates SPC_SET_Key and SPC-TID to be used for mutual V-SPC/SET authentication and optionally also a new SPC_SET_Key_lifetime. The H-SLC forwards these keys to the V-SPC in a RLP TSRLRR message.

G. The V-SLC forwards SPC_SET_Key, SPC-TID and optionally SPC_SET_Key_lifetime to the V-SPC in a PREQ message.

H. The V-SPC confirms the receipt of the PREQ message with a PRES message.

I. The V-SLC responds to the H-SLC with an RLP RSRLRA message.

J. The H-SLC forwards V-SPC address, SPC_SET_Key, SPC-TID and optionally SPC_SET_Key_lifetime to the SET in a SUPL AUTH RESP message. The SET MAY release the IP connection to the H-SLC.

10.1.4 Mutual Authentication Key Refresh Mechanism for roaming with H-SLP

The key refresh mechanism for roaming with H-SLP follows the exact same call flow as for non-roaming (section 8.1.1).
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