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1 Reason for Change

Resolution of comment D49 in CONRR. 

	D49
	2007.10.10
	T
	6.1.2.1
	Source: Ericsson
Form: Doc#0039
Comment:  Regarding third bullet:
There is a mechanism in GBA to get different keys for different protocols between the UE and the NAF. This mechanism is mandatory to use and relies on that you have to include a protocol ID in the request for a NAF key from the BSF. The protocol IDs can be assigned by the OMNA. It is seen as preferable to use this mechanism instead of having a second FQDN for the SLP.

Proposed Change: 


This CR is also submitted for information to SEC as OMA-SEC-2008-0006-CR_SUPL_2_0_TS_ULP_ConrrD49_GBA_ProtocolIdentifier.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR.
6 Detailed Change Proposal
3.3 Abbreviations

	AP
	Access Point (WLAN)

	CI
	Cell Identity (3GPP)

	FQDN
	Fully Qualified Domain Name

	GANSS
	Galileo and Additional Navigation Satellite Systems

	GNSS
	Global Navigation Satellite System

	LAC
	Location Area Code (3GPP)

	MCC
	Mobile Country Code (3GPP)

	MNC
	Mobile Network Code (3GPP)

	NID
	Network ID (C.S0022-A V1.0 )

	OMA
	Open Mobile Alliance

	OMNA
	Open  Mobile Mobile Naming Authority

	PAP
	WAP Push Access Protocol

	POTAP
	WAP Push Over The Air Protocol

	QoP
	Quality of Position

	RNC
	Radio Network Controller

	SET
	SUPL Enabled Terminal

	SID
	System ID (C.S0022-A V1.0 )

	SIP
	Session Initiation Protocol

	SLC
	SUPL Location Center

	SLP
	SUPL Location Platform

	SM
	Short Message

	SMS
	Short Message Service

	TCP
	Transmission Control Protocol

	ULP
	Userplane Location Protocol

	WAP
	Wireless Application Protocol

	WLAN
	Wireless Local Area Network


6.1.2 Key Management for SUPL Authentication

The SUPL Authentication model requires shared secret keys between the H-SLP and the SET, bound to either a removable token such as a R-UIM/UICC(SIM/USIM) or a CDMA UIM integrated into the handset.

6.1.2.1 Deployments Supporting GBA or OMA-CIBA
In the case of deployments supporting GBA [3GPP 33.220] or OMA-CIBA [OMA-CIBA], the shared keys are established as follows:

· For securing IP communication between the SET and SLP MUST derive a shared secret key and operate according to GBA [3GPP 33.220] or OMA-CIBA [OMA-CIBA].  The NAF MUST have well defined domain name SLP_Address_FQDN designating the SLP, e.g., slp.operator.com.
· The key management for non-proxy communication between the SET and an authorized SPC is outlined in Section Error! Reference source not found..

· For MAC protection of SUPL INIT, keys are derived according to GBA [3GPP 33.220] or OMA-CIBA [OMA-CIBA] using the OMNA registered security protocol identifier  (T.B.D) as defined in  [3GPP 33.220] Annex H.    The MAC_KeyID of the MAC_KEY included in the SUPL INIT message MUST be the B-TID of the Ks from which the Ks_NAF is generated.
· The SET MUST ensure that it is always provisioned with a valid Ks.  If no valid Ks is present then the SET MUST initiate the GBA Bootstrapping procedure or OMA-CIBA bootstrapping procedure to provision Ks.  A new Ks MUST be established each time a new UICC (USIM/SIM/R-UIM) is detected by the SET.  Additionally, the SET MUST establish new shared keys when the Ks_NAFs lifetime (set by the Home Network operator) expires.

6.1.6.4   Negotiating the Level of SUPL INIT Protection

An informal description of how the SUPL INIT protection level is negotiated is as follows: The initial protection level is always Null SUPL INIT protection. In this state the SET handles all SUPL INIT messages, i.e. no messages are silently dropped. If a SUPL INIT message is parsed with a failure condition, the SET sends an error message to the SLP.

The SET must apply Null SUPL INIT protection when there is no key (power-up),  the key has been erased, the lifetime of the key has expired or when a new key has been bootstrapped (GBA/OMA-CIBA) but has not yet been used in communicating with the H-SLP. 

When the SET connects to the H-SLP, the negotiation for TLS setup, i.e. if PSK TLS or TLS with server certificate should be used, will indicate the support for GBA/OMA-CIBAand the existence of a shared key together with its identity or not. If GBA/OMA-CIBAis not supported this indicates that Null SUPL INIT protection shall be applied. If GBA/ OMA-CIBAis supported then Basic SUPL INIT protection applies with the indicated key identity (B-TID). Note that this means that the protection level is renegotiated every time the SET sets up a fresh TLS connection to the H-SLP.

For Basic SUPL INIT protection, the replay protection counter in the SLP is reset to zero the first time a key is used and the SET removes all information about “played” SUPL INIT messages.
6.1.6.4.1 Negotiation from the H-SLP Perspective

If the H-SLP has a current B-TID for the SET, then 

· SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF or OMA-CIBA- Ks_(int/ext_)NAF corresponding to that B-TID and generated using FQDN H-SLP_FQDN and security protocol identifier (T.B.D). 

· Assuming no other SUPL INIT protection has been negotiated, then the H-SLP assigns the Basic SUPL INIT protection for that SET.

If no other level of protection is assigned, then the H-SLP assigns Null SUPL INIT protection level for that SET.

The H-SLP applies the procedures (for processing SUPL INIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT protection. This includes assigning the appropriate value for the Protection Level parameter.
6.1.6.4.2 Negotiation from the SET Perspective

If (since power up) the SET has established a TLS-PSK session (with the H-SLP) using GBA or OMA-CIBA and using the current B-TID for the SET, then 

· SUPL_INIT_ROOT_KEY is the Ks_(int/ext_)NAF or OMA-CIBA- Ks_(int/ext_)NAF corresponding to that B-TID   and generated using FQND H-SLP_FQDN and security protocol identifier (T.B.D). 

· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Basic SUPL INIT protection level.

If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.

The SET applies the procedures (for processing received SUPL INIT messages) corresponding to the currently assigned level of SUPL INIT protection. [Editor’s note: OMA-SEC is considering whether a state transition diagram would be appropriate here].
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