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1 Reason for Change

References for XML encryption and signatures are missing

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change LOCSIP AD document accordingly.

6 Detailed Change Proposal
Change 1:  Add references & terms
2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[CHG_AD]
	“Charging Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-Charging-V1_0, URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[RFC4119]
	“A Presence-based GEOPRIV Location Object Format”, SJ. Peterson, December 2005,
URL:http://www.ietf.org/rfc/rfc4119.txt 

	[RFC3856]
	“A Presence Event Package for the Session Initiation Protocol (SIP)”, J.Rosenberg, Aug. 2004,  http://www.ietf.org/rfc/rfc3856.txt

	[LOCSIP-RD]
	“Location in SIP/IP core Requirements”, Open Mobile Alliance™, OMA-RD-LOCSIP-V1_0,
URL:http://www.openmobilealliance.org/ 

	[RFC3265]
	“Session Initiation Protocol (SIP)-Specific Event Notification”, A.B. Roach, June 2002, RFC 3265,
URL: http://www.ietf.org/rfc/rfc3265.txt

	[RFC4662]
	“A Session Initiation Protocol (SIP) Event Notification Extension for Resource Lists”, A. B. Roach et al, August 2006, RFC 4662,
URL: http://www.ietf.org/rfc/rfc4662.txt

	[IMSARCH]
	IMS in OMA Architecture Document: Open Mobile Alliance™,  OMA-AD-IMS-V1_0,

URL:http://www.openmobilealliance.org/

	[OMA XDMAD]
	“OMA XML Document Management (XDM) Architecture, V2.0”,OMA-AD-XDM-V2_0, Open Mobile Alliance™,
URL: http://www.openmobilealliance.org/

	[URILISTSUB]
	“Subscriptions to Request-Contained Resource Lists in the Session Initiation Protocol (SIP)”, G. Camarillo, A. Roach, O. Levin, November 2007,
URL: http://www.ietf.org/internet-drafts/draft-ietf-sip-uri-list-subscribe-02.txt
Note: IETF Draft work in progress

	[3GPP TS 23.002]
	“Network Architecture”, 3GPP TS 23.002

http://www.3gpp.org/ftp/specs/html-info/23002.htm

	[3GPP TS 23.228]
	“IP Multimedia Subsystem (IMS); Stage 2”, 3GPP TS 23.228,
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.228/

	[3GPP TS 33.203]
	”Access Security for IP-based Services”, 3GPP TS 33.203

http://www.3gpp.org/ftp/specs/html-info/33203.htm

	[3GPP2 S.R0086-A]
	”IMS Security Framework”, Revision A, Version 1.0

http://www.3gpp2.org/public_html/specs/tsgs.cfm

	[3GPP2 X.S0013-002-B]
	“All-IP Core Network Multimedia Domain: IP Multimedia Subsystem - Stage 2”, Revision B, Version 1.0, 3GPP2,
URL: http://www.3gpp2.org/Public_html/specs/index.cfm

	[XMLENC]
	“XML Encryption Syntax and Processing”, W3C Recommendation 10 December 2002,URL:http://www.w3.org/TR/xmlenc-core/

	[XMLSIG]
	“XML Signature Syntax and Processing”, W3C Recommendation 12 February 2002, 
URL:http://www.w3.org/TR/xmldsig-core/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.6, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_6, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Location Server
	Functional entity that handles location service subscription request and retrieves the location information of the target. 

	Location Client
	Functional entity that subscribes to a Location Server in order to obtain location information for one or more targets.

	Target
	The device or the user associated with a device whose location is requested.


3.3 Abbreviations

	AUID
	Application Unique ID

	GBA
	See [OMADICT]

	L-RLS
	Location Resource List Server

	OMA
	Open Mobile Alliance

	PoC
	Push-to-talk over Cellular

	PKI
	Public Key Infrastructure

	QoS
	Quality of Service

	SIP
	Session Initiation Protocol

	URI
	Uniform Resource Identifier

	XCAP
	XML Configuration Access Protocol

	XDM
	XML Document Management

	XDMC
	XML Document Management Client

	XDMS
	XML Document Management Server

	XML
	Extensible Markup Language


Change 2:  Add references to XML encryption/signature
5.4 Security Considerations

This section describes the mechanisms required for the secure operation of LOCSIP.
5.4.1 SIP Signaling Security

The Location Client SHALL be authenticated prior to accessing the Location Server. The Location Server MAY rely on the security mechanisms provided by the underlying SIP/IP Core, for securing the service environments.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the Location Client contains USIM/ISIM or UIM/R-UIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-A]. For further SIP signalling, the integrity protection mechanism SHALL be used as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-A].
5.4.2 Location Information security
For Location Information the SIP/IP Core network security is not always sufficient. The Location Server SHOULD thus apply XML encryption as specified in [XMLENC] to ensure confidentiality protection of the location information and XML signature as specified in [[XMLSIG] to ensure integrity protection of the location information.

The key management is for further study. Candidate mechanisms are PKI and GBA.
5.4.3 XDM security
The XDM security is specified in [OMA XDMAD] "Security Considerations".

















































































































































































































































































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

