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Change Request

	Title:
	LOCSIP 1.0 Privacy Check from Home Network of Target
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	LOC WG

	Doc to Change:
	OMA-AD-LOCSIP-V1_0-20090518-D

	Submission Date:
	19 May 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Richard Wu, Nokia Siemens Networks, richard.wu@nsn.com 

	Replaces:
	n/a


1 Reason for Change

This CR resolves the comment A012 from OMA-CONRR-LOCSIP-V1_0-20090515-D.
	A012
	2009.03.20
	T
	6.1.4
	Source: Nokia Siemens Networks

Form: NP doc #16
Comment: Priv-06 The privacy checking SHALL be done in the home network of the target, it is unclear how this is solved

Proposed Change: specify the solution.
	Status: OPEN 

Require discussion
CR, NSN


The proposed change is to reuse the OMA common security function enabler for the privacy and restricts the option with privacy checking only done through the home network of the target.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

OMA-TS-LOCSIP-V1_0
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the changes.
6 Detailed Change Proposal

Change 1:  Add the restriction that the home network of the target is the only place for the deployment of the privacy data
5.5.2 User Plane Security
There are two aspects to be considered: User Authentication and Location Information protection. 

In order to protect User Plane communication Location Client and Location Server SHOULD be mutually authenticated, subject to service provider policies.

The baseline for integrity and confidentiality protection is described in [OMA SEC CF] but it needs to be extended to provide a SIP-binding - instead of the existing HTTP – since the LOCSIP server exposes only a SIP interface. The privacy data for the target shall only be obtained from the home network of the target. Only the home domain deployment model supported by [OMA SEC CF] is applicable to LOCSIP.  
For Location Information the SIP/IP Core network security is not always sufficient. The Location Server SHOULD thus apply XML encryption as specified in [XMLENC] to ensure confidentiality protection of the location information and XML signature as specified in [XMLSIG] to ensure integrity protection of the location information.

The key management is defined in [LOCSIP-TS]. 
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