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1 Reason for Change

This contribution adds an application identifier to the SUPL 2.0 TS. An application ID is required by carriers for authentication, billing or debugging purposes.  This change is only applicable for SET initiated call flows as the Network Initiated cases are covered by fields within the MLP request.
The SET initiated messages affected are SUPL START, SUPL TRIGGERED START and SUPL SET INIT.

----------------------------------------------------------------

The issues this CR is trying to resolve are:

1. The operator does not know what applications are utilizing SLP resources.  In practice, applications are written in a non-optimal way or are buggy which abnormally consumes SLP resources or increases costs to the SLP vendor.

2. Operators need to track application usage for marketing and other purposes.  Currently this can be tracked for Network Initiated requests, but not SET Initiated.

CR limitations:

1. The java location APIs JSR 179 and 223 do not provide a mechanism for applications to pass in application information.  These JSR's will need to be updated to add the ability to pass application information to the SUPL layer on the SET.  This is only a limitation if the operator does not use certificates with application provider and application name within the certificate.
2. The Application ID field can easily be filled out with bad data if application certificates are not used.  This CR only is attempting to gain additional usage and debugging data for "well-behaved" applications in this case.

3. This CR does not address any mechanism that enforces a subscriber is ALLOWED to use an application.  Currently many operators require applications to obtain a certificate to access their location APIs such as JSR 179.  This takes care of requiring the application to have a certificate but does not prevent an application from being copied to another subscriber.  It is felt that a global mechanism larger than Location is required to prevent unauthorized subscribers.  Section 7 has been added as one method subscriber to application authorization could be implemented.
CR 193V2

1. Added Andrew Corp and Orange SA as co-signers

2. Updated to the 20090630 version of TS.

3. Removed call flows as Application ID is now an optional parameter.

4. Updated Section 10.25 to state the exception procedures under 5.2.17.1 apply.
5. Updated ASN.1

a. Added ApplicationID to SUPL-SET-INIT
b. Ver2-SUPL-START-extension
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications
N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change the SUPL 2.0 TS document accordingly.
6 Detailed Change Proposal

See attached SUPL 2.0 document (OMA-TS-ULP-V2_0-20090630-D_TCS_ApplicationID.doc) updated to include application identification.
7 Other

The following information is for operators and others to discuss with their local teams for implementation of an end-to-end subscriber to application permission model.  This architecture and call flows are for operators who want to protect their location API's from being accessed from invalid applications and from un-authorized subscribers.

This information is NOT for inclusion in the TS.
Location API Protection:

Location APIs such as JSR 179 are currently protected from being accessed by means of a certificate tied to an application.  This enables the SET to prevent any access to SUPL at the Location API layer.

SET Authorization Protection:

To determine if a subscriber (SET) is ALLOWED to run the application, the H-SLP is best to perform the check.  The SET SUPL layer will pass the Application ID in the SUPL START Message to the H-SLP.  The H-SLP will make a call to the operators AAA server passing the SET ID and ApplicationID.  The AAA will respond with the subscriber being authorized or denied.  The interface to the AAA is undefined but easily implementable.
Possible Architecture:

[image: image1.emf]SET

Application Layer

Application

Application

Certificate

Location API Layer

E.g. JSR 179

Certificate

Validation

SUPL Implementation Layer

SUPLv2

Passes

AppProvider, 

AppName, 

AppVersion

H-SLP ULP

Operator

AAA

Server

Proprietary

Interface


Successful Call Flow:

The following call flow is the Non-Roaming Successful - Proxy mode flow with a AAA check to validate if the subscriber is authorized to run the application.  Steps D and E highlight the call to AAA.  Similar checks would be done for SUPL SET INIT and SUPL TRIGGERED START flows.  If the subscriber is authorized for the application, the call flow continues.
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Failure Call Flow:
If the subscriber is not authorized to run the application, the Exception Procedures in Section 5.2.17.1 SET Authorization Failure would be executed.
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