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1 Reason for Change

The current version of SUPL 2.0 uses TLS 1.1 to establish a secure connection between a SET and SLP. TLS 1.1 is defined in RFC 4346 from April 2006. However, TLS 1.2 defined in RFC 5246 from August 2008 is now in widespread use and provides some improvements compared to TLS 1.1. It is thus proposed to add TLS 1.2 to SUPL 2.0. To maintain backward compatibility, TLS 1.1 support is retained and TLS 1.2 is made optional.
R01: Adds optional support by SETs, SLPs and SPCs which support TLS 1.2 of TLS_PSK_WITH_AES_128_CCM as defined in RFC 6655.

2 Impact on Backward Compatibility
N/A
3 Impact on Other Specifications

SUPL 2.0 TS ILP, SUPL 2.0 ETS, SUPL 2.1, SUPL 3.0
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes and update SUPL 2.0 TS ULP accordingly.
6 Detailed Change Proposal
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6. Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

NOTE: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes TLS 1.1 ciphersuites, TLS 1.2 ciphersuites and TLS-PSK ciphersuites. 

NOTE: In this section, the following definitions apply. A 3GPP bearer network is one for which the standards are maintained by 3GPP; these include GSM, GPRS, EDGE, WCDMA/TD-SCDMA and the upcoming LTE bearer networks. A 3GPP2 bearer network is one for which the standards are maintained by 3GPP2; these include cdmaOne, cdma2000 1x, cdma200 EV-DO and UMB bearer networks. A 3GPP SET (3GPP2 SET respectively) is a SET that supports data access via a 3GPP bearer network (3GPP2 bearer network respectively).  A WiMAX SET is a SET that supports data access via a WiMAX bearer network ([NWG 1.2.0 stage 2], [NWG 1.2.0 stage3]).
NOTE: H-SLP operators should note that the authentication methods described herein do not take into account scenarios where the SET moves from one access network to another. It is assumed, that after the hand over to another access system, the security context may not be available in the terminal and the network and the level of trust between the network and terminal may change.

On powering up and shutting down, detection of a new UICC or removal of a UICC, the SET handset MUST delete any keys  on the SET handset associated with SUPL 2.0, including

· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF

· WIMAX Keys: such as SEK

· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.

6.1.1.4 Techniques for Minimizing the TLS Handshake Workload

The procedures in this section will minimize the workload associated with establishing TLS sessions between the H-SLC and SET. Where there is a conflict with [TLS] or [TLS 1.2], [TLS] or [TLS 1.2] takes precedence. 

If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS session to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed using the abbreviated handshake shown in Figure 2 of [TLS] and [TLS 1.2]. The advantage of resuming a TLS session is that resuming a TLS session based on server certificates does not require the public-key operations: only symmetric cryptographic algorithms are required (which require significantly less processing). 

NOTE: The H-SLC allows the session to be resumed by allocating a TLS SessionID as described in [TLS] and [TLS 1.2].

NOTE: There is no advantage to resuming a TLS-PSK session (as used for GBA and SEK-based authentication), since the same computations are performed. However, a H-SLP may still allow resuming a TLS-PSK session.

NOTE:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake. If the SET does not wish to resume a TLS session, then the SET sends the TLS ClientHello message without including the TLS SessionID, in which case the full handshake will be performed. If the TLS SessionID parameter is present in the TLS ClientHello message, the H-SLC then chooses whether or not to resume the TLS session. If no SessionID parameter is present in the TLS ClientHello message, then the H-SLC cannot associate the TLS handshake with a previous TLS Session, so the TLS handshake establishes a completely fresh TLS session using a full handshake. The details are specified in [TLS] and [TLS 1.2]. 
The SET chooses whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate or SEK) are expired. 

· The SET MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials, if desired. 

· The SET MUST NOT resume a session that was established prior to power-up or detection of a new R-UIM/ SIM/USIM. 

The H-SLC chooses whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate or SEK) are expired. 

· The H-SLC MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials if desired. 

NOTE: Each H-SLC must decide for itself whether or not to allow abbreviated handshakes, and this decision can even be made on a SET-by-SET basis. The H-SLC is taking a small risk when it accepts to resume an existing TLS session. This risk is the possibility of a “naughty” SET distributing the master_secret (established during a full TLS handshake), so that others may resume that TLS session, thus allowing multiple SETs to obtain service that will be charged to a single SET. The “naughty” SET could be doing this without the knowledge of the SET owner (for example, a malicious code could be at fault). Note that the loss can be easily limited: if a H-SLC detects (or suspects) that such abuse is occurring, then the H-SLC can easily (a) end the TLS sessions using that master_secret, (b) identify the “naughty” SET and (c) re-authenticate the “naughty” SET using full handshake to allow the user to continue to have service if required. In summary, the benefit of resuming sessions (in terms of reduced computation) for the ACA-based method and SLC-only method is thought to exceed the risk of attack
6.1.2.3 Deployments not Supporting GBA or SEK

In the case of deployments that do not support GBA [3GPP 33.220] or SEK, the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST use TLS-RSA [TLS] [TLS 1.2] with a server-certificate authenticating the SLP. SET authentication (which binds the resulting shared secret keys to either the removable or integrated token discussed above) is described in section 6.1.4 for non-emergency cases and sections 6.1.5.3 and 6.1.5.4 for emergency cases.

· The key management for non-proxy communication between the SET and an authorized SPC is outlined in section 6.1.2.4.

· MAC protection of SUPL INIT is not supported in these cases.

6.1.3.2.2 Authentication failures

Authentication failures are handled as they are described in [TLS], [TLS 1.2] and in [RFC 4279].

6.1.4 Alternative Client Authentication (ACA) Mechanisms

NOTE: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a 3GPP bearer network) or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of this mechanism, known as the Alternative Client Authentication mechanism.  If an SLP implements the Alternative Client Authentication mechanism, then the SLP is recommended to implement the method using PSK-TLS with GBA as well.

Section 6.1.1.3 describes which entities must support the ACA-based method, and the algorithms that must be supported by an entity that supports ACA-based method. For informative purposes, this information is repeated here:

· A bearer network may support the ACA-based method. A bearer network must support the ACA-based method if a H-SLC wishes to support the ACA-based method for the bearer network’s subscribers. 

· An SLC MAY support the ACA-based method. 

· GSM/UMTS and CDMA SET handsets MUST support the ACA-based method. 

· The ACA-based method does not involve the SET UICC/UIM/SIM/USIM.

· The ACA-based method does not involve SPC entities.

SETs that support Alternative Client Authentication MUST also support TLS 1.1, and MAY support TLS 1.2, with certificate-based server (SLP) authentication.  In addition, the SET MUST be provisioned with a root certificate enabling it to verify SLP server certificates.  As various different methods exist for provisioning of root certificates to SETs no particular mechanism is defined by this specification.  SUPL operators need to ensure that when TLS 1.1 or TLS 1.2 is used for Alternative Client Authentication the relevant root certificates exist in the SET.

SLPs that support Alternative Client Authentication MUST support TLS 1.1, MAY support TLS 1.2, and MUST have a valid TLS Server Certificate, which can be verified by the SETs that implement Alternative Client Authentication.

The Alternative Client Authentication (ACA) mechanism is a mechanism where the H-SLP can check the binding of the SET’s IP address to the SET_ID assigned to the SET. If the ACA mechanism is implemented, then the H-SLP MUST be able to map the source IP address of a SUPL message received from the SET to the SET_ID used by the SLP to address the SET. In order for an SLP to use the ACA mechanism, the bearer network MUST prevent IP Address Spoofing at the bearer level. A successful mapping between the source IP address and the SET’s SET_ID would imply that the SET is securely identified (i.e., authenticated) on the bearer network.  This solution does not require any specific client (SET) authentication implementation on the SET but requires the SLP to support acquiring the correct source IP address for a particular SET_ID from the bearer.

3GPP-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for GPRS roaming access using a GGSN in the visited rather than home network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for GPRS access when the SET is required to use a GGSN in the home network. 

3GPP2-Bearer-Specific issues: The acquisition of the source IP address will not be possible in all cases – e.g. for roaming HRPD access using simple IP or MIP access within the visited network. Therefore, the alternative client authentication mechanism should only be relied on when the home network assigns the source IP address or has access to it – e.g. as applies for HRPD access when the SET is required to use MIP to an HA in the home network.

Section 6.1.4.1 describes how this mechanism is used for client authentication in SUPL 2.0.

In the case that UDP/IP is used to transfer a SUPL INIT, the H-SLP SHALL first verify the IP address by querying the bearer network for the SET IP address using the SET_ID or by querying the bearer network for the SET_ID using the IP address. 
6.1.4.1 ACA Procedures

Network-Initiated Scenarios: If, after receiving a SUPL INIT message from the H-SLP (and after applying the appropriate security mechanisms and notification/verification as described elsewhere in this document), the SET is authorized to continue with the corresponding SUPL sessions, then an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP choose not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a Network-initiated scenario:

1. Note that the SUPL INIT message was sent in response to an MLP request that supplied a SET_ID. The H-SLP assigns a SLP Session ID for the MLP request and sends a SUPL INIT. The H-SLP associates the response from the SET with the request from the MLP using the SLP Session ID. However, the H-SLP must first verify that the responding SET corresponds to the correct SET_ID. The remaining steps describe this authentication process.

2. The SET establishes a TLS 1.1 or TLS 1.2 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

3. The H-SLP determines if the SLP Session ID in the first SUPL message from the SET (in response to SUPL INIT) corresponds to a currently valid SLP Session ID assigned by the H-SLP. If the SLP Session ID in the first SUPL message does not correspond to a valid SLP Session ID, then the H-SLP ends the SUPL Session with the appropriate message. Otherwise, the H-SLP notes the corresponding SET ID.

4. Prior to responding to the first SUPL Message from the SET (SUPL POS INIT, SUPL START, SUPL AUTH REQUEST, SUPL TRIGGERED START, SUPL REPORT or SUPL END), the H-SLP  MUST verify the SET_ID of the SET. There are two methods for achieving this. 

a. Requesting the SET_ID. 

i. The H-SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the H-SLP checks that the returned SET_ID is internally associated with the correct SET_ID (see Step 3). If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the H-SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found, then the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The H-SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID (see Step 3).  

1. If the bearer network returns an IP address, then the H-SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the H-SLP ends the SUPL session with the appropriate SUPL message. Otherwise, the SET is considered authentic and the H-SLP continues with the SUPL session. 

2. If an IP address cannot be found, then the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.
NOTE: a bearer network might support only one of the two types of query (requesting IP address or requesting SET_ID) in Step 4 for obtaining an SET_ID/IP address binding. The H-SLP is responsible for conforming with the method supported by the bearer network.
SET-Initiated Scenarios: When the SET wishes to initiate a SUPL session, an existing, open mutually-authenticated TLS session SHOULD be used, or a previous resumable TLS session MAY be resumed as discussed in section 6.1.1.4. If there is no open TLS session, or the SET or H-SLP chooses not to resume a session, then the SET and H-SLP require a fresh TLS session, and the SET and H-SLP perform the appropriate steps as described in section 6.1.3 for negotiating a SET-SLC authentication method.

The following steps are used by the H-SLP when the Alternative Client Authentication Mechanism is to be applied for authenticating the SET in a SET-initiated scenario.

5. The SET establishes a TLS 1.1 or TLS 1.2 session with the H-SLP.  The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET.  

6. Prior to responding to the first SUPL Message (e.g. SUPL START, SUPL TRIGGERED START), the H-SLP MUST verify the SET_ID of the SET. There are two methods for achieving this.

a. Requesting the SET_ID. 

i. The H-SLP queries the underlying bearer network to find out the current SET_ID using the source IP address used by the SET.  

1. If a valid SET_ID is returned from the bearer for the source IP address of the first SUPL message sent by the SET then the H-SLP checks that the returned SET_ID is same as provided by the SET. If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic, and the H-SLP continues with the SUPL session.

2.  If a valid SET_ID cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

b. Requesting the IP address. 

i. The H-SLP queries the underlying bearer network to find out the source IP address being used by the SET associated with this SET_ID.  

1. If the bearer network returns an IP address, then the H-SLP checks that this IP address corresponds to the Source IP address of the first SUPL message. If this check fails, then the H-SLP ends the SUPL session with the appropriate message. Otherwise, the SET is considered authentic and the H-SLP continues with the SUPL session. 

2. If an IP address cannot be found the H-SLP MUST terminate the SUPL session with the relevant SUPL error messages.

NOTE: In both the H-SLP-Initiated and SET-Initiated scenarios, the H-SLP can re-authenticate the SET by sending an appropriate query to the bearer network to bind the SET_ID to the source IP address currently in use. There are various circumstances where this could be useful, for example: (A) if the IP address of the SET changes during a TLS session, then the H-SLP can send the appropriate query to the bearer network to ensure that the SET_ID is associated with the new IP address; (B) when resuming a TLS session, the H-SLP can re-use a previous TLS session as discussed in section 6.1.1.4, thereby saving computation, and simply send the appropriate query to the bearer network to authenticate the SET. Note that re-authenticating the SET in this manner does not involve interaction with the SET itself..

Change 1:  
Note to Editor: References [PSK TLS] and [RFC 4279] point to the same specification. It is suggested that one of these references be changed into the other reference throughout the SUPL 2.0 TS.
6.3 Confidentiality and Data Integrity Protocols

TLS 1.1 [TLS] or TLS 1.2 [TLS 1.2] SHALL be used to provide Confidentiality and Data Integrity between a SET and an SLP. All SUPL Messages except “SUPL INIT” MUST be delivered within a TLS session between a SET and an SLP. 

Section 6.1.1.3 provides details for determining which entities in a SUPL 2.0 deployment have TLS with server-certificate authentication and/or TLS-PSK as mandatory or optional.

6.3.1 TLS with Server-Certificates

Implementations of TLS 1.1 with server-certificates shall conform to [TLS] and WAP Profile of TLS 1.1 [WAP TLS].Implementations of TLS 1.2 with server-certificates shall conform to [TLS 1.2] and WAP Profile of TLS 1.1 [WAP TLS], where [TLS 1.2] and this specification take precedence over [WAP TLS] where there is any conflict. The following clarifications apply in both cases:

SETs SHALL implement the following cipher suites:

· TLS_RSA_WITH_AES_128_CBC_SHA, specified in [TLS-AES] for TLS 1.1 and specified in [TLS 1.2] for TLS 1.2.

For SET implementations that prefer additional cipher suites, SETs SHOULD implement the following cipher suites:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA; specified in [TLS] for TLS 1.1 and specified in [TLS 1.2] for TLS 1.2.

For SET implementations that support TLS 1.2, SETs MAY implement the following cipher suites: 
· TLS_RSA_WITH_AES_128_CCM [RFC 6655].

SLCs supporting TLS 1.1 or TLS 1.2 with server-certificates SHALL implement the following ciphersuites:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA; specified in [TLS] for TLS 1.1 and specified in [TLS 1.2] for TLS 1.2.

· TLS_RSA_WITH_AES_128_CBC_SHA, specified in [TLS-AES] for TLS 1.1 and specified in [TLS 1.2] for TLS 1.2.

SLCs supporting TLS 1.2 with server-certificates SHOULD implement the following cipher suites:

· TLS_RSA_WITH_AES_128_CCM [RFC 6655].
For SLC implementations supporting TLS 1.1 or TLS 1.2 with server-certificates that prefer to support NULL encryption SLCs MAY implement TLS_RSA_WITH_NULL_SHA.  Note that the use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection.  However, it still provides authentication and integrity protection.

The WAP Certificate profile [WAP Cert] of TLS 1.1 SHALL be supported by SLPs supporting TLS 1.1 or TLS 1.2 with server-certificates and SETs. 
6.3.2 TLS-PSK

SET implementations supporting TLS-PSK SHALL implement TLS 1.1 [TLS] and MAY implement TLS 1.2 [TLS 1.2].
TLS-PSK implementations SHALL conform to PSK-TLS [PSK-TLS].

SETs supporting TLS-PSK SHALL implement the following cipher suites:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SET implementations supporting TLS-PSK that prefer additional cipher suites, the SETs SHOULD implement the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].
For SET implementations supporting TLS-PSK and TLS 1.2, the SETs MAY implement the following cipher suites:
· TLS_PSK_WITH_AES_128_CCM [RFC 6655]. See Note.

NOTE: The specification [RFC 6655] references the specification [PSK-TLS], so this cipher suite meets the requirement of conforming to [PSK-TLS].
SLP implementations supporting TLS-PSK SHALL implement TLS 1.1 [TLS] and MAY implement TLS 1.2 [TLS 1.2].
The following cipher suites SHALL be implemented by SLPs which support TLS-PSK:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SLP implementations supporting TLS-PSK that prefer additional cipher suites, the SLPs SHOULD implement the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].

For SLP implementations supporting TLS-PSK and TLS 1.2, the SLPs SHOULD implement the following cipher suites: 
· TLS_PSK_WITH_AES_128_CCM [RFC 6655]. See Note above.
The following cipher suites SHALL be implemented by SPCs that support non-proxy mode:

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS].

For SPC implementations that support non-proxy mode that prefer additional cipher suites , the SPCs SHOULD implement:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS].
For SPC implementations that support non-proxy mode and TLS 1.2, the SPCs SHOULD implement the following cipher suites: 
· TLS_PSK_WITH_AES_128_CCM [RFC 6655]. See Note above.
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2018 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 17)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2018 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 17 (of 17)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

