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1 Reason for Change

New text for the “Terminology and Conventions” section (3) of the Network Identity Phase 2 Architecture document is proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 of this CR in the next revision of the Network Identity Phase 2 Architecture document. The text proposed in section 6 (Detailed Change Proposal) should address terminology and abbreviations used throughout the document. Since this document is just starting to be developed, it is difficult to anticipate all the terms that will or will not exist in the document; as a result, for starters, it is proposed to duplicate the entire Terminology and Conventions section currently existing in OMA-RD_Identity_Management_Framework-V1_0-20050106-D, and to add/remove terms as needed once the architecture document is finalized. It is assumed here that most of the terms would already be covered, and most of what will be needed is to remove unused terms.

Using this process, and existing proposed sections for Scope (OMA-MWS-2005-0004-Proposed-Introduction-Section-of-NI-Phase-2-AD) and for Requirements (OMA-MWS-2005-0004-Proposed-Requirements-Section-of-NI-Phase-2-AD):

· Abbreviations for ID-WSF and NI were added.

· Definition for “Trust” was added.

6 Detailed Change Proposal

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Access Control
	The process of restricting access to the resources of a system only to appropriately authorised Entities that have been previously authenticated (at an appropriate level).

	Access Control Policy
	A Policy that is enforced in the Access Control process.

	Access Network
	A network, with which Devices interact in order to get access to services.

	Account
	A formal business agreement between a Principal and a Provider, which allows for service consumption.

	Address
	A unique Identifier of an Entity in a network, used by another Entity for the purpose of communicating with it.

	Affiliation
	See Alliance

	Agent
	An Entity with the proper Authorisation to act autonomously on behalf of other Entities.

	Alliance
	An agreement between two or more independent Entities that defines how they will relate to each other and how they jointly conduct activities.

	Assertion
	A collection of one or more statements about a Principal (e.g. Authentication statement or Authorisation statement).

	Attribute
	An Attribute is a characteristic that describes a Principal.

	Attribute Class
	A pre-defined set of Attributes (e.g. the constituents of the Principal’s name, such as prefix, first name, last name, suffix). An Attribute Class could be defined either in an IdM specification or by business agreements.

	Attribute Provider
	A special type of Service Provider, whose service is to provide Attributes about a Principal.

	Attribute Transfer
	Transmission of a Principal’s Attribute from an Entity (i.e. an Attribute Provider) that manages it, on behalf of the Principal, to an Entity that requests it (e.g. a Service Provider).

	Authentication
	The process of verifying an Identity claimed by (or for) a Principal.

	Authentication Assertion
	An Assertion that can be sent from one Identity Provider (or an Identity Broker) to another Provider, which describes a successful Authentication of a Principal. An Authentication Assertion may also contain information such as for how long the Assertion is valid. An Authentication Assertion will also often include an Authentication Context, to notify the Provider what form of Authentication was used.

	Authentication Context
	The set of parameters (time, location, transaction value, etc.) within which a specific Authentication instance is acceptable, emphasising that a single Authentication instance may need to be re-established, perhaps with different mechanisms or classes of mechanisms, when some parameter changes.

	Authentication Domain
	Two or more Service Providers, one of which must be an Identity Provider, that have business relationships and operational agreements, and with whom Principals can interact in a secure and apparently seamless way. An Authentication Domain can only have one Identity Provider, but can have multiple Principals and multiple Service Providers. If two Identity Providers are involved, then this would be an example of two Authentication Domains. If the two Identity Providers also have business relationships and operational agreements, then these two Authentication Domains would, together, be called a Circle of Trust.

	Authorisation
	A right or permission that is granted to a system Entity to access a system resource, or the process of granting the right or permission [RFC 2828].

	Circle of Trust
	Two or more Authentication Domains, where the Identity Providers involved also have business relationships and operational agreements with each other.

	Container
	See Identity Container

	Credential
	See Identity Credential

	De-Federation
	A reversal of the process of Federation of two Accounts (belonging to the same Principal), or termination of the state of Identity Federation. De-Federation usually involves an exchange of messages among the systems which established the Identity Federation.

	Device
	A Device is a voice and/or data terminal that uses a wireless bearer for data transfer. Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, unattended data-only Devices (e.g. vending machines), and, when in a suitable terminal, Smart Cards (e.g. GSM SIM Smart Cards).

	Device Management
	The mechanisms and processes for managing Devices, including setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices, and processing events and alarms generated by Devices.  [DM-Charter]

	Device Management Server
	A computer or Device on a network which performs Device Management.

	Device Management Tree
	A data tree used for containing Device Management objects (information settings) on a Device.

	Discovery Service
	A service that allows requestors to discover resources and how to access those resources.

	End User
	An End User is a (human) user of a service. An End User is therefore a subset of the term Principal.

	Entity
	A thing with distinct existence. In this document the term Principal is regularly used as a subset of Entity, more specific to the Entities involved in an Identity Management enabler.

	Event Token
	An Event Token is a token that can be used: to allow access to an event; as a reference to an End User's Account; to enable the processing of payment for an End User's outstanding Account balance (for example, at a ticketing gate to access a theatre, or for drink purchase).

	Federation
	The binding of two or more Accounts (within an Authentication Domain or a Circle of Trust, where one of the Accounts is at an IDP) for a given Principal. Federation does not imply that Identity Attributes are being shared – it is simply a joining of two or more Accounts (e.g. for Single Sign On), after which Attributes could then be shared.

	Group
	An identifiable list of contacts (e.g. a list of URIs).

	Identifier
	A reference that uniquely maps to an Identity. One or more Identifiers are among the characteristics that define an Identity.

	Identity
	The characteristics by which an Entity or person is recognised or known.

	Identity Broker
	A special type of Identity Provider that receives requests for Identity information from a Service Provider and subsequently requests that information from other Provider(s). The Identity Broker aggregates the data and responds to the originating Service Provider.

	Identity Container
	An Entity that can be used to store, transport, process, dispose of, or otherwise handle Identity information.

	Identity Credential
	Data that is transferred or presented in order to attest to, or establish, the claimed Identity of a Principal, or the claimed Authorisation permissions of that Principal.

	Identity Management
	The management of Identity information, both internally and when it is passed from one Entity to another.

	Identity Provider
	A special type of Service Provider role that creates, maintains, and manages Identity information for Principals, and can provide an Authentication Assertion to other Service Providers within an Authentication Domain (or even a Circle of Trust).

	Non-repudiation
	Non-repudiation is the prevention of an End User wrongly denying having performed an action, in particular:

- Accountability: The property of a system (including all of its system resources) that ensures that the actions of a system Entity may be traced uniquely to that Entity, which can be held responsible for its actions;

- Proof of Origin: Presentation of evidence of having sent a message;

- Proof of Delivery: Presentation of evidence of having delivered a message;

- Proof of Receipt: Presentation of evidence of having received a message.

	Payment Service Provider
	A Service Provider whose service is to authorise and bill for financial transactions and then provide clearing services.

	Policy
	An ordered combination of Policy Rules that defines how to administer, manage, and control access to resources. (Derived from [RFC3060], [RFC3198] and [RFC3460])

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true.

	Principal
	An Entity that has an Identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of Principals include an individual End User, a Group of End Users, a corporation, service enablers / applications, system Entities and other legal Entities.

	Principal Agent
	An IdM role that represents Principals in Identity Management interactions. Examples of Principal Agents are user interfaces in Devices, Devices themselves, SIM Smart Cards, the business support system of a mobile operator, etc. A Principal Agent can be thought of as a delegated source of Identity information.

	Privacy Settings
	Privacy Settings describe the rights and limitations of access to and processing of personal data (of an End User). Privacy Settings may be expressed in terms of access rules that determine a Policy with respect to the privacy protection of personal data of an End User towards requestors.

	Provider
	An Entity that performs one or more of the roles in an Identity Management enabler, for example an Attribute Provider, Service Provider or Identity Provider.

	Pseudonym
	An arbitrary name assigned by the Identity Provider or Service Provider to identify a Principal to a given relying party, so that the name has meaning only in the context of the relationship between the relying parties.

	Rights Object
	A collection of permissions, constraints and other Attributes, which define under what circumstances access is granted to, and what usage is allowed for, DRM Content.

	Service Provider
	An Entity that provides services and/or goods to Principals.

	Session
	An active connection between two or more Entities for the purpose of communicating and transferring information.

	Single Log Out
	The ability for End Users to properly terminate all open connections, active services or relationships associated with a Single Sign On (SSO) Session, with one logout process. 

	Single Sign On
	The ability to use an Authentication Assertion from one Provider (an Identity Provider or an Identity Broker) at another Provider, in order to ease the burden (for a Principal) of having to authenticate to each Provider separately within a single Session.

	Smart Card
	A secure, removable Device, used to store, process and transmit information, such as Identifiers and Identity Attributes.  Subscriber Identity Module (SIM) Smart Cards and Removable User Identity Module (R-UIM) Smart Cards are examples.

	Trust
	The extent to which someone who relies on a system can have confidence that the system meets its specifications, i.e., that the system does what it claims to do and does not perform unwanted functions. [source:RFC2828]

	Usage Directive
	A set of instructions or rules describing how a particular Attribute would / can subsequently be used by the Service Provider once the Attribute has been released to it.


3.3 Abbreviations

	AD
	Authentication Domain

	AP
	Attribute Provider

	DRM
	Digital Rights Management

	GUP
	Generic User Profile

	IdM
	Identity Management

	IDP
	IDentity Provider

	ID-WSF
	Identity Web Services Framework

	IM
	Instant Messaging

	IMSI
	International Mobile Subscriber Identity

	ISP
	Internet Service Provider

	MDN
	Mobile Directory Number

	MIN
	Mobile Identification Number

	MSISDN
	Mobile Station Integrated Services Digital Network (End User phone number in GSM networks)

	MTSP
	Movie Ticket Service Provider

	MWS
	Mobile Web Services

	MWS NI RD
	Mobile Web Services Network Identity Requirements Document

	NI
	Network Identity

	OMA
	Open Mobile Alliance

	OWSER
	OMA Web Services Enabler Release

	P2P
	Person 2 Person

	PEEM
	Policy Evaluation, Enforcement and Management

	PoC
	Push-to-talk over Cellular

	SIM
	Subscriber Identity Module

	SLO
	Single Log Out

	SSO
	Single Sign On
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