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1. Scope

This Enabler Test Requirements for OMA Web Services Enabler (OWSER) document was created by the Mobile Web Services Technical Working Group (MWS TWG).

This Enabler Test Requirements (ETR) document is intended to cover:

· Requirements collected in the OMA Mobile Web Services Requirements [MWSReq] and MWS Network Identity Requirements [NI-REQ] documents

· The corresponding functionality described in the OMA Web Services Enabler (OWSER): Core Specifications [OWSERSpec] and the OMA Web Services Enabler (OWSER):  Network Identity Specifications [OWSERNI].  

2. References

2.1 Normative References

	[OWSERSpec]
	“OMA Web Services Enabler (OWSER):  Core Specifications”, Draft Version 1.0, 16 Feb 2004, OMA-OWSER-Core-Specification-V1_0-20040216-D, available athttp://www.openmobilealliance.org/

	[OWSERNI]
	“OMA Web Service Enabler (OWSER): Network Identity Specifications”, Draft Version 1.0, 16 Feb 2004, OMA-OWSER-Network_Identity-Specification-V1_0-20040216-D, available at http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
http://www.ietf.org/rfc/rfc2119.txt

	[IOPPROC]
	“OMA Interoperability Policy & Process”, Version 1.1, 30 Oct 2003, OMA-IOP-Process-V1_1_0-20031030-A available at http://www.openmobilealliance.org/


2.2 Informative References

	[MWSReq]
	“OMA Mobile Web Services Requirements” Version 1.0, OMA-MWS_RD-V1_0-20031120-A, available at http://www.openmobilealliance.org/

	[NI-REQ]
	“MWS Identity Management Requirements”, Version 1.0,  OMA-RD_MWS_NI-V1_0-20031120-A, available at  http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA specifications”. Open Mobile Alliance(. OMA-Dictionary-v1_0_1-20040113-A, available at http://www.openmobilealliance.org/

	[RFC2818]
	“HTTP Over TLS”, E. Rescorla, available at http://www.ietf.org/rfc/rfc2818

	[SOAP1.1]
	“Simple Object Access Protocol (SOAP) 1.1”, Don Box, David Ehnebuske, Gopal Kakivaya, Andrew Layman, Noah Mendelsohn, Henrik Nielsen, Satish Thatte, Dave Winer, W3C Note, May 8, 2000, available at http://www.w3.org/TR/2000/NOTE-SOAP-20000508/

	[SOAPwAtt]
	“SOAP Messages with Attachments,” W3C Note, 11 December 2000, available at http://www.w3.org/TR/SOAP-attachments

	[SSL3.0]
	“The SSL Protocol Version 3.0”, available at http://wp.netscape.com/eng/ssl3/draft302.txt

	[UDDI]
	“UDDI Version 2.04 API Specification,” UDDI Committee Specification,  19 July 2002, available at http://uddi.org/pubs/ProgrammersAPI-V2.04-Published-20020719.htm

	[WSDL1.1]
	“Web Services Description Language (WSDL) 1.1”, Erik Christensen, Francisco Cubrera, Greg Meredith, Sanjiva Weeravarana, W3C NOTE, March 15, 2001, available at http://www.w3.org/TR/wsdl.html

	[WSIMonitorSpec]
	 “Monitor Tool Functional Specification”  Web Services Interoperability Organization  6/26/2003 Draft

http://www.ws-i.org/Testing/Specs/MonitorFunctionalSpecification_BdAD_10.pdf

	[WSIAnalyzerSpec]
	 “Analyzer Tool Functional Specification”  Web Services Interoperability Organization 6/26/2003 Draft

http://www.ws-i.org/Testing/Specs/AnalyzerFunctionalSpecification_BdAD_10.pdf

	[WSITAD]
	“WS-I Profile Test Assertion Document” Web Services Interoperability Organization Draft http://www.ws-i.org/Testing/Tools/2003/11/BasicProfileTestAssertions.xml

	[WSI1.0]
	“Web Services Basic Profile Version 1.0a”, Web Services Interoperability Organization, Board Approval Draft, 2003/03/28, available at http://www.ws-i.org/Profiles/Basic/2003-08/BasicProfile-1.0a.htm

	[WS-SEC]
	“Web Services Security: SOAP Message Security 1.0”, OASIS, Committee Draft, 19 January 2004, available at http://www.oasis-open.org/committees/download.php/5072/oasis-200401-wss-soap-message-security-1.0.pdf 

	[WSS-X509]
	"Web Services Security X509 Certificate Token Profile", OASIS Working Draft 10, 19 August 2003, available at http://www.oasis-open.org/committees/download.php/5072/oasis-200401-wss-soap-message-security-1.0.pdf 

	[XML-SIG]
	“XML-Signature Syntax and Processing”, D. Eastlake, J. R., D. Solo, M. Bartel, J. Boyer, B. Fox, E. Simon, W3C Recommendation, 12 february 2002, available at  http://www.w3.org/TR/xmldsig-core/

	[XML-ENC]
	“XML Encryption Syntax and Processing”, W3C Recommendation, 10 December 2002, available at http://www.w3.org/TR/xmlenc-core/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

3.2 Abbreviations

	AD
	Architecture Document

	IdP
	Identity Provider

	LECP
	Liberty-enabled Client/Proxy

	RD
	Requirements Document

	SP
	Service Provider

	WS
	Web Service

	WS-I
	Web Services Interoperability Organization

	WSR
	Web Service Requestor


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the OMA Web Services Enabler (OWSER), documenting those areas where testing is most important to ensure interoperability of implementations.

OWSER comprises the following specifications:

· OMA Web Services Enabler (OWSER): Core Specifications.  Defines the means by which OMA applications can be exposed, discovered and consumed using Web Services technologies in a secure, controlled and auditable manner.

· OMA Web Services Enabler (OWSER): Network Identity Specifications.  Describes the components needed to provide aspects of the Network Identity related capabilities of the OWSER.

Generally, the testing activity should aim at validating the normal working behaviour of the Web Service, and the Web Service Requester (WSR), as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for OWSER Version 1.0.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within OWSER Version 1.0.

5. Enabler Test Requirements

The primary goal of the OWSER Version 1.0 is to specify the foundational set of technologies for a service-oriented architecture enabling Web Services:  HTTP for message transfer, XML for data description, SOAP for message encapsulation, WSDL for service interface description, and UDDI for service discovery.  Features supporting these foundational technologies are defined, including common security features.  

OWSER Version 1.0 also provides descriptions of the components required to support the Network Identity related capabilities of the OWSER, including:   Identity Provider Introduction; Identity Federation and Single Sign-On; Name Registration; Authentication Context; Single Signout; and Federation Termination.

Existing test specifications, assertions, and SCRs for a number of the technologies specified in OWSER are available from theWeb Services Interoperability Organization (WS-I): 

· Monitor Tool Functional Specification [WSIMonitorSpec]

· Analyzer Tool Functional Specification [WSIAnalyzerSpec]

· WS-I Profile Test Assertion Document [WSITAD]

This section defines which specific functionalities of OWSER should be tested to ensure adequate and interoperable implementations, i.e., that Web Services (WS), Web Service Requestors (WSR), NI Identity Providers (IdP), NI Service Providers (SP), and Liberty-enabled Clients/Proxies (LECP) do what they have to do and do not do what they are not allowed to do. Test requirements for error flows are also included where it makes sense.

The following test requirements cover both Conformance test requirements (i.e. functionality to be tested to verify whether it is implemented) and Interoperability test requirements (e.g., interactions between WSRs and WSPs or IdPs and SPs)

Section 5 is segmented into mandatory and optional feature test requirements for:

· Web Service (WS)

· Web Service Requestor (WSR)

· Web Service Intermediary (Intermediary)

· Identity Provider (IdP)

· Service Provider (SP)

· Liberty-enabled Client/Proxy (LECP)

5.1 WS Mandatory Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Transport-HTTP
	Test whether HTTP is used as described in [WSI1.0].  Ref. [WSITAD]

	
	Messaging-SOAP
	Verify that messaging is used as described in [SOAP1.1].  Ref.  [WSITAD]

	
	Message security
	Verify message security may be correctly applied to a SOAP message,  This may be accomplished with transport and/or message level security (see optional test requirements for message security  below)

	ERROR FLOW
	Messaging-SOAP
	Test the ability to generate and receive SOAP faults.  Ref [WSI1.0] and [WSITAD].


5.2 WS Optional Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Description
	Verify that [WSDL1.1] can be used to describe the service as described in [WSI1.0].  Ref. [WSITAD]

	
	Publish
	Verify that [UDDI] can be used to publish the service as described in [WSI1.0].  Ref. [WSITAD].

	
	Attachments
	Verify that if used, attachments can be supported as described in  [SOAPwAtt]

	
	Message level security - Integrity
	Verify that [WS-SEC] can be used to provide message level integrity. 

	
	Application level security - integrity
	Verify that DSIG can provide integrity of application level data.

	
	Transport level security – integrity
	Verify that SSL/TLS can provide transport level data integrity protection.

	
	Message level security - Confidentiality
	Verify that [WS-SEC] can be used to provide message level confidentiality.

	
	Application level security - Confidentiality
	Verify that [XML-ENC] can provide confidentiality of application level data.

	
	Transport level security – Confidentiality
	Verify that SSL/TLS can provide transport level confidentiality protection.

	
	Transport level  security –MutualAuthentication 
	Verify that SSL/TLS can provide mutual authentication.

	
	Transport level security ClientAuthentication
	Verify that SSL/TLS can provide  client side transport level authentication.

	
	Message level security – authentication
	Verify that [WSS-X509] Token Profile can be used to provide end to end authentication.

	
	Application level security-authorization/access control
	Verify support for SAML tokens. 

	ERROR FLOW
	Not applicable
	


5.3 WSR Mandatory Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Transport-HTTP
	Test whether HTTP is used as described in [WSI1.0].  Ref. [WSITAD]

	
	Messaging-SOAP
	Verify that messaging is used as described in [SOAP1.1].  Ref.  [WSITAD]

	
	Message security
	Verify message security may be correctly applied to a SOAP message,  This may be accomplished with transport and/or message level security (see optional test requirements for message security  below)

	ERROR FLOW
	Messaging-SOAP
	Test the ability to generate and receive SOAP faults.  Ref [WSI1.0] and [WSITAD].


5.4 WSR Optional Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	
	

	
	Discovery
	Verify that [UDDI] can be used to discover the service as described in [WSI1.0].  Ref. [WSITAD].

	
	Attachments
	Verify that if used, attachments can be supported as described in  [SOAPwAtt]

	
	Message level security - Integrity
	Verify that [WS-SEC] can be used to provide message level integrity. 

	
	Application level security - integrity
	Verify that DSIG can provide integrity of application level data.

	
	Transport level security – integrity
	Verify that SSL/TLS can provide transport level data integrity protection.

	
	Message level security - Confidentiality
	Verify that [WS-SEC] can be used to provide message level confidentiality.

	
	Application level security - Confidentiality
	Verify that [XML-ENC] can provide confidentiality of application level data.

	
	Transport level security – Confidentiality
	Verify that SSL/TLS can provide transport level confidentiality protection.

	
	Transport level  security –MutualAuthentication 
	Verify that SSL/TLS can provide mutual authentication.

	
	Transport level security ClientAuthentication
	Verify that SSL/TLS can provide  client side transport level authentication.

	
	Message level security – authentication
	Verify that [WSS-X509] Token Profile can be used to provide end to end authentication.

	
	Application level security-authorization/access control
	Verify support for SAML tokens. 

	ERROR FLOW
	Not applicable
	


5.5 Intermediary Mandatory Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Transport-HTTP
	Test whether HTTP is used as described in [WSI1.0].  Ref. [WSITAD]

	
	Messaging-SOAP
	Verify that messaging is used as described in [SOAP1.1].  Ref.  [WSITAD]

	
	Message security
	Verify message security may be correctly applied to a SOAP message,  This may be accomplished with transport and/or message level security (see optional test requirements for message security  below)

	ERROR FLOW
	Messaging-SOAP
	Test the ability to generate and receive SOAP faults.  Ref [WSI1.0] and [WSITAD].


5.6 Intermediary Optional Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	
	Attachments
	Verify that if used, attachments can be supported as described in  [SOAPwAtt]

	
	Message level security - Integrity
	Verify that [WS-SEC] can be used to provide message level integrity. 

	
	Application level security - integrity
	Verify that DSIG can provide integrity of application level data.

	
	Transport level security – integrity
	Verify that SSL/TLS can provide transport level data integrity protection.

	
	Message level security - Confidentiality
	Verify that [WS-SEC] can be used to provide message level confidentiality.

	
	Application level security - Confidentiality
	Verify that [XML-ENC] can provide confidentiality of application level data.

	
	Transport level security – Confidentiality
	Verify that SSL/TLS can provide transport level confidentiality protection.

	
	Transport level  security –MutualAuthentication 
	Verify that SSL/TLS can provide mutual authentication.

	
	Transport level security ClientAuthentication
	Verify that SSL/TLS can provide  client side transport level authentication.

	
	Message level security – authentication
	Verify that [WSS-X509] Token Profile can be used to provide end to end authentication.

	
	Application level security-authorization/access control
	Verify support for SAML tokens. 

	ERROR FLOW
	Not applicable
	


5.7 NI IdP Mandatory Test Requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Identity federation and single sign on using LECP profile
	Verify that the LECP profile is supported.

	
	Identity federation and single sign on using browser artifact profile
	Verify that the browser artifact profile is supported.

	
	Single sign out with SOAP
	Verify that IdP can correctly initiate and receive a single sign out request

	
	Federation termination with SOAP
	Verify IdP can correctly initiate and receive a federation termination request

	
	Authentication Context
	Verify that IdP can correctly receive and process an Authentication Context

	ERROR FLOW
	Identity federation and single sign on (LECP and Browser artifact profiles)
	Verify that an improperly composed request fails.

	
	Single sign out with SOAP
	Verify that an improperly composed single sign out request fails

	
	Federation termination with SOAP
	Verify that an improperly composed federation termination request fails

	
	Authentication Context
	Verify that an improperly composed Authentication Context fails


5.8 NI IdP Optional Test Requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Identity Provider Introduction using a common domain cookie mechanism
	Verify IdP can correctly write into a common domain cookie

	
	Identity federation and single sign on using Browser POST profile
	Verify that the browser POST profile is supported.

	
	Name registration with SOAP/HTTP
	Verify IdP can correctly initiate and receive a name registration request. 

	
	Name registration with HTTP-redirect
	Verify IdP can correctly initiate and receive a name registration request.

	
	
	

	
	Single sign out with HTTP GET
	Verify IdP can correctly initiate a single sign out request

	
	Single sign out with HTTP redirect
	Verify IdP can correctly initiate and receive a single sign out request

	
	Federation termination with HTTP redirect
	Verify IdP can correctly initiate and receive a single sign out request

	ERROR FLOW
	Identity federation and single sign on using Browser POST profile
	Verify that an improperly composed request fails.

	
	Name registration (for both SOAP/HTTP and HTTP-redirect)
	Verify that an improperly composed request fails

	
	
	

	
	Single sign out (for both HTTP GET and HTTP-redirect)
	Verify that an improperly composed request fails

	
	Federation termination with HTTP redirect
	Verify that an improperly composed request fails


5.9 NI SP Mandatory test requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Identity federation and single sign on using LECP profile
	Verify that the LECP profile is supported.

	
	Identity federation and single sign on using browser artifact profile
	Verify that the browser artifact profile is supported.

	
	Single sign out with SOAP
	Verify that SP can correctly initiate and receive a single sign out request

	
	Federation termination with SOAP
	Verify SP can correctly initiate and receive a federation termination request

	ERROR FLOW
	Identity Provider Introduction using a LECP
	Verify failure of an improperly composed header sent in message from LECP to SP

	
	Identity federation and single sign on (LECP and Browser artifact profiles)
	Verify that an improperly composed response fails.

	
	Single sign out with SOAP
	Verify that an improperly composed single sign out request fails

	
	Federation termination with SOAP
	Verify that an improperly composed federation termination request fails


5.10 NI SP Optional test requirements

	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Identity Provider Introduction using a common domain cookie mechanism
	Verify SP can correctly read from a common domain cookie

	
	Identity federation and single sign on using Browser POST profile
	Verify that the browser POST profile is supported.

	
	Name registration with SOAP
	Verify SP can correctly initiate and receive a name registration request. 

	
	Name registration with HTTP redirect
	Verify SP can correctly initiate and receive a name registration request.

	
	Single sign out with HTTP GET
	Verify SP can correctly receive a single sign out request

	
	Single sign out with HTTP redirect
	Verify SP can correctly initiate and receive a single sign out request

	
	Federation termination with HTTP redirect
	Verify SP can correctly initiate and receive a single sign out request

	
	Authentication context
	Verify SP can correctly generate and receive an authentication context

	ERROR FLOW
	Identity Provider Introduction using a common domain cookie mechanism
	Verify that an improperly composed common domain cookie fails

	
	Identity federation and single sign on using Browser POST profile
	Verify that an improperly composed response fails.

	
	Name registration (with SOAP and HTTP-redirect profiles)
	Verify that an improperly composed request fails.

	
	Single sign out (with HTTP GET and HTTP redirect)
	Verify that an improperly composed request fails.

	
	Federation termination with HTTP redirect
	Verify that an improperly composed request fails.

	
	Authentication context
	Verify that an improperly composed Authentication Context fails


5.11 NI LECP Mandatory test requirements

	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	Identity federation and single sign on using LECP profile
	Verify that the LECP profile is supported.

	
	Authentication context
	Verify LECP can correctly generate and receive an authentication context

	ERROR FLOW
	Identity federation and single sign on using LECP profile
	Verify that an improperly composed response fails.


6. Backwards compatibility

Not applicable.

7. Enabler dependencies

None identified.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
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	n/a
	n/a
	No prior version 
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